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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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Getting Started

Document Structure

The guide contains instructions on the following:

e Veeam Backup & Replication functionality: how to deploy Veeam Backup & Replication, perform backup,
replication, and restore operations.

e Integration with Veeam Backup Enterprise Manager: a free tool for managing distributed infrastructure.

e Agent management: built-in Veeam Backup & Replication feature to back up physical machines using
Veeam Agents.

Help and Support

This guide provides a high-level overview of Veeam Backup & Replication primary features and should be
regarded as a supplement to existing technical documentation. The complete set of documentation can be
found on the Veeam Technical Documentation page.

For technical support and assistance, use the following resources:
e Veeam R&D Forums

e Customer Support Portal
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About Veeam Backup & Replication

What is Veeam Backup & Replication?

Veeam Backup & Replication is a data protection and disaster recovery solution for virtual, physical and cloud
environments. With Veeam Backup & Replication you can:

Create crash-consistent and application-consistent backups of virtual and physical machines.

Quickly restore physical machines, EC2 instances, Microsoft Azure VMs, Google VM instances, VMs, VM
disks, guest OS files and application items.

Perform backup health check to verify that backups are not corrupted and are ready for restoring.
Create VM replicas and switch to them in case of a disaster.

Automate transferring of backups to tapes and other external repositories.

Note that in this guide, we will not overview all the Veeam Backup & Replication capabilities. You can find them
in the Veeam Backup & Replication User Guide.

What Else Can | Do?

Veeam Backup & Replication provides utilities not mentioned in this guide that can help you secure and manage
your data:

Veeam Backup for Microsoft 365: backup and restore solution for Microsoft 365 data.
Veeam Backup for Nutanix AHV: backup and restore solution for Nutanix AHV VMs.

Veeam Backup for Oracle Linux Virtualization Manager and Red Hat Virtualization: backup and restore
solution for oVirt VMs.

Veeam Backup for Proxmox VE: backup and restore solution for Proxmox VE VMs.
Plug-in for Veeam Backup for AWS: extension for integration with Veeam Backup for AWS.

Plug-in for Veeam Backup for Microsoft Azure: extension for integration with Veeam Backup for Microsoft
Azure.

Plug-in for Veeam Backup for Google Cloud: extension for integration with Veeam Backup for Google
Cloud.

Veeam Backup & Replication also provides the following tools for monitoring and management:

Veeam ONE: real-time monitoring, reporting, alerting and managing tool for virtual and physical
environments.

Veeam Management Pack for Microsoft System Center: Microsoft System Center extension for managing
and monitoring VMware vSphere, Microsoft Hyper-V, and Veeam Backup & Replication.

Veeam Availability Orchestrator: a tool for automated creation and testing of DR plans that comply
regulatory requirements.
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Veeam Backup & Replication Ul

The user interface of Veeam Backup & Replication is designed to let you quickly find commands that you need
and perform data protection and disaster recovery tasks.

Tabs Ribbon Working area

Veeam Backup and Replication

Main menu

CO e —_
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Connected to: localhost Build: 12.1.0.2084 Enterprise Plus Edition License expires: 414 days remaining

Footer

TIP:

To open online help, press[F1] in any Veeam Backup & Replication wizard or window. You will be
redirected to the corresponding section of the Veeam Backup & Replication User Guide.

Reference

For details, see Veeam Backup & Replication Ul section in the Veeam Backup & Replication User Guide.
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Backup Infrastructure

This section describes main Veeam Backup & Replication infrastructure components and deployment scenarios.
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Backup Infrastructure Components

To start working with Veeam Backup & Replication, you must set up the backup infrastructure. The basic Veeam
Backup & Replication infrastructure consists of the following core components:

Backup server

A Microsoft Windows-based machine on which Veeam Backup & Replication is installed. The backup server
performs main management operations: coordinates backup, replication and restore tasks, controls job
scheduling and resource allocation.

Backup repository

A server where Veeam Backup & Replication keeps backup files, backup copies and metadata of replicated
VMs.

VMware Backup Proxy

A component that retrieves data from the source host, processes it and transfers to the backup repository.

Infrastructure servers and hosts

VMware vSphere servers that you plan to use as source and target for backup, replication and other
activities. Microsoft Windows and Linux servers for which you plan to assign roles of a VMware backup
proxy or backup repository.

Reference

For details on all backup infrastructure components, see the Backup Infrastructure Components section in the
Veeam Backup & Replication User Guide.
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Deployment Scenarios

You can use Veeam Backup & Replication in virtual environments of any size and complexity. The architecture of
the solution supports onsite and offsite data protection, operations across remote sites and geographically

dispersed locations. Veeam Backup & Replication provides flexible scalability and easily adapts to the needs of
your virtual environment.

Veeam Backup & Replication supports several deployment scenarios, and each one includes the core
infrastructure components: backup server, VMware backup proxy and backup repository. Depending on the size
of your virtual environment, you can use one of the following scenarios:

e Simple deployment

For small virtual environments. In this scenario, the roles of all components required for data protection
tasks are assigned to one machine.

e Advanced deployment

For medium-sized and large-scale virtual environments. In this scenario, the roles of components required
for data protection tasks are assigned to dedicated machines.

Veeam Backup & Replication also supports the distributed deployment scenario for large geographically
dispersed environments with multiple backup servers. We omit detailed description of this scenario because this
guide is aimed for quick overview of basic features. For details on the distributed scenario, see the Distributed
Deployment section in the Veeam Backup & Replication User Guide.

Simple Deployment

In the simple deployment scenario, the roles of the backup server, VMware backup proxy and backup repository
are assigned to a single machine. These roles are assigned automatically to the machine where you install
Veeam Backup & Replication.

[m ] —
— JEEY —] =i
= Bockup  Bockup Bockup

SEMVer proxy  repository
Bockup server

Backup

Replication

=

Source host Target host
The drawback of the simple deployment scenario is that only the backup server handles and stores all data. For
medium-sized or large-scale environments, the capacity of a single backup server may not be enough. To take

the load off the backup server and balance it throughout your backup infrastructure, it is recommended to use
the advanced deployment scenario.
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Advanced Deployment

In the advanced deployment scenario, the roles of the backup server, VMware backup proxy and backup
repository are assigned to different machines. This gives the following advantages:

e The processing load is moved from backup server to backup proxy.

e Increased fault tolerance: you can store dataon a separate machine (the backup repository).

Note that this scenario requires that you assign the roles of the proxy and repository manually.

al
=

Bockup
SEVEr

|

I T

DOOD | g e DOOO

—_— —_—
| esxi | ek | e
proxy
Source Target
host host
_—
Backup |~
> H
Backup
repository

Depending on production environment and backup and replication scenarios you planto use, the advanced
deployment scenario may include multiple VMware backup proxies and backup repositories, both on-site and
off-site, controlled by a single backup server.
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Planning and Preparation

Before you install Veeam Backup & Replication, you must make sure that the virtual environment and machines
that you plan to use as backup infrastructure components meet product hardware recommendations and system
requirements.

13 | Veeam Backup & Replication | Quick Start Guide for VMwarevSphere | 12323617



System Requirements

Make sure that servers that you plan to use as backup infrastructure components meet the system requirements
listed in the following sections of the Veeam Backup & Replication User Guide:

e System Requirements for Backup Server

e System Requirements for VMware Backup Proxy Server

e System Requirements for Backup Repository Server

e System Requirements for Enterprise Manager

e System Requirements for Supported Applications

e System Requirements for Veeam Explorer for Microsoft Active Directory
e System Requirements for Veeam Explorer for Microsoft Exchange

e System Requirements for Veeam Explorer for Microsoft SharePoint

e System Requirements for Veeam Explorer for Microsoft SQL Server

e System Requirements for Veeam Explorer for Microsoft Teams

e System Requirements for Veeam Explorer for Microsoft OneDrive for Business
e System Requirements for Veeam Explorer for MongoDB

e System Requirements for Veeam Explorer for Oracle

e System Requirements for Veeam Explorer for PostgreSQL

e System Requirements for Veeam Explorer for SAP HANA

Reference

For the full list of system requirements, see the System Requirements section in the Veeam Backup &
Replication User Guide.
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Ports

On backup infrastructure components, Veeam Backup & Replication automatically creates firewall rules for the
required ports. These rules allow communication between the components.

You can find the lists of the ports in the following sections of the Veeam Backup & Replication User Guide:
e Backup Server Connections
e Microsoft Windows Server Connections
e Linux Server Connections
e Backup VMware Proxy Connections
e Backup Repository Connections
¢ Mount Server Connections
¢ VM Guest OS Connections
e Veeam Backup Enterprise Manager Connections
e Veeam Explorer for Microsoft Active Directory Connections
e Veeam Explorer for Microsoft Exchange Connections
e Veeam Explorer for Microsoft SharePoint and Microsoft OneDrive for Business Connections
e Veeam Explorer for Microsoft SQL Server Connections
e Veeam Explorer for Microsoft Teams Connnections
e Veeam Explorer for MongoDB Connections
e Veeam Explorer for Oracle Connections
e Veeam Explorer for PostgreSQL Connections
e Veeam Explorer for SAP HANA Connections
e Veeam Agent for Microsoft Windows Connections

e Veeam Agent for Linux Connections

Reference

For the full list of ports, see the Used Ports section in the Veeam Backup & Replication User Guide.

15 | Veeam Backup & Replication | Quick Start Guide for VMwarevSphere | 12.3.23617


https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=120#backup
https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=120#ms_servers
https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=120#linux_servers
https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=120#proxy
https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=120#backup_repos
https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=120#mount_server
https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=120#guest_os_recovery_connections
https://helpcenter.veeam.com/docs/backup/em/used_ports.html?ver=120
https://helpcenter.veeam.com/docs/backup/explorers/vead_ports.html?ver=120
https://helpcenter.veeam.com/docs/backup/explorers/vex_ports.html?ver=120
https://helpcenter.veeam.com/docs/backup/explorers/vesp_ports.html?ver=120
https://helpcenter.veeam.com/docs/backup/explorers/vesql_used_ports.html?ver=120
https://helpcenter.veeam.com/docs/backup/explorers/vet_ports.html?ver=120
https://helpcenter.veeam.com/docs/backup/explorers/vemdb_used_ports.html?ver=120
https://helpcenter.veeam.com/docs/backup/explorers/veo_used_ports.html?ver=120
https://helpcenter.veeam.com/docs/backup/explorers/vep_used_ports.html?ver=120
https://helpcenter.veeam.com/docs/backup/explorers/vehana_used_ports.html?ver=120
https://helpcenter.veeam.com/docs/agentforwindows/userguide/ports.html?ver=60
https://helpcenter.veeam.com/docs/agentforlinux/userguide/used_ports.html?ver=60
https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=120

Deployment

To start using Veeam Backup & Replication, do the following:
1. Install Veeam Backup & Replication
2. Add virtual infrastructure servers
3. Configure VMware backup proxy
4. Configure backup repository
5. Configure object storage repository (optional)
6. Configure scale-out backup repository (optional)

NOTE:

In the simple deployment scenario, Veeam Backup & Replication uses the backup server also as the backup
proxy and backup repository. For this reason, you can skip the third and fourth steps.
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Step 1. Installing Veeam Backup &
Replication

Install Veeam Backup & Replication on a Microsoft Windows-based physical or virtual machine.

Before You Begin

Before you install Veeam Backup & Replication, check the following prerequisites:

e The machine on which you plan to install Veeam Backup & Replication must meet the system requirements
for the backup server. For details, see System Requirements.

e A user account that you plan to use for installation must have local Administrator permissions.

Installing Veeam Backup & Replication

To install Veeam Backup & Replication, do the following:

1. Download the latest version of the Veeam Backup & Replication installation image from the Download
Veeam products page.

You must sign in with your Veeam account. If you do not have the account, register with your business
email address.

2. Mount the installation image to the machine on which you plan to install Veeam Backup & Replication or
burn the image file to a flash drive or other removable storage device.

If you plan to install Veeam Backup & Replication on a VM, use built-in tools of the virtualization
management software to mount the installation image to the VM.

3. Run the setup.exe file from the image or disk to open the splash screen.
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4. In the window, click Install Veeam Backup & Replication.

E-'a Veeam Backup & Replication —

Veeam Backup & Replication combines fast, flexible and reliable backup. recovery and
replication for all your applications and data.

Nl [Install Veeam Backup & Replication
oS

Install Veeam Backup Enterprise Manager

Veeam Backup Enterprise Manger is an optional web-based management and reporting
console for Veeam Backup & Replication.

[Ek
foa]

Install Veeam Backup & Replication Console

I. EI Veeam Backup & Replication console is a client-side component that provides access to
the backup server.

I

€ View Documentation

5. At the License Agreement step of the wizard, read the license agreements and click | Accept.
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6. At the License step of the wizard, specify the path to the license key.

If you skip this step, Veeam Backup & Replication will operate in the Community edition mode. You can
switch to the full version of the product if you install the license. For more information, see Veeam Backup
& Replication Community Edition.

E.”Q Veeam Backup & Replication - X

License

Provide license file for Veeam Backup & Replication.

Select license provisioning method:

% Sign in with Veeam Browse license file

License details:

Subscription, Suite, 60 Instances, License expires on 03,/08/2024

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation ID, and workload usage counters to Vieeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by,

Back Cancel

7. At the System Configuration Check step of the wizard, install missing software components, if any.

NOTE

If all required components are already installed on the machine, the System Configuration Check
step is skipped.

8. At the Ready to Install step of the wizard, click Installto begin the installation.

Starting Veeam Backup & Replication

To start Veeam Backup & Replication, do the following:

1. In the Microsoft Windows Startmenu, select Apps > Veeam > Veeam Backup & Replication Console.
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2. In the authentication window, click Connect.

N[5l Veeam o
1=K} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 4392
WINSREVI2\Administrator
Password

W' Use Windows session authentication

Save shortcut Connect Close
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Step 2. Adding Virtual Infrastructure
Servers

To protect virtual machines with Veeam Backup & Replication, you must add the virtual infrastructure servers
hosting these machines to the backup infrastructure.

You can add vCenter Servers and ESXi hosts. If an ESXi host is managed by a vCenter Server, it is recommended
that you add the vCenter Server, not a standalone ESXi host.

Before You Begin

Make sure that the version of your VMware vSphere platform is supported. For details, see Platform Support in
the Veeam Backup & Replication User Guide.

Adding Infrastructure Server

To add the server, do the following:

1. In the inventory pane of the Backup Infrastructure view, right-click the Managed Servers node and select
Add Server.

Veeam Backup and Replication

é = T
—] |

Add  Edit Remove Rescan Veearn Al
Server Server Serve

Manage Server Tools Online Assistant
Backup Infrastructure Q Type in an object name to search for

5 Backup Proxies Mame T Type Description

= Backup Repusitories §T backupsnS3techlo..  Microsoft Windows server Backup server

5, External Repositories
4 Scale-out Repositories
£ WAN Accelerators
7 Service Providers

> (I SureBackup

(I Managed Servers

2 Rescan

Upgrade servers...

Missing updates...

& Home
E'I
E;\ Inwentary

t‘fg‘g Backup Infrastructure
E &Ml bs 2

2. Inthe Add Server window, click VMware vSphere > vSphere tolaunch the New VMware Server wizard.
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3. At the Name step of the wizard, specify the DNS name or IP address of the server.

Mew Whdwware Server X

Name

| veenter01.tech.local

m Specify DNS name or IP address of WMware server,

Credentials T
Description:

Apply vCenter Server 01|

Summary

T
< Previous Finish Cancel

4. At the Credentials step of the wizard, specify credentials for the user account with Administrator
permissions on the added server.

To add the account, do the following:
a. Click Add.

b. In the Credentials window, specify the username and password used to connect to the added server.

c. Click OK.

e Whdaare Server *
Credentials

_m Select server administrator's credentials. If required, specify additional connection settings including web-service port number.

Select an account with local administrater privileges on the server you are adding. Use DOMAIM\USER

format for domain accounts, or HOSTVUSER for local accounts.
Add.. |

Mame

Gt cresentn x

Apply Usernarme: |tech\|inda.davis | | Browse.. |
Summary |E?k Passward: | essessssss A |

Description:

techilinda.davis

CK | Cancel

DO Y T ETT WD STV ICE S FOTT TS = T CO T OO SO T e s s, Teostor passible port

customization in the vCenter Server or ESXi server settings.

< Previous Appl Finish I Cancel
| ooy |

5. Follow the next steps of the wizard. At the Summary step, click Finish.
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6. Open the Backup Infrastructure view and click the Managed Servers node. The added server must be
availablein the working area.

Reference

For details on adding virtual infrastructure servers, see the Virtualization Servers and Hosts section in the Veeam
Backup & Replication User Guide.
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Step 3. Configuring VMware Backup Proxy

The VMware backup proxy retrieves data from the production storage, compresses, deduplicates and sends it to
the backup repository.

To configure the VMware backup proxy, you must add a Microsoft Windows or Linux server and assign the role
of the backup proxy to it. In this section, you will learn how to add a Microsoft Windows proxy.

Before You Begin

Check the following prerequisites:

e The machine that you plan to use as the VMware backup proxy must meet system requirements. For
details, see System Requirements in the Veeam Backup & Replication User Guide.

e The machine must have access to the backup server, source datastore and backup repository.

e File and printer sharing must be enabled in network connection settings of the added Microsoft Windows
machine. On this machine, Veeam Backup & Replication deploys the required components. Without
sharing enabled, Veeam Backup & Replication fails to deploy these components.

Adding Server

To add a server, do the following:

1. In the inventory pane of the Backup Infrastructure view, right-click the Managed Servers node and select
Add Server.

Veeam Backup and Replication

2EX e =
—] |
Add  Edit Remove Rescan [Y—
Server Server Serve
Manage Server Tools Online Assistant
Backup Infrastructure Q Type in an object name to search for
H Backup Proxies Marne T Type Description

= Backup Repuositories § backupsnS3techlo..  Micrasoft Windows server Backup server
5 External Repositories
4 Scale-out Repositories
£ WAN Accelerators
{3 Service Providers

> SureBackup

o (E Managed Servers

Upgrade servers..

Wissing updates...

& Home

E'I
@:\ Inventary

(?E'g Backup Infrastructure

E &Ml bs 2

2. In the Add Server window, click Microsoft Windows tolaunch the New Windows Server wizard.
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At the Name step of the wizard, specify the DNS name or IP address of the server that will perform the
role of the VMware backup proxy.

Tlewn Mind ows Sercer

Name

E-- Specify DNS name or IP address of Micresoft Windows server,
e

DME namme or IP address:
| =rv08 tech.local

Credentials

Description:

Review Backup proxy server

Apply

Summary

Finish

< Previous Cancel

At the Credentials step of the wizard, specify credentials for the user account with Administrator
permissions on the added server.

To add the account, do the following:
a. Click Add.

b. Specify the username and password used to connect to the added server.

c. Click OK.
Mews Windouvs Server x
Credentials
E-- Specify server credentials,
=
MNarme Select an account with local administrater privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOSTVUSER for local accounts.
Gl | e X |
Add...
Review Username: | sn08\Administratar | | Browse.. |
Apply E?k Password: | ssssssssss ) |
BRI Description:
sr0@VAdministrator
QK | | Cancel
Click Parts to customize network ports to be used by individual compaonents, Ports...
< Previous | | Mext = Finish Cancel
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5. Follow the next steps of the wizard. At the Summary step of the wizard, click Finish.

6. Open the Backup Infrastructure view and click the Managed Servers node. The added server must be
availablein the working area.

Assigning VMware Backup Proxy Role to Added Server

To assign the role of the VMware backup proxy:

1. In the inventory pane of the Backup Infrastructure view, right-click the Backup Proxies node and select
Add Proxy.

2. Inthe Add Backup Proxy window, select VMware backup proxy.

Add Backup Proxy

Select a type of backup proxy you want to add,

I—_l General-purpose backup proxy
|E| Adds a backup proxy for agent-based backups of MAS, filers, file shares and off-host backups of physical servers,

% Whdware backup proxy
Adds a backup proxy for agentless Vibuware waphere Wi backups,

EIO Yilware COP proxy
Adds a COP proxy for agentless streaming Whiware wSphere Wi replication,

Cancel

3. At the Server step of the wizard, do the following:
o Inthe Choose server list, select the server that you have added.
o Inthe Transport mode field, leave the Automatic selectionoption selected.

Veeam Backup & Replication will analyze the VMware backup proxy configuration, define to which
datastores it has access and automatically select the best way to retrieve and restore data depending
on the type of connection between the VMware backup proxy and the source datastore.
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o Inthe Connected datastores field, leave the Automatic detection option selected.

Veeam Backup & Replication will detect datastores to which the VMware backup proxy has a direct
SAN or NFS connection.

Mewe Whduware Proxy X

Server
Choose a server for Wiware backup proxge You can choose between any Microsoft Windows or Linux servers added to the
fanaged Servers which are not assigned a Whware backup proxy role already.

srvl8tech.local (Backup prosy server) w0 Add New,,
Traffic Rules

Prowy description:
Apply Proxy server SNOQ
Sumrnary

Transport mode:

|Aut0matic selection | Choose.,

Connected datastores:

|Aut0matic detection {recommended) | Choose... [

Max concurrent tasks:
a =

-

< Previous Finish | Cancel

4. At the Traffic Rules step of the wizard, keep the default settings.

Network traffic throttling rules help you manage bandwidth usage and minimize impact of data protection
and disaster recovery tasks on network performance. Setting up traffic throttling is not described in this
guide. For details see Veeam Backup & Replication User Guide, section Network Traffic Management.

5. At the Apply step of the wizard, click Next and then Finish toexit the wizard.

6. Open the Backup Infrastructure view and click the Backup Proxies node. The added VMware backup proxy
must be available in the working area.

Reference

For details on the VMware backup proxy, see the VMware Backup Proxy section in the Veeam Backup &
Replication User Guide.
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Step 4. Configuring Backup Repository

The backup repository is a storage where Veeam Backup & Replication keeps backup files and, in case of
replication, metadata for replicated VMs. You can use different types of storage as the backup repository. The
full list of storage types is available in the Backup Repository section in the Veeam Backup & Replication User
Guide.

In this section, you will learn how to use a Microsoft Windows server as the backup repository. To configure the
backup repository, you must add the server to the backup infrastructure and assign the role of the backup
repository to it.

Before You Begin

Check the following prerequisites:

e The Microsoft Windows machine that you planto use as a backup repository must meet system
requirements. For details, see System Requirements in the Veeam Backup & Replication User Guide.

e File and printer sharing must be enabled in network connection settings of the added Microsoft Windows
machine. On this machine, Veeam Backup & Replication deploys the required components. Without
sharing enabled, Veeam Backup & Replication fails to deploy these components.

Adding a Server

To add a server to the Veeam Backup & Replication infrastructure, do the following.

1. In the inventory pane of the Backup Infrastructure view, right-click the Managed Servers node and select
Add Server.

Veeam Backup and Replication

) == =
=

Add Edit Remove Rescan

Weearn Al
Server Server Server

Manage Server Tools Online Assistant

Backup Infrastructure Q) Type in an sbysct name to search for

{5 Backup Prozies Marne T Type Description
= Backup Repuositories § backupsnS3techlo..  Micrasoft Windows server Backup server
5, Extemnal Repositories

53 Scale-out Repositories

£ WAN Accelerstors
£ Service Providers
> SureBackup
(5 Managed Servers
-
2 Rescan
Upgrade servers...
Missing updates...
@ Home
EE_\ Inwentary

(?E'g Backup Infrastructure

G &l 2

2. In the Add Server window, select Microsoft Windows to launch the New Windows Server wizard.
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3. At the Name step of the wizard, specify the DNS name or IP address of the server that will perform the
role of the backup repository.

Mews Wéindows Server X

Name
E-- Specify DNS name or IP address of Micresoft Windows server,
e

| =rvld tech.lacal
Credentials
Description:
Review Windows-based backup repositeny
Apply
Summary

< Previous Finish Cancel

4. At the Credentials step of the wizard, enter credentials for the user account with local Administrator
permissions to the added server.

To add the account, do the following:
a. Click Add.

b. Specify the username and password used to connect to the added server.

c. Click OK.
Mews Windouvs Server x
Credentials
E-- Specify server credentials,
—
MNarme Select an account with local administrater privileges on the server you are adding. Use DOMAIN\USER

format for domain accounts, or HOSTVUSER for local accounts.

Gl credentio * |\
Add...
stz Usernarme: | srvD&\Administratar | | Browse... |
Apply E?k Passward: oo-ooo-ooo| ) |
BamITEy Description:
srvldAdministratar
OK | | Cancel
Click Ports to customize network ports to be used by individual companents, Ports...

< Previous | | Mext = Finish Cancel
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5. Follow the next steps of the wizard. At the last step of the wizard, click Finish to add the server.

6. Open the Backup Infrastructure view and click the Managed Servers node. The added server must be
availablein the working area.

Assigning Backup Repository Role to Added Server

To assign the role of the backup repository:

1. In the inventory pane, right-click the Backup Repositories node and select Add Backup Repository to
launch the New Backup Repository wizard.

Veeam Backup and Replication

Backup Repositery

=t = =
= = =
Add Edit Rescan Yeeamn Al

Repository Repositor
Manage Repository | Tools

Online Assistant
Backup Infrastructure Q) Type in an sbysct name to search for

H Backup Proxies Marne T Type Host

= Backup Repositories backupsnadte...

5, Extemal Repositories

53 Scale-out Repositories

£ WAN Accelerators
£ Service Providers

> SureBackup
> (Z Managed Servers

@ Home
E'I
@:\ Inventary

'i?E'g Backup Infrastructure

G @Dl 2

2. Inthe Add Backup Repository window, click Direct attached storage >Microsoft Windows.
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3. At the Name step of the wizard, specify the name for the added backup repository.

Mew Backup Repository

MName

Server
Repaository
Mount Server
Rewviewr
fpply

Summary

Type in a name and description for this backup repositon,

MName:

s

|Backup Wolurme 01

Description:

Onsite backup repositand

Finish

Cancel

4. At the Server step of the wizard, select the machine that you have added.

Mew Backup Repositary X
— Server
E[;;% Choose repository server, You can select server from the list of managed servers added to the consale,
=
Marne Repository server:
|sr\.-'04.tech.|oca| (Windows-based backup repository) V| | Add New.., |
e = _
Path Caparcity Free | Populate |
Repository ®cy 1994GE 1883 GB
hount Sereer
Rewview
Apply
Summary
< Previous | | Mext = Finish Cancel
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5. At the Repository step of the wizard, specify a path to the folder where backup files will be stored. In
addition to them, auxiliary replica files will be placed in this folder.

Mew Backup Repositary X

Repository
Type in path to the folder where backup files should be stored, and set repositony load control options,

Mame Location
Path to folder:
Server |C:\Backups | Browvse...

—
W Free space: 188.3GB
kount Serser

Load contral

Rewviews Running too many concurrent tasks against the repository may reduce overall performance, and
cause /0 tirmeouts, Control storage device saturation with the following settings:
Lpply Limit maximum concurrent tasks to: |4 =
Summary [ Limit read and write data rate to: [1 = | MB/fs
Click Adwvanced to customize repository settings. Adwvanced...

< Previous Finish Cancel

6. At the Mount Server step of the wizard, keep the default settings.
7. Follow the next steps of the wizard. At the Summary step, click Finish.

8. Open the Backup Infrastructure view and click the Backup Repositories node. The added backup repository
must be available in the working area.

Reference

For details on the backup repository, see the Backup Repository section in the Veeam Backup & Replication User
Guide.
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Step 5. Configuring Object Storage
Repositories

An object storage repository is a repository intended for long-term datastorage. It can be based on either a
cloud solution or an S3 compatible storage solution. Configuring an object storage repositories is an optional

step.

Veeam Backup & Replication supports the following types of object storage repositories:

S3 compatible

Amazon S3, Amazon S3 Glacier and Amazon Snowball Edge
Google Cloud

IBM Cloud

Microsoft Azure Blob, Azure Archive Storage and Azure Data Box

In this section, you will learn how to configure Amazon S3 storage system as a backup repository.

Before You Begin

Before you add an object storage repository, check limitations. To learn about limitations for different storage
repositories, see Considerations and Limitations in the Veeam Backup & Replication User Guide.
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Configuring Object Storage Repository

To add an object storage repository to the Veeam Backup & Replication infrastructure, do the following:

1. Open the Backup Infrastructure view. In the inventory pane, right-click the Backup Repositories node and
select Add Backup Repository. Inthe Add Backup Repository dialog, select Object Storage.

Add Backup Repository x

Select the type of backup repository you want to add,

Direct attached storage

Microsoft Windows ar Linux server with internal or direct attached storage, This configuration enables data
rrowers to run directly on the server, allowing for fastest performance,

Network attached storage

=ade—  Metwork share on a file server or a NAS device, When backing up to a remote share, we recommend that you
select a gatewway server located in the sarme site with the share,

=2 Deduplicating storage appliance

| J | Dell Data Dormain, ExaGrid, Fujitsu ETERNUSE C3800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DX, If you
are unable to meet the requirernents of advanced integration via native appliance AP, use the netwark attached
storage option instead.

N Object storage
L] On-prem object storage system or a cloud object storage provider,

Cancel
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2. Inthe Object Storagedialog, select Amazon S3.

@ Object Storage

Select the type of object storage you weant to use as a backup repositony.

iC 53 Compatible
@ Adds an on-prermises object storage systern or a cloud object storage provider,

aws  Amazon 53

Adds &mazon cloud object storage, Amazon 53, Amazon 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supported.

3 Google Cloud Storage
Adds Google Cloud storage, Both Standard and Mearline storage classes are supported.

|/..\| IBM Cloud Object Storage

"'!.-/ Adds [BM Cloud object storage, 53 compatible versions of both on-premises and IBM Cloud storage offerings are
supported.

I_s Microsoft Azure Storage

Adds Microsoft Szure cloud object storage, Microsoft Szure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported,

Wasabi Cloud Storage
Adds Wasabi cloud object storage.

Cancel

3. At the Name step of the wizard, specify the name and description for the object storage repository.

Mew Object Storage Repository X
MName
E Type in a name and description for this object storage repositon,
Name Marne:
Object storage repository
Account
Description:
Bucket Amazon 53 repository

Mount Server

Rewviewr

Apply

Summary

Lirit concurrent tasks to: |2 =

Use this setting to limit the maximum number of tasks that can be processed concurrently in cases
when your ohject storage is overloaded or cannot keep up with the number of AP requests issued by
raultiple object storage offload tasks.

4. At the Account step of the wizard, specify the connection settings:

a. From the Credentials drop-down list, select user credentials to access your object storage. If you
already have a credentials record that was configured in advance, select such a record from the drop -
down list. Otherwise, click Add and provide your access and secret keys. For more information, see
Cloud Credentials Manager in the Veeam Backup & Replication User Guide.
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b. In the AWS region drop-down list, select a region type.

If your organization has NAT or different types of firewalls and your access to the internet is limited, you
may want to use a gateway server. To do so, click Choose, selectthe Through a gateway server check box
and choose a server from the list.

Mewr Object Storage Repositony X

Account
Specify 203 account to use for connecting to Armazon 33 storage bucket,

Marre Credentials:

_ | A, H0O0O000DNOO0O00DNNGO000NNGO000NN00N (Amazan 53 storage, last edited: V| | Add...
Manage cloud accounts
Bucket A4S region:
Global ~

tount Server
Rewiguy
Apply

Sumrnany

Connection mode:

Direct Choose.., |

Specify whether object storage should be accessed directly or via selected gatewsay servers,

< Previous Finish | Cancel

5. At the Bucket step of the wizard, specify how your data will be stored.

a. From the Data center drop-down list, select a region.

b. From the Bucketdrop-down list, select a bucket. Make sure that the bucket you want to use to store
your backup data was created in advance.

c. Inthe Folder field, select a cloud folder to which you want to map your object storage repository. To
do it, click Browse and either select an existing folder or create a new one by clicking New Folder.
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d. To define a soft limit for your object storage consumption that can be exceeded temporarily, select
the Limit object storage consumption to check box and provide the value in TB or PB.

ewr Object Storage Repositony X

Bucket
E Specify Armazon 53 bucketto use,

Data center:

Mame

EU {Paris) ~
Account

Bucket:
taunt Server Folder:

|tu1r | Browse..,
Rewiewn

Limit object storage consumptionto: 10 % |TE v
Apply This is a soft lirit to help contral your object storage spend. If the specified limit is exceeded,

already running backup offload tasks will be allowed to complete, but no new tasks will be started.

Sumrnary

[ Make recent backups immutable for: |20 2| days
Protects backups from modification or deletion by ransormare, malicious insiders and hackers, GFS
backups are made immutable for the entire duration of their retention paolicy.

[] Use infrequent access storage class {may result in higher costs)

With lower price per GB but higher retrieval and early deletion fees, this storage class is best suited
for long-term storage of GFS full backups, &void using it for short-term storage of recent backups,

Store backups in a single availability zone {even lower price per GB, reduced resilience)

< Previous Finish Cancel

6. Follow the next steps of the wizard and leave the default settings. At the Summary step of the wizard,
review the settings and click Finish.

7. Open the Backup Infrastructure view and click the Backup Repositories node. The added object storage
repository must be availablein the working area.

Reference

For details on adding object storage repositories, see the Adding Object Storage Repositories section in the
Veeam Backup & Replication User Guide.
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Step 6. Configuring Scale-Out Backup
Repositories

A scale-out backup repository is a repository system for multi-tier storage of data, where the capacities of all
the added storage devices and systems are summarized. A scale-out backup repository consists of one or more
backup repositories called performance extents, and can be expanded with an object repository called capacity
extent.

Configuring a scale-out backup repository is an optional step. For more information on scale-out backup
repositories, see the Scale-Out Backup Repository section in the Veeam Backup & Replication User Guide.

Before You Begin

Before you add a scale-out backup repository to the backup infrastructure, check the following prerequisites:

e Backup repositories that you plan to add as performance extents to the scale-out backup repository must
be added to the backup infrastructure. For more information, see Configuring Backup Repository.

e If you wish to use the capacity tier option of the scale-out backup repository, an object storage repository
that you plan to add as a capacity extent to the scale-out backup repository must be added to the backup
infrastructure. For more information, see Configuring Object Storage Repository.

e Check limitations for scale-out backup repositories. For more information, see Limitations for Scale-Out
Backup Repositories in the Veeam Backup & Replication User Guide.

Configuring Scale-Out Backup Repository

To add a scale-out backup repository to the Veeam Backup & Replication infrastructure, do the following:

1. In the inventory pane, right-click Scale-out Repositories and select Add Scale-out Backup Repository.

Veeam Backup and Replication

Scale-out Repository

= -

= iE)

Add Scale-out Edit Scale-out Remove Set Access Rescan Veeam Al
Repository  Repository Repository  Permissions | Repositor
Manage Scale-out Repository Manage Settings.  Toals Online Assistant

Backup Infrastructure Q) Type in on obysct name to search for

H Backup Proxies Marne T Type Host Path Capacity Free

= Backup Repositories

5, Bxternal Repositories

=

51 Scale-out Repositories —

o AN Acrelonetons E, e R e ———

Pl i
£ Service Providers

> SureBackup
> (Z Managed Servers

@ Home
E'I
@:\ Inventary

(?E'g Backup Infrastructure

(S @ il D 2
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2. At the Name step of the wizard, specify a name and an optional description for the scale-out backup
repository.

Tlewr Scale-out Backup Repository

- MName
E;__j Type in a name and description for this scale-out backup repositony.

|Sca|e-0ut Backup Repositany

Performance Tier

Description:
Placernent Policy Extensive Backup Repositond
Capacity Tier
Summary

< Previous Finish | Cancel |

3. At the Performance Tier step of the wizard, specify which backup repositories you want to add as
performance extents, and configure options for the scale-out backup repository. To do it, on the right side
of the Extents list, click Add. Inthe Extents window, select check boxes next to backup repositories that
you want to add as performance extents. Then click OK.

Flewr Scale-out Backup Repository

—, Performance Tier

EE::;_j Select backup repaositories to use as the landing zone and for the short-term retention,
tﬁ_ﬂ Extents X
Mame Select backup repositories to include in this scale-out backup
repositany. Add...

_ Backup repositories:
Placernent Policy Marme Type Add.. !

E-Backup Wolume 01 Windowes il
Capacity Tier Select Al |

DE- Default Backup Repos.. Windows

Surnmany Clear All |

Remowve

| oK | | Cancel |
¢ Advanced

i < Previous || TMext = | Finish | Cancel |
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4. At the Placement Policy step of the wizard, select Performance tostore full and incremental backup files
at different performance extents of the scale-out backup repository.

Tlewr Scale-out Backup Repository X

Placement Policy

Choose a backup files placement paolicy for this performance tier, When rmore than one extent rmatches the placement policy,
backup job will choose the extent with the most free disk space available,

Mame () Data locality
) All dependent backup files are placed on the same extent, For example, incrermental backup files will
Performance Tier be stored together with the corresponding full backup file. Howewver, the nesxt full backup file can be

created on another extent (except extents backed by a deduplicating storage).
Placerment Palicy
(® Performance

Capacity Tier Incrernental backup files are placed on a different extent from the corresponding full backup file,
providing for better backup file transformation perforrmance with raw storage dewvices, Mote that
Surnmary losing an extentwith a full backup makes restoring from increments impaossible,
Specify the placement policy for full and incremental backup files, Custormize..,

[] Strict placement policy enforcement

By default, whenever we are unable to place a new backup according to the palicy, we will violate it
to ensure a backup could still be created, Select this option if you'd rather have backup jobs fail in
such circumstances instead,

< Previous Cancel

5. At the Capacity Tier step of the wizard, select an object storage repository that you want to add as a
capacity extent and specify when to move or copy data. This is an optional step.

To configure the capacity tier, do the following:
a. Select the Extend scale-out backup repository capacity with object storage check box.
b. From the drop-down list, select an object storage repository to which you want to offload your data.
c. Click Window and specify when it is allowed or prohibited to move or copy data to object storage.

d. Select the Copy backups to object storage as soon as they are created check box to copy new backups
as soon as they are created.

e. Select the Move backups to object storage as they age out of the operational restores window check
box to move inactive backup chains to the capacity extent.
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f. To offload data encrypted, select the Encrypt data uploaded to object storage check box and provide
a strong password. If you have not created the password beforehand, click Add or use the Manage
passwords link to specify a new password.

Mew Scale-out Backup Repository X

Capacity Tier
Specify object storage to copy backups to for redundancy and DR purposes, Older backups can be mowved to object storage
completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Marne Extend scale-out backup repositony capacity with object storage:
Perfarmance Tier |Amazon 53 Cheoga,,
Placement Policy Define tirme windows when uploading to capacity tier is allowed Window..,
ez Ty Copy backups to object storage as soon as they are created

Create additional copy of ywour backups for added redundancy by having all backups copied to
Archive Tier the capacity tier as soon as they are created on the performance tier,

Move backups to object storage as they age out of the aperational restore window
Summary Reduce your long-terrn retention costs by rmoving older backups to object starage cornpletely
wihile preserving the ability to restore directly frorm offloaded backups,

Mowe backup files older than (14 -2 days (your operational restore window) Owerride.,

Encrypt data uploaded to object storage
Password:

Adrninistrator (Last edited: less than a day aga) ~ Add..

Manage passwords

< Previous Apply Cancel

6. Follow the next steps of the wizard. At the last step of the wizard, click Finish to add the repository.

7. Open the Backup Infrastructure view and click the Scale-Out Repositories node. The added scale-out
backup repository must be availablein the working area.

Reference

For details on adding scale-out backup repositories, see the Adding Scale-Out Backup Repositories section in the
Veeam Backup & Replication User Guide.
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VM Backup

When you perform a backup, Veeam Backup & Replication retrieves VM data from the source storage,
compresses and deduplicates it. After that, Veeam Backup & Replication writes datato the backup repository in
Veeam proprietary format.

In Veeam Backup & Replication, backup is a job-driven process. To perform the backup, you need to configure a
backup job. For details, see Creating Backup Job.

During runs of backup jobs, Veeam Backup & Replication creates backup chains. The chain consists of the
following backup files:

e  Full backup file (.VBK) that contains a copy of the entire VM.

e Incremental backup file (.VIB or .VRB) that contains only those data blocks that have changed since the
last backup job session.

e Metadata file (.VBM) that contains information on the backup job, VMs in the backup, number and
structure of backup files, restore points and so on.

The amount of these files and how Veeam Backup & Replication places them depend on the chosen backup
method. For details, see Backup Methods.

After you performed backups, you can use them to restore the following instances: entire VM, VM files or VM
disks, guest OS files and application items. For details on restore, see Data Restore.

Reference

For details, see the About Backup section in the Veeam Backup & Replication User Guide.
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Backup Methods

Veeam Backup & Replication provides three methods for creating backup chains:
e Forever forward incremental backup
e Forward incremental backup

e Reverse incremental backup

Forever Forward Incremental Backup Method

The forever forward incremental backup method produces a backup chain that consists of the first full backup
file (.VBK) and a set of forward incremental backup files (.VIB) following it.

During the first session of a backup job, Veeam Backup & Replication creates a full backup file on the backup
repository. During subsequent backup job sessions, Veeam Backup & Replication copies only VM data blocks
that have changed since the last backup job session and saves these blocks asan incremental backup file in the
backup chain.

After adding a new restore point to the backup chain, Veeam Backup & Replication checks the retention policy
for the job and deletes outdated restore points. For details, see Forever Forward Incremental Backup Retention
Policy in the Veeam Backup & Replication User Guide.

Full bockup

Incremental bockups

Sun Man Tue Wed Thu Fri Sat

Forward Incremental Backup Method

The forward incremental backup method produces a backup chain that consists of the first full backup file
(.VBK) and a set of forward incremental backup files (.VIB) following it.

Additionally, the forward incremental backup chain contains full backup files that “split" the backup chain into
shorter series. The subsequent full backup files can be the following:

e Active

The active full backup contains the copy of a VM. This backup is similar to the full backup created when
you run a job for the first time. Veeam Backup & Replication retrieves data for the whole VM from the
source, compresses and deduplicates it and stores it to the active full backup file.

e Synthetic

The synthetic full backup also contains the copy of a VM. However, this copy is created from the backup
files that you already have on the backup repository. Veeam Backup & Replication does not retrieve VM
data from the source datastore.
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During the first backup job session, Veeam Backup & Replication creates a full backup file. During subsequent
backup job sessions, Veeam Backup & Replication copies only VM data blocks that have changed since the last
backup job session and saves these blocks as an incremental backup file in the backup chain. On a day when the
synthetic or active full backup is scheduled, Veeam Backup & Replication creates a full backup file and addsit to
the backup chain.

After adding a new restore point to the backup chain, Veeam Backup & Replication checks the retention policy
and deletes outdated restore points. For details, see Forward Incremental Backup Retention Policy in the Veeam
Backup & Replication User Guide.

Active/Synthetic
Full backup full backup

Incremental backups
Sun Man Tue Wed Thu Fri Sat

Reverse Incremental Backup Method

The reverse incremental backup method produces a backup chain that consists of the last full backup file (.VBK)
and a set of reverse incremental backup files (.VRB) preceding it.

During the first backup job session, Veeam Backup & Replication creates a full backup file on the backup
repository. During subsequent backup job sessions, Veeam Backup & Replication copies only VM data blocks
that have changed since the last backup job session. Veeam Backup & Replication "injects” copied data blocks
into the full backup file to rebuild it to the most recent state of the VM. Additionally, Veeam Backup &
Replication saves the changed block in the reverse incremental backup file and places this file before the full
backup file.

After adding a new restore point to the backup chain, Veeam Backup & Rep lication checks the retention policy
and deletes outdated restore points. For details, see Reverse Incremental Backup Retention Policy in the Veeam
Backup & Replication User Guide.

Full backup

Reverse incremental backups

.\rrb
Sun Tue Wed Thu Fri Sat

Man

Reference

For details, see the following section in the Veeam Backup & Replication User Guide:
e Retention Policy
e Active Full Backup
e Synthetic Full Backup

e Backup Methods
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Creating Backup Job

Before You Begin

Make sure that all backup infrastructure components that take partin the backup process are added to the
backup infrastructure. These components include ESXi hosts on which VMs are registered, VMware backup
proxy and backup repository.

Creating Backup Job

To backup VMs, do the following:

1. In the inventory pane of the Home view, right-click Jobsand select Backup > Virtual Machine > VMware
vSphere tolaunch the New Backup Job wizard.

Veeam Backup and Replication

w = M=
LI = Uy AR ALY @
= 95 == = B &5 = v =
Backup Replication CDP  Tape Backup Copy SureBackup Restore Failover Import Export Security & Veearn &1
Job+  Job+ Policyr Jobv Copy lob+  Job +  Plan~  Backup Backup Compliance
Primary Jobs Secondary Jobs Restare Actions Online Assistant
Horne Q Type in an object name to search for Al jobs
4 T Jobs \_* Backu| v [[ 2, Virtual mach [
Tl =1 P [ virtual machine v i Ve vsphere..
i= u
;%caDEP P 33 Replication v [ Windows camputer.. % YMuware Claud Director.
5 %fackups ©0  COP palicy v A Linuxcomputer..
> B Replicas B4 Backupcopy.  » | Mae camputer..
b [ Last 24 Hours [ VM copy.. [k Uniccomputer...
[ File copy.. Application 3
File share...
& Add view.. i

@& Home
EE_\ Inwentary
(T Backup Infrastructure

i‘f§=, Storage Infrastructure

G 2
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2. At the Name step of the wizard, specify a name and description for the backup job.

Mew Backup Job X

Name
- m Type in a name and description for this backup job.

_ Name:

| DB Backup
Virtual Machines

Description:
Storage Daily backup job
Guest Processing
Schedule
Summary

[] High priority

Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements.

< Previous Mext = Finish

3. At the Virtual Machines step of the wizard, click Add. Fromthe list, select VMs that you want to back up.

You can also back up VM containers: folders, resource pools, clusters, vApps, datastores and so on. If you

add a new VM to the container after the backup job is created, Veeam Backup & Replication automatically
updates the job to include the new VM.

Flewe Backup lob Add Objects x 8

Virtual Machines =
. Select objects: | EmsE €% | )
- Select virtual mach _ ion that automatically
m changes asyou ad| | 4 CE! Hosts and Clusters o
- Eﬁ veenterD1.tech.local
v 4 E|§| Pragus
ame 3 E prgtwesx01.techlocal | Add ]
b O Backup Remove
Storage O Enterprise
O Management Group E
Guest Processing b (9 Sandbox clusions...
O Servers
Schedule 4 (¥ ServiceVM + U
{5y deot
Summary # Down
Recalculate
v
N ’ Total size:
. . . 0B
|*V Type in an ohject name to search for Q|

B[R

4. At the Storagestep of the wizard, do the following:

a. From the Backup repository list, select the backup repository that you configured in the Configure
Backup Repository section.
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b. In the Retention policy field, define the number of restore points to keep.

When the number of restore points exceeds the allowed value, Veeam Backup & Replication
automatically removes the earliest restore point from the backup chain. For more information, see

Retention Policy in the Veeam Backup & Replication User Guide.

MNew Backup Job

Storage
- Specify processing proxy server to be used for scurce data retrieval, backup repository to store the backup files produced by
m this job and custemize advanced job settings if required.

Name Backup proxy:

|Aut0matic selection | | Choose... |

Virtual Machines
Backup repositary:

_ | Backup Volume 01 {Onsite backup repositary) - |

Guest Processing = 187 GB free of 199 GB Map backup
Retention policy:| 14 c | | restare points v | ﬂ
Schedule
[[] Keep certain full backups longer for archival purposes Configure...
Summary -

(ES retantinn r w12 not confioures
5FS retention policy is not configured

[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block Advanced ]
size, notification settings, automated post-job activity and other settings.

| < Previous || Mext = | Finish L Cancel

c. Click the Advanced button and, in the Backup tab, specify the backup method or leave the default
settings. For details, see Backup Methods.

Advanced Settings X
Mew Backup Job : — : - *
Backup | Maintenance | Storage | Notifications I wSphere | Integration | Scripts |
St
5 ora.ge Backup mode il duced b
ecify pr bp files produced by
= m tl':}isjohl(:tzn O Reverse incremental (slower) P P !
Incraments are injected into the full backup file, so that the latest backup
file is always a full backup of the most recent VM state,
Mame @® Incremental (recommended)

Increments are saved inte new files dependent on previous files in the Choose..

chain, Best for backup targets with poor random /0 performance.
Create synthetic full backups pericdically an:

_ Saturday Configure... v

Active full backup Map backup
[] Create active full backups periodically on:

Virtual Machines

Guest Processing

Schedule Saturday C .
Configure...
Summary
recommend to make
off-site.
| Cancel |
Save As Default OK | | Cancel |
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5.

6.

7.

8.

At the Guest Processing step of the wizard, leave the default settings.

The settings of this step are detailed in the Creating Application-Aware Backup Job section.

At the Schedule step of the wizard, do the following:

a. Select the Run the job automatically check box. If you do not select this check box, you will have to

launch the job manually. For details, see Start Backup Job Manually.

b. Select the schedule type: daily, monthly or periodically.
c. Make sure the Retry failed VM processing check box is selected.

d. Click Apply.

Mew Backup lob

Schedule
- m Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.

Name Run the job automatically
(® Daily at this time: 10:00 P T || Everyday v Days..

Virtual Machinas

(O Monthly at this time: 0 PA Months..
Storage
2 (O Periodically every: Schedule...

Guest Processing

Retry failed items processing: times

Summary
Wiait before each retry atternpt for: minutes

Backup window

[] Terminate the job outside of the allowed backup window Window..

Long running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours,

| = Previous | Apply Finish Cancel

At the Summary step of the wizard, select the Run the job when I click Finish check box and click the

Finish button.

In the inventory pane of the Home view, expand the Last 24 Hours node to see the created job.

Reference

For more information on backup creation, see Creating Backup Jobs in the Veeam Backup & Replication User

Guide.
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Monitoring Job Performancein Real Time

When the job is running, you can view job statistics in real time. Statistics include job progress, duration,

processing rate, performance bottlenecks, the amount of read and transferred data, and other details of the job
performance.

To view the job statistics, do the following:
1. In the inventory pane of the Home view, select the Jobs node.
2. In the working area, right-click a running job and click Statistics.

3. In the opened window, select a VM to view its statistics.

E’j;;:. LB Backup (Incremental)

Job progress: 3% 0of 2 Whis
|

SUMRARY DATA, STATUS

Duration: 55 Processed: 173 GB {32%) Success: 0
Processing rate: 32 MBS Read: 31 GB Warnings: a
Bottleneck: Source Transferred: 2.9GB (1.8 Errors: 0

THROUGHPUT (LAST 5 MIN)

Speed: 29.5 MB/s

Read speed: 34 ME/s

Transfer speed: 13 MBS

Time: Wednesday, February 20, 2019 T:26:45 AWM
Click ta switch to alltime wigw

Marre Status Actian Duration
D'T'j dbil B3% Wh size: 150.0 GB (20.8 GB used)
D'T‘j 01 % Getting Wi info from wiphere oz:08 | |
Creating WM snapshot x5z
Saving [es0-das1] crm_db_restored/crm_db_restoredasrnx 00:00
Sawing [es<0-das1] crm_db_restored/crm_db_restoredsrrod 00:00
Sawving [es<0-das1] crm_db_restoredScrm_db_restored.mararm 00:00

Using backup prowy Wiiare Backup Prowye for disk Hard disk 2 [nbd] 000
Using backup prowy Whiare Backup Prowy for disk Hard disk 1 [nbd] 000

Hard dizk 1 (60,0 GB) 4.9 GB read at 29 MB/fs [CBT] 03:06

Hard disk 2 (60,0 GB) 82,0 MB read at 49 MB#s [CBT] 0308

Using backup proxy Wivhaare Backup Proxye for disk Hard disk 3 [nbd] Q00

Hard disk 3 (30,0 GBY 207.0 MB read at 37 bESs [CET] 0018 ™
Hide Details 0K

Note that the job must complete with the Success or Warning status. If the job completes with the Failed status,
Veeam Backup & Replication does not create the backup file is not able to perform restore operations.

You can configure email notifications to get job results. For details, see Configuring Global Email Notification
Settings in the Veeam Backup & Replication User Guide.
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Start Backup Job Manually

If you do not schedule a backup job, you must start it manually. To start the job, do the following:

1. Open the Home view.
2. Inthe inventory pane, select the Jobsnode.

3. Inthe working area, right-click the job and select Start. Wait for the job to complete. Note that the job
must complete with the Success or Warning status.

Veeam Backup and Replication

> B 8 X =

Start Stop Retry Active | Statistics Report | Edit Clone Disable Delete

Full
Job Control Details Manage Job Online Assistant

Home Q Type in an sbject name to search for
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4 T lobs Mame
By {6} Daily Backup Job p son Default Backup Repositary
g cop

> = Backups Stop
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50 | Veeam Backup & Replication | Quick Start Guide for VMware vSphere |123.2.3617



Locating Backup Files

When a backup job finishes, Veeam Backup & Replication saves backup files in the backup repository that you
specified asa backup target.

To locate backup files using the Veeam Backup & Replication console, do the following:
1. Open the Filesview.
2. Inthe inventory pane, expand the backup repository file tree and open the Backup folder.

3. Inthe Backup folder, find the subfolder with the backup job name and open it. It must contain a .VBK and
.VBM files. If the job was run several times, the subfolder also contains .VIB or .VRB files.

Veeam Backup and Replication

T [ X 3 L

Copy Paste  Rename Delete Open Edit | Addto File Veearn A
CopyJob ~
Clipboard File Edit Jobs Online Assistant
Files
Mame T Type Size
4 [B= Microsoft Windows w5 winsrv29:m-259302023-11-20T062000_152C. vbk whk 14 GB
4§l backupsrS3techlocal winsni29 C337Evbm vhm 103 KB
4 =0
> $Recycle Bin
> 0c1ac55568a4239dbdc 120
4 Backup
Cloud Director daily ba
Daily backup
New folder
VeeamConfigBackup

Documents and Settings
PeriLogs
Pragram Files

Program Files (<86)

Recavery

>
>

>

>

> ProgramData
>

> System Yolume Informatis
>

>

Users
VBRCatalog v
< >
@ Home
E'-
@:! Inventary

(33 Beckup Infrastructure
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Creating Application-Aware Backup Job

Application-aware processing allows you to create transactionally consistent backups. These backups allow you
to further restore application items: emails for mail agents, tables for DB servers, accounts for domain
controllers.

Veeam Backup & Replication can create transactionally consistent backups of VMs that run the following
applications:

e Microsoft Exchange
e Active Directory

e SharePoint

e SQL Server

e Oracle Database

In this section, you will learn how to create the application-aware backup job for a Microsoft SQL Server.

IMPORTANT!

Application-aware processing is supported only for the applications listed above and VSS-aware
applications. If an application that you want to back up is not supported, you can use VMware Tools
quiescence with pre-freeze and post-thaw scripts. For more information, see VMware Tools Quiescence
and Pre-Freeze and Post-Thaw Scripts in the Veeam Backup & Replication User Guide.

Before You Begin

Make sure that the version of your Microsoft SQL Server is supported. For details, see the System Requirements
section in the Veeam Backup & Replication User Guide.

Creating Application-Aware Backup

To create the application-aware backup job for the Microsoft SQL Server, do the following:

1. In the inventory pane of the Home view, right-click Jobsand select Backup > Virtual Machine > VMware
vSphere tolaunch the New Backup Job wizard.

2. At the Name step of the wizard, specify a name and description for the backup job.

3. At the Virtual Machines step of the wizard, select the VM.
4. At the Storagestep of the wizard, select a backup repository or keep the default settings.
5. At the Guest Processing step of the wizard, do the following:

a. Select the Enable application-aware processing check box.

b. Select the Enable guest file system indexing check box.

VM guest OS file indexing allows you to search for VM guest OS files inside VM backups and perform
1-click restore in Veeam Backup Enterprise Manager. For details, see VM Guest OS File Indexing in the
Veeam Backup & Replication User Guide.
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c. Inthe Guest OS credentials section, specify credentials of a user account to connect to the VM guest
OS. The user account must have Administrator permissions on the Microsoft SQL Server.

d. Click the Applications button at the top of the window.

Mew Backup lob

Guest Processing
- m Choose guest 05 processing options available for running YMs.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the OS to perform required application restore steps upon first boot.

Virtual Machines
Customize application handling options for individual machines and applications | Applications...

Storage

Mame

Enable guest file system indexing

_ Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files,
Indexing is opticnal, and is not required to perform instant file level recoveries.

Schedul Customize advanced guest file systern indexing options for individual rmachines Indexing...
chedule

Guest interaction proxy:
Summary

| Automatic selection | Choose...

Guest OS5 credentials:

| 4, Administrator (Administrator, last edited: less than a day ago) ~ | Add...
Manage accounts
Customize guest O3 credentials for individual machines and operating systermns Credentials...
Werify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext = Finish Cancel

6. In the opened window, select the Microsoft SQL Server from the list and click Edit.
7. In the Processing Settings windows, do the following:

a. In the VSS Settings section of the General tab, check that the Process transaction logs with this job
option is selected.
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b. On the SQL tab, select Backup logs periodically option.

Veeam Backup & Replication will create an auxiliary job that runs continuously and ships database
transaction logs. Transaction logs are shipped to the backup repository and savedin .VLB files next to
other backup job files. Thus, you have a chain of restore points and a set of transaction logs that cover
intervals between these restore points.

Processing Settings x
Mew Backup Jab X
General | SCQL | Oracle | PostgreSQL | Exclusions | Scripts
=| ! Guest
- Choose Choose how this job should process Microseft SQL Server transaction logs:
Eppli (O Truncate logs (prevents logs from growing farever) X
(O Do not truncate logs (requires simple recovery madel)
Mame Spec (® Backup logs periodically (backed up logs will be truncated)
Obi Add tssing, and
vy ~ .
- Backup logs every: rhinutes
Wirtual May o
o L Edit... lications...
Retain log backups:
Storage @ Until the corresponding image-level backup is deleted Rarm e
- (O Keep anly last days of log backups ialiles
Log shipping servers: ;
Schedule P Pexmg'"
Autamatic selection Choose...
Summary }1
OOSE..
|Add...
}:lentials...
Cancel Fst Naw
Cancel
OK Cancel

8. At the Schedule step of the wizard, define scheduling settings for the job.

9. At the Summary step of the wizard, select the Run the job when I click Finish check box and click the
Finish button.

10. In the inventory pane of the Home view, expand the Last 24 Hours node to see the created jobs. You must
see two jobs: one that processes the Microsoft SQL Server and the other one that ships transaction logs.
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Reference

For more information on application-aware backups, see the Application-Aware Processing section in the Veeam
Backup & Replication User Guide.
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Data Recovery

Veeam Backup & Replication allows you to perform the following data recovery operations:
e Restore entire VM
e Restore guest OS files
e Restore VM virtual disks
e Recover VM files
e Recover application items

e Exportdisks
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Restoring Entire VM

If a VM fails, you can restore it from a backup file. You can restore a single VM or multiple VMs to the original or

new location.

In this section, you will learn how to restore a VM to the original location. For more information on how to
restore the VM to another location, see Restoring Entire VM in the Veeam Backup & Replication User Guide.

Before You Begin

Before you restore a VM from a backup, consider the following:

e You can restore the VM from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home view and select the

Backups node. Then, expand the backup job and verify that there is at least one restore point available for
the VM.

When you restore the VM to its original location, and the original VM is still running, Veeam Backup &
Replication powers off the original VM and restores only those disks that are included in the backup. All

other disks remain unchanged.

Restoring Entire VM

To restore an entire VM to its original location, do the following.

1. Open the Home view.

2. Inthe inventory pane, select the Backups > Disk node. Expand the backup job in the working area, right-
click a VM in a backup job and select Restore entire VM to launch the Entire VM Restore wizard.
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3. At the Virtual Machines step of the wizard, select the VM from the list, click the Point button and choose a
restore point.

If you select an incremental restore point, Veeam Backup & Replication automatically restores data blocks
from the full backup file and the chain of incremental backup files.

Entire WM Restore et
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B (_"53 days ago (2218 PM Thursday) Full

% Previous Text > Finish Cancel

4. At the Restore mode step of the wizard, do the following:
a. Select the Restore to the original Llocation option.
b. Select the Quick rollback check box.

Veeam Backup & Replication will get data blocks that are necessary to revert the VM to an earlier
point in time and will restore only these data blocks from the backup. Quick rollback significantly

reduces the restore time.

IMPORTANT

Do not enable the Quick rollback option if the problem occurred at the VM hardware level,
storage level or due to a power loss.
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Entire Whi Restore
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5. At the Secure Restore step of the wizard, enable scanning of the machine or leave the default settings.

If secure restore is enabled, Veeam Backup & Replication uses antivirus software to scan machine data
before restoring the machine to the production environment. For details, see Secure Restore in the Veeam
Backup & Replication User Guide.

Entire WM Restore ot

Secure Restore

Scan the selected backup for malware, such as computer wiruses or ransormaare, prior to performing the restore, This requires a
carmpatible antivirus installed on the mount sercer specified for the corresponding backup repository.

Wirtual Machines [ Scan the restored rmachine for malware prior to performing the recovery
The machine you are about to restore will be scanned by antivirus software installed on the mount
Restare Mode server to prevent a risk of bringing malware into your environment.

Froceed with recovery but disable network adapters
Reason Abort W recowvery

Scan the entire image
Surnmmany

Continue scanning rernaining files after the first malware has been found,

% Previous Finish Cancel

6. At the Reason step of the wizard, specify the reason for restoring the VM.

7. At the Summary step of the wizard, select the Power on VM after restoring check box and click Finish.
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Restoring VM Files

Veeam Backup & Replication can help you restore VM files: VMX, VMXF, NVRAM and VMDK including flat files.
For example, your VM configuration file is missing and you need to restore it. Instead of restoring the entire VM
image, you can restore a single VM file.

You can restore VM files to the latest state or any valid point in time. You can also restore them to the original
or new location.

Before You Begin

Before you restore VM files from a backup, consider the following:

e You can restore VM files a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home view and select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available for
the VM.

e The server on which you plan to save the restored VM files must be added to the backup infrastructure.

Restoring VM Files

To recover VM files, do the following.
1. Open the Home view.

2. Inthe inventory pane, select the Backups > Disk node. Expand a backup job in the working area, right-click
a VM and choose Restore VM files tolaunch the Virtual Machine File Restore wizard.
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3. At the Restore Point step of the wizard, select a restore point.

If you select an incremental restore point, Veeam Backup & Replication automatically restores data blocks
from the full backup file and the chain of incremental backup files.

Wirtual Machine Files Restore X
Restore Point
Select the restore point to restore WhA from,
Wirtual Machine Wi narne: winsry20 Original host:

| e e SO

Suailable restare points:

Destination

Created Type
Reason (}Tlessthan a day ago (2:36 PM Friday) Full

@1 day ago (218 PM Thursday ) Full
Surmrmary

< Previous Finish Cancel

4. At the Destination step of the wizard, do the following:
a. In the Server list, select the server to which you want to restore VM files.

b. In the Pathtofolder field, specify the path to the folder where you want to restore files.

62 | Veeam Backup & Replication | Quick Start Guide for VMware vSphere | 123.2.3617



c. Inthe VM files torestore section, select the required files.

Wirkual Machine Files Restore
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5. At the Reason step of the wizard, specify the reason for restoring files.

6. At the Summary step of the wizard, click Finish torestore the VM files.

Reference

For more information on restoring VM files, see VM Files Restore in the Veeam Backup & Replication User Guide.
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Restoring VM Virtual Disks

Veeam Backup & Replication allows you to recover individual virtual disks of a VM. Recovered virtual disks can
be attached to the original VM or to any other VM. This recovery option can be helpful if a VM virtual disk

becomes corrupted.

You can restore VM virtual disk to the latest state or any valid restore point. You can preserve the format of a

recovered virtual disk or convert it to the thin or thick provisioned disk format.

Before You Begin

Before you restore VM virtual disks from a backup, consider the following:

e You can restore virtual disks from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home view and select the

Backups node. Then, expand the backup job and verify that there is at least one restore point available for

the VM.

e During the virtual disk restore, Veeam Backup & Replication turns off the target VM (the VM to which you

plan to attach the restored virtual disk) to reconfigure its settings and connect restored disks. It is

recommended that you stop all activities on the target VM for the restore period.

Restoring Virtual Disks

To restore a VM virtual disk and attach it to another VM as a new drive, do the following:

1. Open the Home view.

2. Inthe inventory pane, select the Backups > Disk node. Expand the backup job in the working area, right-

click a VM and select Restore virtual disks tolaunch the Virtual Disk Restore wizard.
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3. At the Restore Point step of the wizard, select a restore point.

If you select an incremental restore point, Veeam Backup & Replication automatically restores data blocks
from the full backup file and the chain of incremental backup files.
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Select the desired restore point.
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4. At the Disk Mapping step of the wizard, do the following:

a. Click Browse and select the VM to which the restored hard disk must be attached.
b. Select the virtual hard disk that you want to restore.

c. To change the disk format, select the required option from the Restored disk type list: same as the
original disk, thin or thick (lazy or eager zeroed).
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d. Select the VM disk in the list and click Change. From the Virtual device node list, select a node that is
not occupied yet. Click OK.
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5. At the Secure Restore step of the wizard, enable scanning of the machine or leave the default setting.

If secure restore is enabled, Veeam Backup & Replication uses antivirus software to scan machine data
before restoring the machine to the production environment. For details, see Secure Restore in the Veeam
Backup & Replication User Guide.

6. At the Reason step of the wizard, specify the reason for restoring.

7. At the last step of the wizard, select the Power on VM after restoring check box and click Finish.

Reference

For more information on restoring virtual disks, see Virtual Disks Restore in the Veeam Backup & Replication
User Guide.
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Restoring Guest OS Files

Veeam Backup & Replication allows you to recover individual guest OS files and folders. You can restore files
and folders directly from a backup. This makes the restore process fast and does not require additional storage
resources.

Veeam Backup & Replication supports recovering files for the following file systems:
e Microsoft Windows file systems (FAT, NTFS and ReFS)
e File systems of Linux-based OSes

e Other file systems

In this guide, we omit restoring files from other file systems. This is an advanced scenario that requires
additional actions. For details, see the Restore from Other File Systems section in the Veeam Backup &

Replication User Guide.
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Restoring from Microsoft Windows File Systems
(FAT, NTFS or ReFS)

You can restore individual files from the backup of a Microsoft Windows VM. For this purpose, Veeam Backup &
Replication provides the File-Level Restore wizard.

Before You Begin

Consider the following:

e You can restore guest OS files from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home viewand select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available for
the VM.

e You cannot restore files from a backup created in the reverse incremental mode if the backup job is being
performed. If the backup is created in the incremental backup mode and the backup job is being
performed, you can restore files from any available restore point.

e You cannot restore VM guest OS files from a running replica or if the replication job with the necessary VM
is being performed.

Restoring Guest OS Files

To restore guest OS files from a Microsoft Windows VM:
1. Open the Home view.

2. Inthe inventory pane, select the Backups > Disk node. Expand a backup job in the working area, right-click
a VM and choose Restore guest files > Microsoft Windows to launch the File Level Restore wizard.
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3. At the Restore Point step of the wizard, select the necessary restore point.

File Lewel Restare *

Restore Point
Select the restare point to restore gquest 05 files from.
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WA size: 25.8 GB
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% Previous Browwse Cancel

4. At the Reason step of the wizard, specify the reason for restoring VM guest OS files.

5. At the last step of the wizard, click Finish.
6. Veeam Backup & Replication will display the Backup Browser window with the file system tree of the VM.
Right-click the necessary file or folder, select Copy To.
7. In the opened window, specify the location to which you want to restore files or folders. This location is a
network shared folder or folder on the backup server.
Reference

For more information on restoring guest OS files, see Restore from FAT, NTFS or ReFS in the Veeam Backup &
Replication User Guide.
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Restoring from Linux, Unix and Other File
Systems

You can restore individual files and folders from file systems of Linux-based OSes. For this purpose, Veeam
Backup & Replication provides the multi-OS File-Level Restore wizard. The multi-OS restore wizard allows you
to restore guest OS files for such OSes as Linux, Unix, BSD, macOS and others.

To restore files from VM guest OS, Veeam Backup & Replication uses a helper appliance. The helper appliance is
a helper VM running a stripped-down Linux kernel that has a minimal set of components. When you perform
file-level restore, Veeam Backup & Replication automatically starts the appliance and mounts VM disks to the
helper appliance as virtual hard drives. Virtual disks are mounted directly from backup files, without prior
extraction of the backup content. This makes the restore process much faster.

Before You Begin

Consider the following:

e Check the supported file systems. For details, see the File-Level Restore section in the Veeam Backup &
Replication User Guide.

e You can restore guest OS files from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home view and select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available for
the VM.

e You cannot restore files from a backup created in the reverse incremental mode if the backup job is being
performed. If the backup is created in the incremental backup mode and the backup job is being
performed, you can restore files from any available restore point.

e You cannot restore files from a VM being currently backed up or replicated.

Restoring Guest OS Files

To restore guest OS files from a Linux-based VM, do the following.

1. Open the Home view.
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2. Inthe inventory pane, select the Backups > Disk node. Expand a backup job in the working area, right-click
a VM and select Restore guest files > Linux and other tolaunch the Guest File Restore wizard.
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3. At the Restore Point step of the wizard, select a restore point.
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4. At the Helper Host leave the default settings.
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5. At the Helper Appliance step of the wizard, click Customize tospecify settings for the helper appliance.
Select the ESXi host, resource pool and network on which the helper appliance will run.

If you are restoring files from the NSS file system, select the Restore from Novell Storage Services (NSS)
file system check box.
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6. At the Reason step of the wizard, specify the reason for restoring.
7. At the last step of the wizard, click Finish. Note that the helper appliance can boot about 20 seconds.

8. Veeam Backup & Replication will display the Backup Browser withthe file system tree of the VM. Right-
click a file or folder, select Copy To.

9. In the Select Destination window, do the following:
a. In the Serverfield, select the server to which you want to restore files.
b. In the Pathtofolder field, specify a destination folder.

10. Click Restore.

Reference

For more information on restoring guest OS files, see Restore from Linux, Unix and Other File Systems in the
Veeam Backup & Replication User Guide.
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Restoring Application Items

If you have an application-aware backup, you can restore application items for Microsoft SQL Server, Microsoft
Active Directory, Microsoft Exchange, Microsoft SharePoint, and Oracle Database. To restore application items,
Veeam Backup & Replication uses special built-in tools — Veeam Explorers.

Veeam Explorers mount the file system of the backed up VM, detect available applications and display their
content in the convenient interface. You can then browse for necessary application items and restore them to
the original or new location. For details, see Veeam Backup Explorers User Guide.

In this section, you will learn how to restore application items for the Microsoft SQL Server. For this purpose,
you will use the backup created in the Creating Application-Aware Backup Job section.

1. In the inventory pane of the Home view, click the Backups node.

2. Inthe working area, expand the backup job that processes the VM with Microsoft SQL Server. Select the
VM and click Restore application items > Microsoft SQL Server databases on the ribbon to open the

Microsoft SQL Server Database Restore wizard.

Veeam Backup and Replication

D BFEA (M M R R D HE2& X -

Instant  Entire Export Publish VM Guest Application = Amazon Microsoft Google =~ Move Copy Export Scan  Delete Yesarn &l
Recovery~ VM Disks Disks Files Files~ ltems~ EC2 Asurelaas CE | Backup Backup Backup Backup from Disk

Restore #. Microsoft Active Directory... Actions
By Microsoft Exchange...
B Microsoft SharePoint...

Online Assistant

Home

Repositary

> Jobs & Microsoft SOL Server... & e
m 4 efault Backup Repositary
n E;=ia"‘“|°s @, Microsoft OneDrive for Busintss..
Disk
= =
b [ Last 24 Hours »| 84 Microsoft Teams... Default Backup Repasitory
% Oracle..
L
L
[ Other (U-AR)...

@& Home
E'I
@:\ Inventary

'i?E'g Backup Infrastructure

[ il G 2

1 backup selected

3. At the Restore Point step of the wizard, select the required restore point.
4. At the Reason step of the wizard, specify the reason for restoring.
5. At the last step of the wizard, click Finish tostart the recovery process.

6. Veeam Backup & Replication will display the Veeam Explorer for Microsoft SQL Server window with
available databases.
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7. In the Databases pane of the window, right-click a database and select Restore point-in-time state to
<Microsoft SQL Server\Instance Name>.

dlsql0l as of less than a day ago ( - Veeam Explorer for Microsoft SOL Serve
Home Database
2 2 P P
4 Ol A
Instant Publish Restore Restore Export  Export  Export
Recovery Database * Database> Schema~¥ Backup~ Files¥ Schemaw
Instant Recovery  Publish Restore Export
LamBases Database Info
4 = disql0.tech.local Mame: db1
Pl E‘ Default Instance Backup created: 2/2/2023 5:52 PM
dbrl Recovery model: Full

Instant recover 3
4 v Read-only: No

7 Publish datahase ¥

Restore database » | 4  Restore latest state to disql0l.tech.local

>

4~ Other§ 4 Restore schema v | #m Restore point-in-time state to disql01.tech.local... I}

oy e g Export backup y | #E Restoreto another server...
(ig Export files 4 Primary database file
4 Export schema 3 C\Program Files\Microsoft SOL Server\MSSQL13.MSSOLSERVER\MSSQL\DATA Db T. mdf

Secondary database and log files
ChProgram Files\Microsoft SQL Server\M55QL13.MSSCQLSERVER\MSSQL\DATAB log.ldf

8. At the Specify restore point step of the wizard:
a. Select the Restore to a specific point in time option.

b. Use the slider to define the exact point in time to which you want to restore the database.
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c. Select the Perform restore to the specific transaction check box and click Next.

Restore Wizard

Specify restore point

Specify point in time you want to restore the database to:
Restore to the point in time of the selected image-level backup

®) Restore to a specific point in time (requires transaction log backups)

410 PM 352 PM
2/2/2023 20272023

Thursday, February 2, 2023 5:35 PM

w*| Perform restore to the specific transaction

Enables you to review major database transactions around the selected time, and restore the
database to the moment in time right before the unwanted change.

Mext Cancel

9. At the Fine-tune the restore point step of the wizard, select the transaction to which you want to restore
the databaseand click Restore.

Veeam Backup & Replication will start restoring the database to the selected transaction. When the
restore process is complete, Veeam Explorer for Microsoft SQL Server will display a popup message with
the results of the restore operation.

Reference

For more information on restoring application items, see Application Items Restore in the Veeam Backup &
Replication User Guide.
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Exporting Disks

Veeam Backup & Replication allows you to export disks, that is, convert disks of different workloads (E C2

instances, Microsoft Azure VMs and so on) in the VMDK, VHD or VHDX formats. You can save the exported disks
to any server added to the backup infrastructure or place disks on a datastore connected to a host.

Before You Begin

Before you export content as virtual disks, consider the following:

e You can export disks from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home viewand select the

Backups node. Then, expand the backup job and verify that there is at least one restore point available for

the VM.

e If you export disks to an ESXi datastore, VMDK format is the only available option.

Exporting Disks

To export disks from backups and convert them into VHD/VHDX format, do the following:

1. Open the Home view.

2. Inthe inventory pane, select the Backups > Disk node. Expand the backup job in the working area, right-

click a VM and select Export content as virtual disks tolaunch the Export Disk wizard.

Veeam Backup and Replication

S B LAEMSEE #f oD H2a X

Instant  Instant Disk Entire Virtual Export Publish VM Guest Application =Amazon Microsoft Google Move Copy Export Scan  Delete

Recovery~ Recovery VM Disks Disks Disks Files Files~ Items~ EC2 Azurelsss CE  Backup Backup Backup Backup from Disk
Restore Restore to Cloud Actions
Home Q) Type in an sbject name to search for
> By Jobs Job MNarme T Repasitory
5 % Erelis b & Daily Backup HV Servers Default Backup Repasitory
& Disk 4 % Daily Backup Job Default Backup Repasitory
b [ Last 24 Hours 'D':jubuntuswzo_rep\i:a
(ECEE F  Instant recovery »
By Instant disk recovery..
= Restore entire ¥M..,
22 Restore virtual disks...
) Restore VM files..,
™ Restore quest files »
% Restore to Amazon EC2...
b Restore to Microsoft Azure..
@ Restore to Google CE...
25 Move backup...
% Copy backup...
“F  Export content as virtual disks...
EZ Publish disks...
=2 Export backup...
Q) scan backup..
Gy Delete from disk

@ Home

EE_\ Inwentary
(T Backup Infrastructure

0 i U 2

Weeam £

Online Assistant

1 backup selected
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3. At the Restore Point step of the wizard, select a restore point.

Expart Disk X

Restore Point
D Select the restare point to export disks fram.

Backup Wha name: winsry 12 Original host: yeenterf1.tech.Jocal

e M O

Auailable restare points:

Disks Created Type
Target G—ﬁ?days ago (305 PR Tuesday) Incrernent
G—ﬁ 7 days ago (130715 PM Monday) Incrernent
secure Restare (5 B days ago (10:26 &M Monday) Increrment
@Sdays agao (10:00 Ph Sunday) Incrernent
e (F 9 days ago (10:00 PM Saturdayd Full
Surnrmary

| % Previous || Text » Finish

4. At the Disks step of the wizard, select which disks you want to export.

Expart Disk x

E‘ Disks .
D Select ane ar mare disks to expart,

Disks:

Disk name Size Select All
winsrel2_2-flatwmdk 130GE Clear Al

Backup

Restare Point
Target

Secure Restore
Reason

Surmrmary

% Previous | | Text » Finish
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5. At the Target step of the wizard, select the destination for disk export and format in which you want to
save the resulting virtual disks:

a. From the Server list, select a server on which the resulting virtual disks must be saved.

b. In the Pathtofolder field, specify a datastore or folder on the server where the virtual disks must be
placed.

c. Inthe Export formatlist, select VHD/VHDX format to save the resulting virtual disk in the Microsoft
Hyper-V VHD/VHDX format.

d. From the Disk Type drop-down list, select a disk type for the exported disks.

Expart Disk *

Target
DD Specify the destination server and folder, and a virtual disk format to export disk content to,

Backup Server:

: backupsrdQtech.local ~
Restare Paint
Path to folder:

Disks |C:\ Browse..,
Target Export format:
) ¥MDK
secure Restore This wirtual disk type iz used by Widware products such as Yivhiare Waork station, or WhAware wSphere,
Maxamum YMDK disk size is 62TB.
Reason Pick prowy to use
() YHD
Sumrmary

This wirtual disk type is used by Microsoft products such as Microsoft Hyper-\ ar Microsoft Azure,
Maximumm YHD disk size is 2TB.

® YHDX

This wirtual disk type is used by more recent versions of Microsoft products such as Microsoft
Hyper-Y, Maxirmuem WYHDX dizk size is 64TB,

Disk type: | Dynamic ~

% Previous Cancel
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6. At the Secure Restore step of the wizard, you can instruct Veeam Backup & Replication to perform secure
restore — scan exported disk data with antivirus software before restoring the disk. For more information
on secure restore, see Secure Restore.

Export Disk X

rl Secure Restore
Scan the selected backup for makware, such as computerwiruses or ransormvvare, prior to performing the restore, This requires a
cormpatible antivirus installed on the mount server specified for the corresponding backup repository.

Backup Scan the restored disk for rnakware prior to performing the recovery

The dizk you are about to restore will be scanned by antivirus software installed on the mount sercer
Restare Point to prevent a risk of bringing malkware into your environment,
Disks If rmabware is found:

() Proceed with recovery
Target ®) Abort disk recovery

Scan the entire image
Continue scanning remaining files after the first maliare has been found,

Secure Restore
Reason

Surnmany

< Previous Cancel

7. At the Reasonstep of the wizard, enter a reason for disk export.

8. At the Summary step of the wizard, review the configured settings and click Finish.

Reference

For more information on exporting disks, see Exporting Disks in the Veeam Backup & Replication User Guide.
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Backup Copy

Backup copy allows you to create several instances of the same backup data in different locations. This is the
mechanism that Veeam Backup & Replication provides to help you follow the the 3-2-1 rule:

e 3: You must have at least three copies of your data: the original production data and two backups.

e 2: You must use at least two different types of media to store copies of your data, for example, local disk
and cloud.

e 1: You must keep at least one backup offsite (for example, in the cloud or in a remote site).

In Veeam Backup & Replication, backup copy is a job-driven process. When the backup copying job starts, Veeam
Backup & Replication accesses backup files on the source backup repository, retrieves data blocks for a specific
machine from the backup file, copies them to the target backup repository, and composes copied blocks into a
backup file on the target backup repository. This backup file has the same format as the primary backup file.

Before You Begin

Before you create a backup copy job, consider the following:

e The source and target backup repositories that take part in the backup copy process must be added to the
backup infrastructure.

e You must have a backup that has been successfully run at least once.

To check whether restore points are created, open the inventory pane of the Home viewand select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available.

Creating Backup Copy Job

To create a backup copy job, do the following:

1. Open the Home view.
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2.

In the inventory pane, right-click Jobsand select Backup Copy tolaunch the New Backup Copy Job wizard.

Veeam Backup and Replication

Home v
v 32 T AR LY @ [Eq
= = = @ = B E = & =
Backup Copy SurcBackup Restore Failover Import Export Security & Veearn Al

Backup Replication CDP

Job~  Jobr Policyr Copy Jobr  Job - Plan-  Backup Backup Compliance
Primary Jobs Secondary Jobs Restore Adtions Online fssistant
Home Q Type in an object name to search for Al jobs
4 5 lobs & Backup N Type Target
42 Backup 32 Replication R Whiware Backup Default Backup Repasitory
> [Z: Backups o CDR policy , Hyper-V Backup Default Backup Repository

b [ Last 24 Hours
B SureBackup.

Y] Backup copy...
[ VM copy...

[ File copy...

& Addview..

@& Home
E'I
@:\ Inventary

(T Backup Infrastructure

[ il G 2
1 job selected

3. At the Job step of the wizard, do the following:

a. Specify a name and description for the backup copy job.
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b. In the Copy modefield, check that the Immediate copy is selected.

In the immediate copy mode, Veeam Backup & Replication copies new data as soon as it appearson
the source repository. For more information, see Backup Copy Modes in the Veeam Backup &
Replication User Guide.

Meww Backup Capy Job x

Job

I_-——II Backup copy job efficiently creates local and remote capies of your backups, making it easy to maintain multiple copies of your
I:I data. Type in a name and description for the job, and specify backup copy interval.

_ Name:

| DB Backup Copy Job

Objects
Description:
Target Daily Backup Copy ok
Data Transfer
Schedule
Summary Copy mode:

®) Immediate copy (mirroring)
Copies every restore point as soon as it appears in the primary backup repository. This mode will
copy all backups created by selected backup jobs, including transaction log backups.

() Periodic co y (pruning)
Periodically capies the latest available restore point only. This mode also allows for selecting
which backups to process, enabling you to further reduce bandwidth usage.

< Previous MNext = Finish Cancel

82| Veeam Backup & Replication | Quick Start Guide for VMware vSphere | 123.2.3617


https://helpcenter.veeam.com/docs/backup/vsphere/backup_copy_modes.html?ver=120

4. At the Objects step of the wizard, click Add and select backup jobs that you want to copy.

Mew Backup Copy lab 4
B‘

Objects

Add chkjects which backups should be mirrored to the target repository, Immediate backup copy job will process image-level
and transaction log backups.

lob Select Jabs >
Add...
- Pl 3"33 Jobs Remove
e @ DB Backup
Data Transfer
Exclusions...
Schedule
Summary
Recalculate
Total size:
0B

|'@'V Type in an object name to search for Q| el

OK || Cancel | .
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5. At the Target step of the wizard, select the backup repository where you want to store the backup copy.
For other settings, keep the default values.

Mew Backup Capy Job *

w Target
Ig Specify the target backup repositary, number of recent restore points to keep, and the retention policy for full backups. You
I:I can use map backup functionality to seed backup files

Job Backup repositony:

|Backup Volume 01 ~
Objects S 113GBfree of 109 GB Map backup
Data Transfer [] Keep certain full backups longer for archival purposes Configure,
Schedule
Summary

Advanced settings include health check and compact schedule, notifications settings,

and automated post-job activity options. vanee

< Previous Finish Cancel

6. At the Data Transfer step of the wizard, keep the default settings.

7. At the Schedulestep of the wizard, define the period of time when the backup copy job is allowed to
transport data over the network.

8. At the last step of the wizard, select the Enable the job when | click Finish check box and click Finish. The
job will start running in the continuous mode.

Reference

For more information on the backup copy, see the Backup Copy section in the Veeam Backup & Replication User
Guide.
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VM Replication

When you replicate a VM, Veeam Backup & Replication creates the exact copy of the VM in the native
VMware vSphere format on a spare ESXi host and keeps this copy synchronized with the original VM.

Replication provides the best recovery time objective (RTO) values. You actually have the copy of a VM in the
ready-to-start state. That is why replication is recommended for VMs running most critical applications.

Replication is a job-driven process. During the first run of a replication job, Veeam Backup & Replication copies
data of the original VM running on the source host and creates its full replica on the target host. During next job
runs, Veeam Backup & Replication copies only those data blocks that have changed since the last replication job
session. Veeam Backup & Replication writes these changes to restore points, so that you can further p ublish this
replica in the required state.

Veeam Backup & Replication supports several replication scenarios. Depending on the location of the host
where you plan to store replicas, you can choose the following scenarios:

e Onsite replication

The target host is located in the same site as the source host.

e Offsite replication

The target host is located on another site.

In this section, you will learn how to work with onsite replicas. For more information on offsite replication, see
Replication Scenarios in the Veeam Backup & Replication User Guide.

Reference

For more information on replication, see Replication in the Veeam Backup & Replication User Guide.
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Creating Replication Job

Before You Begin

Before you replicate a VM, consider the following:

e You must add all components needed for the replication process to the backup infrastructure. These

components are source and target ESXi hosts, VMware backup proxy and backup repository.

Due to VMware vSphere limitations, if you change the size of VM disks on the source VM, Veeam Backup &

Replication deletes all availablerestore points on the VM replica during the next replication job session.
For more information, see this Veeam KB article.

Creating Replication Job

To replicate a VM, do the following:

1. Open the Home view.

2. Inthe inventory pane of the Home view, right-click the Jobsnode and select Replication > Virtual machine

> VMware vSphere tolaunch the New Replication Job wizard.

Veeam Backup and Replication

Home

L EH T HET M 2E L2 E =

= = =
Backup Replication CDP  Tape Backup Copy SureBackup  Restore Failover Import Export Security & Yeeam Al
Job=  Job~ Policy~ | lob- Copy Job-  Job Plan = Backup Backup Compliance
Primary Jobs Secondary Jobs Restore Actions Online Assistant

Home Q Tupe in an object name to search for All jobs

¥ Backup »

[32  Replication v (S viware usphere..

o CDP policy v [ Microsoft Hyper-...

B Backup copy.. JZ WMware Cloud Director..,

VM copy..

[ File copy...

& Addview..

@ Home

E'I
@:\ Inventary

'i?E'g Backup Infrastructure
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3. At the Name step of the wizard, specify a name and description for the replication job. For other settings,
leave the default values.

Mew Replication Job *

Name
Specify the name and description for this peolicy, and pravide information cn your DR site.

| Replication Job

Virtual Machines

Description:

Draily Replicaticn Job

Destination

Job Settings

Data Transfer Show advanced controls:

[] Replica seeding (for low bandwidth DR sites)

Guest Processin
g [] Metwark remapping (for DR sites with different virtual networks)

Schedule ] Replica re-IP (for DR sites with different IP addressing scheme)

Summary

[] High priority
Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements.

< Previous MNext = Finish
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4. At the Virtual Machines step of the wizard, click Add. Fromthe list, select VMs that you want to replicate.

You can also replicate VM containers: folders, resource pools, clusters, vApps, datastores and soon. If you
adda new VM to the container after the replication job is created, Veeam Backup & Replication
automatically updates the job to include the new VM.

Mewy Replication Job Add Objects x *
Virtual Maching
Select objects: Bl5 E
% Selectoneormg o oATT lj:l = ‘ @ E from replication.
Marre Type
Eiwinsrvu Wirtual machine
MNarne
| VielMechines | |- ]
Remove
Destination
Job Settings Exclusions...

Data Transfer Sources...

Guest Processing Up
Schedule Down
Summary

Recalculate

Total size:
0B

|-*-*' wins 2 b 4 ‘

| Add || Cancel | Finish

5. At the Destination step of the wizard, do the following:

a. Click Choose nextto the Host or cluster field and select a host on which the VM replica must be
registered.

b. Click Choose nextto the Resource poolfield and select the target resource pool.

c. Click Choose nextto the VM folder field and select the folder in which the replica must be placed.

88 | Veeam Backup & Replication | Quick Start Guide for VMware vSphere |12.3.2.3617



d. Click Choose nextto the Datastore field and select a datastore where VM replica files must be stored.

Mew Replication Job X
Destination
% Specify where replicas should be created in the DR site.
MName Host or cluster:
i ) | esx02.tech.local ‘ | Choose... |
Wirtual Machines

|Resc:-urces H Choose... |

Job Settings

for selected replicas

Data Transfer

VM folder:

Guest Processing |vm ‘ | Choose... |
for selected replicas

Schedule
Datastore:

DALty | esx02-ds01 [12 T8 free] || choose.. |

Pick datastore for selected wvirtual disks

< Previous | | Mext = Finish

6. At the Job Settings step of the wizard, do the following:

a. In the Repository for replica metadata list, select the backup repository where you want to store the
metadata file.

b. In the Replica name suffix field, specify the suffix that will be appended to the name of the original
VM.
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c. In the Restore points to keep field, define the number of restore points to keep.

When this number is exceeded, the earliest restore point is removed. Due to VMware restrictions, the
maximum number of restore points for VM replicas is limited to 28.

Mew Replication Job X

Job Settings
Specify backup repository located in the source site to host metadata in, replica suffix and retention policy, and customize
advanced job settings if required

MName Repository for replica metadata:

| Backup Volume 01 (Onsite backup repositary) ~
E 113 GBfree of 199 GB

Virtual Machines

Destination
Replica settings

[ g |
Data Transfer . -
we e Restare points o keep:

Guest Processing

Schedule

Summary

Advanced job settings include traffic compression, block size, notification settings,
automated post-jobk activity and other options.

< Previous Finish Cancel

7. At the Data Transfer step of the wizard, leave the default settings.

Advanced...

8. At the Guest Processing step of the wizard, leave the default settings if you do not need transactionally
consistent replicas. Otherwise, select the Enable application-aware processing check box and specify
credentials of a user account to connect to the VM guest OS. The user account must have Administrator
permissions.

To specify advanced options for VSS processing, click Applications. Selecta VM in the list and click Edit. In
the opened window on the General tab, dothe following:

a. In the Applications section, select Try application processing, but ignore failures to continue the
replication job even if VSS errors occur. If VSS processing fails, the created replica will not be
transactionally consistent but crash consistent.
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b. In the Transaction logs section, check that the Process transaction logs with this job option is

selected.
Processing Settings >
Mew Replication Job General | SQL | Cracle | PostgreSQL | Exclusions | Scripts | X
Guest Fro Applications
Choose gu Application-aware processing detects and prepares applications for consistent
Lpplicati l::ack...::u using_applicat'c"—specific meth::uﬂs, and canfigures the 05 to perform w
required application restors steps upon first boot.
e Specify 2 (® Require successful processing (recommended)
Obiect (O Try application processing, but ignore failures " ssing, and
Chjec g
. J (0 Disable application processing
Virtual Ma I‘i o
o - ) [ 8 ‘ Iications...|
o WSS Settings
Destinatio o ]
Choose whether this job should process transaction logs upon successfu Inove
Job Settin backup. Logs pruning is stl.l::nported for W |crc>sgf: Exc_ha"ge, Microsoft SQL
] Server, and cther applications that suppert Microsoft WSS,
Data Trans (® Process transaction logs with this job (recommended)

() Perform capy only (lets another application use logs)

- Persistent guest agent

cl

W

Schedule By default, application-aware processing on Windows is performed by a non- dentials...
persistent runtime process, Deplaying a persistent agent removes secunty and
TRy port requirements of the runtime process injection, <t Now
¥

[] Use persistent guest agent

ncel

Cancel

K ‘ ‘ Cancel |

9. At the Schedule step of the wizard, do the following:

a. Select the Run the job automatically check box. If you do not select this check box, you will have to
launch the job manually. For details, see Start Replication Job Manually.

b. Select the schedule type: daily, monthly or periodically.

In the Periodically every field, you can select Continiously torun the job in a non-stop manner. A new
session of the job will start as soon as the previous job session completes.
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c. Make sure the Retry failed VM processing check box is selected.

Mew Replication Job X

Schedule
% Specify the job scheduling options, If you do not set the schedule, the job will need to be controlled manually.

Name Run the job automatically
(®) Daily at this time: 10:00 PM

"~

v ” Everyday ~ Days..

Virtual Machines

(O Monthly at this tirmne: Fourth v || Saturday v Months...
Cestination o

(O Periodically every: 1 ~ || Hours v Schedule...
Job Settings (O After this jokb: DB Backup (Daily backup job) v

Automatic retry

Retry failed items processing: times
Wait before each retry atternpt for: minutes

Backup window

Data Transfer

Guest Processing

Summary [] Terminate the job outside of the allowed backup window Window...

Long running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours.

< Previous | | Mext = | Finish

10. At the Summary step of the wizard, select the Run the job when | click Finish check box and click the
Finish button.

11. In the inventory pane of the Home view, expand the Last 24 Hours node to see the created job.

12. Open vSphere Clientand make sure that the replica appeared on the target host.

Reference

For more information on replica creation, see Creating Replication Jobs in the Veeam Backup & Replication User
Guide.

92 | Veeam Backup & Replication | Quick Start Guide for VMware vSphere | 123.2.3617


https://helpcenter.veeam.com/docs/backup/vsphere/replica_job.html?ver=120

Monitoring Job Performancein Real Time

When the job is running, you can view job statistics in real time. Statistics include job progress, duration,
processing rate, performance bottlenecks, the amount of read and transferred data, and other details of the job
performance.

To view the job statistics, do the following:
1. In the inventory pane of the Home view, select the Jobs > Replication node.

2. Inthe working area, right-click a job and click Statistics.

3. In the opened window, select a VM to view its statistics.

eplication Jab {Fully
lob progress: i 0of 1VMs
|
SUMBARY DATA, STATUS
Duration: 07:43 Processed: 184 GB (162%) Success: 0
Processing rate: 178 MB/'s Read: 184 GB Warnings: 0
Bottleneck: Source Transferred: 18,3 GB (1x) Errars: 0

THROUGHPUT (LAST 5 MIN)
Speed: 198 MB/s

Marme Status Action Duration
E:Iwinsn.f‘IE 1e¥% Queued for processing

Required backup infrastructure resources hawve been assigned

Wi processing started

Wh size: 130 GB (26 GB used)

Discowvering replica Wh 00:00
Resetting CBT per job settings for active fulls 00:06
Getting Wk infa from wSphere 00:09

Using quest interaction proxy sre0Btech.local (Same subnet)
Failed to inject guest runtirme compaonents via GIP, failing owver to guest agent connection wia GIP
Failed to connect to quest agent via GIP, failing ower to guest runtime components through WIX wia G,

Imventarying guest system 0012
v

Hide Details

Note that the job must complete with the Success or Warning status. If the job completes with the Failed status,
Veeam Backup & Replication does not create a replica and is not able to perform failover and failback
operations.

You can configure email notifications to get job results. For details, see Configuring Global Email Notification
Settings in the Veeam Backup & Replication User Guide.
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Start Replication Job Manually

If you do not schedule a replication job, you must start it manually. To start the job, do the following:

—_

Open the Home view.
2. Inthe inventory pane, select Jobs > Replication.

3. Inthe working area, right-click the job and select Start. Wait for the job to complete. Note that the job
must complete with the Success or Warning status.

4. Open vSphere Clientand make sure that a VM replica is created.

Veeam Backup and Replication

- Home View [EET
) b X [E]
s =
2 L 0 & 45 )
Start Stop Refry | Statistics Report  Edit Clone Disable Delete Veearn Al
Jab Control Details Manage Job Online &ssistant
Home Q) Type in an sbjsct name to search for
4 obs Mame T Status Target
1 Backup 18} Replication Job Stopped b
i Replication
48 Backup Copy o
> k= Backups Retry
> Efl Replicas uli Statistics
> [ Last 24 Hours Report
Disable
@' Clone
9 Delete
# Edit..
2
[ 7 At SUMMARY DTS STATUS THROUGHPUT (AL TIME)

Speed: 133 MB/s

=) Imeentary . ) i .

@ Duration: 09:45 Processed: 26,1 GB (100%%) Success: 1

@E‘g Backup Infrastructure Pracessing rate: 178 MBfs Read: 4.6 GB Warnings: 0
Iy » Eeteneck: Target Transferred: 244 G (1%) Errors: 0
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Replica Failover and Failback

If the original VM in the production site becomes unavailable, you can quickly restore services by failing over to
its replica. When you perform failover, the VM replica takes the role of the original VM. All processes shift from
the original VM on the production host to the VM replica on the secondary host. You can fail over to the latest
state of a replica or to any of its restore points.

When you fail over to the VM replica, Veeam Backup & Replication changes the replica state from Normal to
Failover.

Failover is anintermediate step that needs to be finalized. Depending on a disaster recovery scenario, you can
do one of the following:

Undo failover

When you undo failover, you switch back to the original VM and discard all changes made to the VM
replica while it was running. The state of the VM replica gets back to Mormal. You can use the undo
failover scenario if you have failed over to the VM replica for testing and troubleshooting purposes and
you do not need the changes made to the VM replica.

Perform failback

When you perform failback, you switch back to the original VM and transfer all changes that took place
while the VM replica was running to the original VM. If the source host is not available, you can restore the
original VM to a new location and switch back to it.

When you perform failback, changes are only transferred but not published. You must test whether the
original VM works with these changes. Depending on the test results, you can do the following:

o Commit failback. Whenyou commit failback, you confirm that the original VM works as expected and
you want to get back to it. The state of the VM replica gets back to Normal.

o Undo failback. If the original VM is not working as expected, you can undo failback and get back to
the VM replica. In this case, the state of the VM replica returns to Failover.
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e Perform permanent failover

When you perform failover, you permanently switch from the original VM to a VM replica and use this
replica as the original VM. This scenario is acceptable if the original VM and VM replica are located in the
same site and are nearly equal in terms of resources.

Failover

Switch back
to original VIM?

S . Synchronize
permanent failover VM state with
its replico
state?

Undao failover Failback

Commit failback

Veeam Backup & Replication supports failover and failback operations for several VMs simultaneously. In case
one or several hosts fail, you can use batch processing to restore operations with minimum downtime.
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Performing Replica Failover

Before You Begin

Before you perform failover, consider the following:

e For original VMs and replica VMs located in the same network. If you plan to perform replica failover while
the original VM is running, consider temporarily disconnecting the original VM from the network to avoid
IP addresses or machine names conflicts.

e To successfully fail over to a VM replica, make sure that this replica has at least one successfully created
restore point.

To check whether restore points are created, open the inventory pane of the Home viewand select the
Replicas node. Then, select the VM and verify that there is at least one restore point available for the VM.

Performing Failover

To fail over to a VM replica, do the following.
1. In the inventory pane of the Home view, select the Replicas node.

2. Right-click the replicated VM and select Failover Now tolaunch the VMware Failover Wizard.

Veeam Backup and Replication
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[ Ready & Add to failover plan v

b [ Last 24 Hours
Failback to productian..

Restore guestfiles »

Remave from configuration

s
£ Delete from disk
=

Properties...

@& Home
EE_\ Inwentary

(T Backup Infrastructure
0 il G 2

1 object selected
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3. At the Virtual Machines step of the wizard, select the VM from the list, click Point and choose the restore
point to which you want to fail over.

*

Whiwvare Failowver

Yirtual Machines
Selectwirtual rmachines to failower to their replicas, To perform failover to an earlier restore point, click Point to select the desired

DI; ohe,
i g W Restore points X |

Reason Snsailable restore points for winsmel2: —
Add...
Summary lab Type
4 %Replication lab (Backup Yalurme 01)
Gﬁlessthanaday aga (320 P Shapshot
E—ﬁ less than a day ago (2:25 Ph) Snapshot

| 0k, || Cancel |

Cancel

| E—

4. At the Reason step of the wizard, specify the reason for failover.

5. At the Summary step of the wizard, click Finish tofail over to the VM replica.

Reference

For more information on failover, see the Replica Failover section in the Veeam Backup & Replication User
Guide.
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Performing Permanent Failover

To perform permanent failover, do the following:
1. In the inventory pane of the Home view, click the Replicas node.
2. In the working area, right-click the VM replica and select Permanent Failover.

3. Inthe opened window, click Yes toconfirm the operation.

ckup and Replication
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Reference

For more information on permanent failover, see the Permanent Failover section in the Veeam Backup &
Replication User Guide.
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Undoing Failover

To undo failover, do the following:
1. In the inventory pane of the Home view, select the Replicas node.
2. In the working area, right-click the VM replica and select Undo Failover.

3. Inthe opened window, click Yes toconfirm the operation.

Veeam Backup and Replication

Replica
v A S =
] 5
D B & B W]
Failover Planned Undo Permanent | Failbackto Switchoverto Switchover Undo Commit = Guest Application Addto  Properties Remove Vezam A1
low Failover Failover Failover  Production Production  Time Failback Failback | Files ltems~ | FailoverPlan » from
Failover Failback Restore Manage Replica Online Assistant
Home Q) Tywe in an object name to search for
Narne Status
=
> Bl Backups ¥ winsnezS Failower naw..
4 [ Replicas Planned failover..
@}RE“Y E{ Permanent failover
WE'Attlvelll [ Undo failaver I
> [ Last 24 Hours o b
- &% Addto failover plan v
E.  Failback to production...
Delste from disk
] Properties...
& Home
E@ Inventary
(33 Beckup Infrastructure
3 5l

1 object selected

Reference

For more information on undoing failover, see the Undo Failover section in the Veeam Backup & Replication
User Guide.

100 | Veeam Backup & Replication | Quick Start Guide for VMwarevSphere | 12323617


https://helpcenter.veeam.com/docs/backup/vsphere/undo_failover.html?ver=120

Performing Failback

You can fail back to a VM in the original or new location. In this section, you will learn how to fail back to the
original VM on the source host. For more information on how to do this on another host, see the Performing
Failback section in the Veeam Backup & Replication User Guide.

Before You Begin

Make sure that the VM replica for which you want to perform failback is in the Fa/lover state. The replica gets
into this state after you perform replica failover.

Performing Failback

To fail back from VM replica to the original VM on the source host, do the following:

1.
2.

In the inventory pane of the Home view, select the Replicas node.

In the working area, right-click the VM replica and select Failback to production tolaunch the Failback
Wizard.

Veeam Backup and Replication
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At the Replica step of the wizard, click Next.
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At the Destination step of the wizard, select Failback to the original VM.

Failhack *

I_I Destination
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Failback Made () Failback to the original YM restored in a different location

Use if you have restored the original Wi frorn backup to a location that is different frorm ariginal,
COnly differences between existing virtual disks and their actual state on replica will be transferred
ower the netwark,

Sumrmary

() Failback to the specified location [advanced]
Use if you do not have ariginal ¥k remains available anywhere in the failback destination site,
Actual state of entire replica’s wirtual disks will be transferred to the destination site, resulting in
significant network traffic,

Pick backup proxies for data transfer

[ Quick rollback (sync changed blocks onky)

Accelerates failback from failowers triggered by a software problem or a user errar, Do not use this
option if the disaster was caused by a hardware or storage issue, or by a power [oss,

% Previous Cancel

At the Failback Mode step of the wizard, select Auto. In this case, failback will be performed as soon as
VMs are ready.

At the Summary step of the wizard, select the Power on VM after restoring check box and click Finish.

Reference

For more information on failback, see the Replica Failback section in the Veeam Backup & Replication User
Guide.
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Committing Failback

To commit a failback, do the following:
1. In the inventory pane of the Home view, select the Replicas node.
2. In the working area, right-click the VM replica and select Commit Failback.

3. Inthe opened window, click Yes toconfirm the operation.
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Reference

For more information on committing failback, see the Commit Failback section in the Veeam Backup &
Replication User Guide.
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Undoing Failback

To undo a failback, do the following:
1. In the inventory pane of the Home view, select the Replicas node.
2. In the working area, right-click the VM replica and select Undo Failback.

3. Inthe opened window, click Yes toconfirm the operation.
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Reference

For more information on undoing failback, see the Undo Failback section in the Veeam Backup & Replication
User Guide.
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Enterprise Manager

If you have a geographically dispersed virtual environment with multiple Veeam Backup & Replication servers,
you can use Veeam Backup Enterprise Manager. Veeam Backup Enterprise Manager is a solution that helps
manage multiple backup servers from a single web Ul.

You can use Veeam Backup Enterprise Manager to perform the following tasks:
e Monitor and manage jobs configured on different backup servers from a single web console
e Editand clone jobs
e Search for guest OS files in all backups and restore these files in one click
e Delegate guest OS file restore to other users with local Administrator permissions

For the full list of the Veeam Backup Enterprise Manager capabilities, see About Veeam Backup Enterprise
Manager in the Enterprise Manager User Guide.

NOTE:

Veeam Backup Enterprise Manager is not shipped with the Community edition. For more information, see
Editions Comparison.

105 | Veeam Backup & Replication | Quick Start Guide for VMware vSphere | 123.2.3617


https://helpcenter.veeam.com/docs/backup/em/introduction.html?ver=120
https://helpcenter.veeam.com/docs/backup/em/introduction.html?ver=120
https://www.veeam.com/products-edition-comparison.html

Installing Veeam Backup Enterprise
Manager

Before You Begin

Consider the following:

The machine on which you planto install Veeam Backup Enterprise Manager must meet the system
requirements. For details, see System Requirements in the Enterprise Manager User Guide.

Itis recommended to install the same product version on the Veeam Backup Enterprise Manager server
and Veeam Backup & Replication backup servers.

If you plan to install Veeam Backup Enterprise Manager on the same machine where the backup server
runs, you must disableall backup and replication jobs and close the Veeam Backup & Replication console.

Make sure that all necessary ports are opened. For details, see Used Ports in the Enterprise Manager User
Guide.

Installing Enterprise Manager

To install Veeam Backup Enterprise Manager, perform the following:

1.

Download the latest version of Veeam Backup & Replication installation image from the Download Veeam
products page.

Mount the installation image to the machine on which you plan to install Veeam Backup Enterprise
Manager or burn the image file to a flash drive or other removable storage device.

Run the setup.exe file from the image or disk to open the splash screen.
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4. In the window, click Install Veeam Backup Enterprise Manager tolaunch the Veeam Backup Enterprise
Manager Setup wizard.

ﬂ-'a Veeam Backup & Replication — hd

Nl [Install Veeam Backup & Replication
o

Yeeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your applications and data.

Install Veeam Backup Enterprise Manager

Veeam Backup Enterprise Manger is an optional web-based management and reporting
console for Veeam Backup & Replication.

[EK
]

Install Veeam Backup & Replication Console

Veeam Backup & Replication console is a client-side component that provides access to
the backup server.

i

@ View Documentation

5. At the License Agreement step of the wizard, read the license agreements and select check boxes to
accept the terms.
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6. At the Provide License step of the wizard, specify the path to the license key.

If you install Veeam Backup Enterprise Manager on the backup server, you can proceed without providing
a license file. In this case, Veeam Backup Enterprise Manager will use the license that is already installed

on the backup server.

EE Veeam Backup Enterprise Manager — "

License

Provide license file for Veeam Backup Enterprise Manager.

Select license provisioning method:

A Sign in with Veeam Browse license file

License details:

Subscription, Suite, 100 Instances, License expires on 31/12/2024

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by,

Back Cancel

7. At the System Configuration Check step of the wizard, install missing software components and enable
missing features, if any.
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8. At the Ready to Install step of the wizard, click Installto begin installation.

EE Veeam Backup Enterprise Manager

Ready to Install

Installation will begin with the following settings.

Installation folder
Guest catalog folder:
Service account:
Database engine:
Database name:
50L server:

Catalog service port:
Service port:

Web Ul ports:

REST API service ports:
Certificate:

Check for product updates:

L4 Customize Settings

C\Program Files\Weeam'Backup and Replication
CAVBRCatalog

LOCAL SYSTEM

PostgreSQL

VeeamBackupReporting

winsrv88:5432

9393

9394

9030 (HTTF), 9443 (HTTPS)

9399 (HTTF), 9398 (HTTPS)

Self-signed certificate will be generated automatically
Automatically

Back Install

Cancel

9. When the installation process completes, click Finish toclose the wizard.
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Adding Backup Servers

To manage backup servers from a single web console, you must add them to Veeam Backup Enterprise Manager.

To add a backup server to Veeam Backup Enterprise Manager, do the following:

1.

From the Microsoft Windows Start menu, select Programs >Veeam >Veeam Backup Enterprise Manager
to launch Veeam Backup Enterprise Manager.

To access Veeam Backup Enterprise Manager remotely, use the following address:
https://enterprise manager server address:9443

In the Username and Password fields, specify credentials of the user with local Administrator rights or the
user who installed Veeam Backup Enterprise Manager.

Click Login.
At the top right corner of the opened window, click Configuration toopen the Configuration view.

Select the Backup Servers tab. In the working area, click Add to open the Backup Server Settings window.
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6. Inthe opened window, specify the DNS name or IP address of the backup server you want to add. Provide
the name and password of the user account with local Administrator rights on the added backup server.

Backup Server Settings

DMS name or IP address of the Weeam Backup server:

backupsryl0.tech.local

Server description:

Backup server

Username;

backupsryl0.tech.localhadministrator

Password:

Port

03492

Certificate port

9405

7. Click OK.

Veeam Backup Enterprise Manager will start collecting data about all backup and replication jobs on the
added backup server.

Reference

For more information on adding backup servers, see Managing Veeam Backup Servers in the Enterprise Manager
User Guide.
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Managing Jobs

Veeam Backup Enterprise Manager allows you to manage jobs that were configured on backup servers: start,
stop, retry, edit and clone jobs.

In this section, you will learn how to clone and then edit jobs. When you clone a job, you create its exact copy.
Configuration details of the created job copy are written to the same Microsoft SQL database where details of
the original job are stored. You can work with the created job both in Veeam Backup Enterprise Manager and in
the Veeam Backup & Replication console on the backup server.

Before You Begin

Consider the following:

e Make sure that you have successfully connected backup servers to Veeam Backup Enterprise Manager and
collected data from them. For details, see Adding Veeam Backup Server.

e You have created jobs on the backup server.

Cloning and Editing Job

To clone a job, perform the following.
1. In Veeam Backup Enterprise Manager, click the Jobs tab.

2. Select the required job from the list, click Job atthe top of the working area and click Clone.

The cloned job has the same name as the original job plus the cloned suffix.

E@ Dashboard Reports Policies File Sharee Machines Filee Itema Requests @ BACKUPSRY1 vAdministrator % \52:8;? Configuration @

Backup server: | All Servers ~ Y status (all)
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Linux Backup Backup Wihware ¥Sphere backupszry| 8¢ Delete 16 hours ago 425 Linux Backup

DB Backup Backup Vihware vSphere backupsryTOEL Success 16 hours ago 4125 Daily backup job

3. Select the cloned job from the list.
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4. At the top of the working area, click Job and select Edit.
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5. Follow the steps of the wizard and edit the job settings as required.

Edit Backup Job X

Job Settings Specify the job echeduling optione

Wi Run the job automatically:

Z!Z' Draily at this time:
GLest Processing

10:00 pm v Eweryday hd Days...
Jety Seellg i::ﬁ' Monthly at:
10:00 prn Fourth Saturday Months..

Z._:Z' Reriodically every:

1 Hours Schedule...

Z__:i' After this joh LE Backup

Automatic retry

Retry failed machine processing: | 3 : times

Wait before each attempt for: 10 : minutes
Backup window

l:' Terminate job if it gets out of allowed backup window Window...

6. At the last step of the wizard, click Finish.
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Reference

For more information on managing jobs, see Managing Backup Jobs in Veeam Enterprise Manager in the
Enterprise Manager User Guide.
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Performing 1-Click File Restore

Veeam Backup Enterprise Manager allows you to search through Microsoft Windows and Linux guest files in
backed up VMs. Once you find the required file, you can immediately restore it using 1-Click file restore
capability. The file can be restored to its original location or saved to a local machine.

Before You Begin

Consider the following:

The Enterprise or Enterprise Plus license is installed on the Veeam Backup Enterprise Manager server.

Make sure that you have successfully connected backup servers to Veeam Backup Enterprise Manager and
collected data from them. For details, see Adding Veeam Backup Server.

You can search files on machines that have at least one successfully created backup with guest file
indexing enabled. For details, see Creating Application-Aware Backup Job.

Performing 1-Click Restore

To restore a guest OS file, perform the following:

1.

2.

In the main view of Veeam Backup Enterprise Manager, click the Filestab.

In the Type in machine name field, specify the name of the backed up VM whose file system you want to
browse.

In the field with the calendar icon, enter or choose a date and time of a restore point from which you want
to restore files.

Click the Mount link and wait for Veeam Backup & Replication to mount the content of the backup file to
the backup server.

After the backup is mounted, you can browse the guest OS files.

Select the necessary file from the list.
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6. At the top of the working area, click Restore > Keep.

The original and restored files will be kept. The restored file will have the Restored prefix.
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7. Click Yes toconfirm the operation.

Reference

For more information on 1-click file restore, see Performing 1-Click File Restore in the Enterprise Manager User

Guide.
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Performing Self-Restore of VM Guest OS
Files

Self-restore allows you to delegate guest OS file restore from backup administrators to users with local
Administrator privileges on VMs. Users do not have to wait for backup administrators to recover deleted or
modified files and folders.

For self-restore, Veeam Backup Enterprise Manager provides the Self Service File Restore portal. When users log

on to the portal, they see only those VMs where they are members of local Administrators group. Other VMs are
not visible to the users.

Before You Begin

Consider the following:

e The Enterprise Plus license is installed on the Veeam Backup Enterprise Manager server. You can use a
valid trial license or paid license.

e The user account under which you plan to perform self-service restore belongs to a trusted domain or the
same domain as the Veeam Backup Enterprise Manager server. Users from untrusted domains cannot use
the self-restore capability.

e The user must be a member of local Administrators group on the VM whose guest OS files you plan to
restore.

The user has access to restore points created after this user gets local Administrator privileges.

e You have successfully connected backup servers to Veeam Backup Enterprise Manager and collected data
from them. For details, see Adding Veeam Backup Server.

e You have at least one successfully created backup with guest file indexing enabled. For details, see
Creating Application-Aware Backup Job.
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Performing Self-Restore

To restore VM guest OS files using the Veeam Self-Service File Restore portal:

1. Log in to the VM whose guest OS files you plan to restore. Make sure that the user account under which
you plan to perform self-service restore is added to the local Administrators group on this VM.
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% SOl Server20055QLBro... Members in the group have the re...

2. Log in to Veeam Backup Enterprise Manager using the user account under which you installed the
program.

3. Open the Jobs tabandrun the job with guest file indexing enabled. You can run the job several times to
produce several restore points.

4. At the top right corner, click Configuration toopen the Configuration view.
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5. Select the Backup Servers tab. In the working area, click Start Collecting.

Veeam Backup Enterprise Manager will collect data about jobs from the backup server. To check whether
collecting data finished, click the Sessions tab. Make sure that the data collection session has completed
with the Success status.
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6. On another machine, open a browser and use the following addressto access Veeam Self -Service File
Restore portal remotely:https://enterprise manager server IP address:9443/selfrestore

7. Log in to the portal. Specify the user account with local Administrators privileges on the machine for
which you plan to restore files. See the first step.

8. The portal will display only one tab — Files. Atthe top of the working area, click the pick different machine
link. Select the required VM.

9. Click the field with the calendar icon and choose the restore point from which you want to restore data.

10. At the top of the working area, click Mount.
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11. Find the necessary file or folder, select it. At the top-right corner, click Other Actions > Restore >
Overwrite.

The original file will be overwritten.
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Reference

For more information on self restore, see Using Self-Service File Restore Portal to Restore Machine Guest Files
in the Enterprise Manager User Guide.
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Backing Up Physical Machines

To back up physical machines, Veeam Backup & Replication uses Veeam Agents: Veeam Agent for Microsoft
Windows and Veeam Agent for Linux.

You do not need to install, set up and operate Veeam Agent on every machine whose data you want to protect.
Instead, you can perform the whole set of deployment, administration, data protection and disaster recovery
tasks on computers remotely from the Veeam Backup & Replication console.

How to back up physical machines

To back up physical machines using Veeam Backup & Replication, you must do the following:
1. Create a protection group

When you create a protection group, you addindividual machines or Active Directory containers to the
protection group. Veeam Backup & Replication automatically installs agents and other required
components on the machines included in the protection group.

2. Create an Agent backup job

In the Veeam Backup & Replication console, create anagent job that will back up machines included in the
protection group.

Reference

For more information on agents, see the following topics:
e Licensing Requirements
e Veeam Agent Management User Guide
e Veeam Agent for Linux User Guide

e Veeam Agent for Microsoft Windows User Guide
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Creating Protection Group

In Veeam Backup & Replication, protection groups are logical containers that pool protected computers of a
specific type into groups. For example, you can create a protection group for computers of the same type
(laptops, workstations or servers) or computers running the same OS type to simplify their management.

You can add individual machines or Active Directory objects that include several machines to the protection
group. Inthis section. you will learn how to create the protection group with Active Directory objects.

TIP:

If you plan to manage only a small number of computers, you can add the necessary computers directly to
a Veeam Agent backup job. Veeam Backup & Replication will automatically add such computers to the
Manually Added protection group. For details, see Protection Groups in the Veeam Agent Management
Guide.

Before You Begin

Consider the following:

e Make sure that all computers added to the protection group are powered on and can be accessed over the
network.

e If you add an Active Directory container to a protection group, it is not recommended to add a computer
that exists in this container to another protection group.
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Creating Protection Group

To create a protection group, do the following:

1. In the inventory pane of the Inventory view, right-click the Physical Infrastructure node and select Add
protection group tolaunch the New Protection Group wizard.
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# Create Protection Group

E. Protection group defines a set of computers (physical server, workstations or cloud instances) to be protected with agent-based backup
jobs. Protection groups can be populated with individual computers, Active Directory containers or a dynamic CSV file exported from an
asset management system.
Create Job or Policy
Agent-based protection provides additional flexibility with two deployment approaches. For 24/7 workloads such as servers and failover
clusters, we recommend that you create backup jobs managed by the backup server, which controls scheduling and executes backup
remotely. For any workloads which may remain offline or unreachable for extended and/or unpredictable time periods (such as
workstations, laptops or remote office servers), we recommend that you create backup policy that configures backup agents to schedule
and execute backup independently.

L Perform Restore
To perform Bare Metal Recovery to the existing or new hardware, please use the Veeam Recovery Media that can be created directly
from the backup file of the corresponding computer. Other entire computer restore options include direct restore to Microsoft Azure, or
instant recovery into a Microsoft Hyper-V VM. To perform granular recovery such as file or application item restore, simply select the
desired backup under the Backups tree of the Home tab, and select one of many restore options provided.

&
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2. At the Name step of the wizard, specify a name and description for the protection group.

Mewr Protection Group

Mame
EE Type in a hatme and description for this protection group,

|Windows Servers

Type
Description:

Active Directory Protection Group for Windows-based servers
Exclusions

Credentials

Optians

Fewiems

Apply

Surnmary

% Previous Finish Cancel

3. At the Type step of the wizard, select Microsoft Active Directory objects.

Active Directory objects can be the following: entire domain, container, organization unit, group,

computer or cluster. Protection groups that include Active Directory objects are dynamic. Veeam Backup &
Replication discovers these computers and deploy Veeam Agent on them during the next rescan session.

4. At the Active Directory step of the wizard, click Change near the Search for objects in this domain field. In

the opened window, do the following:

a. In the Domain controller or domain DNS name field, type a name of the domain controller or domain

whose objects you want to include in the protection group.

b. In the Portfield, leave the default value.

c. Near the Account field, click Add and specify user credentials. This user must ba a member of the

DOMAIN|Administrators group. Click OK.
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d. Click OK.

Mew Pratection Group *
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Apply
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5. Click Add nearthe Selected objects field. In the Add Objects window, select the necessary Active Directory
object and click OK.

6. At the Exclusions step of the wizard, leave the default settings.

7. At the Credentials step of the wizard, specify credentials to connect to computers included in the
protection group.

If you want to use the same credentials for all computers in the protection group, select the necessary
user account from the Master account list. The account must have administrative permissions on all
computers that you have added to the protection group.
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You can also specify credentials for individual computes. For details, see Specify Credentials in the Veeam
Agent Management Guide.
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< Previous Mext = Finish Cancel

8. At the Optionsstep of the wizard, leave the default settings.
9. At the Review step of the wizard, review the components that will be installed. Click Apply.

10. At the Apply step of the wizard, Veeam Backup & Replication creates the configured protection group.
Wait for the operation to complete and click Next.

11. At the Summary step of the wizard, select the Run discovery when I click Finish check box and click Finish.

Reference

For more information on creating protection groups, see Creating Protection Groups in the Veeam Agent
Management Guide.
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Creating Veeam Agent Backup Job

To back up physical machines, you must configure a Veeam Agent backup job in the Veeam Backup & Replication
console. In Veeam Backup & Replication, you can create Veeam Agent backup jobs of the following types:

e Backupjob

The backup job runs on the backup server, like VM backup jobs. The backup job is intended for computers
that are connected to the backup server. This connection must not be interrupted.

e Backup policy

The backup policy describes configuration of individual Veeam Agent backup jobs that run on protected
computers. The backup policy is intended for computers that are connected to the backup server. The
connection may be interrupted for short periods of time. For example, when you move your laptop from
one location to another. Veeam Backup & Replication uses the backup policy as a template and applies
settings from the backup policy to Veeam Agents that run on computers specified in the backup policy.

In this guide, we do not detail backup policy. For more information, see Creating Veeam Agent Backup
Policy.

Veeam Backup & Replication lets you create backup jobs for Microsoft Windows and Linux computers. In this
section, you will learn how to create a Veeam Agent backup job for Microsoft Windows computes. For details on
how to create back jobs for Linux computes, see Creating Agent Backup Job for Linux Computers in the Veeam
Agent Management Guide.

Before You Begin

Consider the following:

e You must have at least one protection group. For details, see Creating Protection Group.

e You can create Veeam Agent backups on a Veeam backup repository only. Other types of target locations
are not supported.

e Veeam Agent for Microsoft Windows does not back up data to which symbolic links are targeted. It only
backs up the path information that the symbolic links contain. After restore, identical symbolic links are
created in the restore destination.

Creating Veeam Agent Backup Job

1. Open the Home view.
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2. Inthe inventory pane of the Home view, right-click the Jobsnode and select Backup > Windows computer
to open the New Agent Backup Job wizard.
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3. At the Job Modestep of the wizard, specify protection settings for the backup job:

a. Inthe Type list, select Server toadd to the backup job standalone servers that have permanent
connection to the backup server.
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b. In the Mode list, select Managed by backup server.

When you create a Veeam Agent backup job managed by the backup server, Veeam Backup &
Replication saves the job settings in its database. Veeam Backup & Replication performs all
management tasks for the Veeam Agent backup job: starts a job upon the defined schedule, allocates
backup infrastructure resources and so on.

hew Agent Backup Job *
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4. At the Name step of the wizard, specify a name and description for the backup job.
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5. At the Computers step of the wizard, click Add and select one or several protection groups or computers
in the list. Click OK.
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6. At the Backup Mode step of the wizard, select Entire computer.

When you restore data from such a backup, you are able to recover the entire computer image as well as
data on specific computer volumes: files, folders and application data.

MWew Agent Backup Job st
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7. At the Storagestep of the wizard, select the backup repository where you want to store your backups. For
other settings, leave the default values.

8. At the Guest Processing step of the wizard, leave the default settings.
9. At the Schedulestep of the wizard, define scheduling settings for the job.

10. At the Summary step of the wizard, select the Run the job when I click Finish check box and click the
Finish button.

11. In the inventory pane of the Home view, expand the Last 24 Hours node to see the created job.

Reference

For more information on creating Veeam Agent backup jobs for Microsoft Windows computers, see Creating
Agent Backup Job for Windows Computers in the Veeam Agent Management Guide.
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Restoring Data of Physical Machines

Veeam Backup & Replication allows you to restore data of physical machines. You can perform the following
data restore tasks with Veeam Agent backups:

e Restoring Veeam Agent Backup to vSphere VM
e Restoring Veeam Agent Backup to Hyper-V VM
e Restoring to Microsoft Azure

e Restoring to Amazon EC2

e Restoring to Google Cloud Platform

e Restoring Volumes

e Restoring Files and Folders

e Restoring Application Items

In this section, you will learn how to restore computer files and folders. For more information on other restore
processes, follow the links in the list.

Restoring Files and Folders

The procedure of file-level restore from a Veeam Agent backup is similar to the same procedure for a VM
backup. The difference is that you select a Veeam Agent backup instead of a VM backup in the File Level Restore
wizard. To learn more, see Restoring VM Files.
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