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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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Getting Started

Document Structure

The guide contains instructions on the following:

e Veeam Backup & Replication functionality: how to deploy Veeam Backup & Replication, perform backup,
replication, and restore operations.

e Integration with Veeam Backup Enterprise Manager: a free tool for managing distributed infrastructure.

e Agent management: built-in Veeam Backup & Replication feature to back up physical machines using
Veeam Agents.

Help and Support

This guide provides a high-level overview of Veeam Backup & Replication primary features and should be
regarded as a supplement to existing technical documentation. The complete set of documentation can be
found on the Veeam Technical Documentation page.

For technical support and assistance, use the following resources:
e Veeam R&D Forums

e Customer Support Portal
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About Veeam Backup & Replication

What is Veeam Backup & Replication?

Veeam Backup & Replication is a data protection and disaster recovery solution for virtual, physical and cloud
environments. With Veeam Backup & Replication you can:

Create crash-consistent and application-consistent backups of virtual and physical machines.

Quickly restore physical machines, EC2 instances, Microsoft Azure VMs, Google VM instances, VMs, VM
disks, guest OS files and application items.

Perform backup health check to verify that backups are not corrupted and are ready for restoring.
Create VM replicas and switch to them in case of a disaster.

Automate transferring of backups to tapes and other external repositories.

Note that in this guide, we will not overview all the Veeam Backup & Replication capabilities. You can find them
in the Veeam Backup & Replication User Guide.

What Else Can | Do?

Veeam Backup & Replication provides utilities not mentioned in this guide that can help you secure and manage
your data:

Veeam Backup for Microsoft 365: backup and restore solution for Microsoft 365 data.
Veeam Backup for Nutanix AHV: backup and restore solution for Nutanix AHV VMs.

Veeam Backup for Oracle Linux Virtualization Manager and Red Hat Virtualization: backup and restore
solution for oVirt VMs.

Veeam Backup for Proxmox VE: backup and restore solution for Proxmox VE VMs.
Plug-in for Veeam Backup for AWS: extension for integration with Veeam Backup for AWS.

Plug-in for Veeam Backup for Microsoft Azure: extension for integration with Veeam Backup for Microsoft
Azure.

Plug-in for Veeam Backup for Google Cloud: extension for integration with Veeam Backup for Google
Cloud.

Veeam Backup & Replication also provides the following tools for monitoring and management:

Veeam ONE: real-time monitoring, reporting, alerting and managing tool for virtual and physical
environments.

Veeam Management Pack for Microsoft System Center: Microsoft System Center extension for managing
and monitoring VMware vSphere, Microsoft Hyper-V, and Veeam Backup & Replication.

Veeam Availability Orchestrator: a tool for automated creation and testing of DR plans that comply
regulatory requirements.
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Backup Infrastructure

This section describes main Veeam Backup & Replication infrastructure components and deployment scenarios.
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Backup Infrastructure Components

To start working with Veeam Backup & Replication, you must set up the backup infrastructure. The basic Veeam
Backup & Replication infrastructure consists of the following core components:

Backup server

A machine on which Veeam Backup & Replication is installed. The backup server performs main
management operations: coordinates backup, replication and restore tasks, controls job scheduling and
resource allocation.

Backup repository

A component where Veeam Backup & Replication keeps backup files, backup copies and metadata of
replicated VMs.

[For VMware vSphere] VMware backup proxy

A component that retrieves data from the source host, processes it and transfers to the backup repository.

[For Microsoft Hyper-V] Backup proxy (on-host or off-host)

A component that retrieves data from the source host, processes it and transfers to the backup repository.

Infrastructure servers and hosts

VMware vSphere and Microsoft Hyper-V hosts that you plan to use assource and target for backup,
replication and other activities. Microsoft Windows and Linux servers for which you plan to assign roles of
a backup proxy or backup repository.

Reference

For details on all backup infrastructure components, see the Backup Infrastructure Components section in the
Veeam Backup & Replication User Guide.
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Deployment Scenarios

You can use Veeam Backup & Replication in virtual environments of any size and complexity. The architecture of
the solution supports onsite and offsite data protection, operations across remote sites and geographically
dispersed locations. Veeam Backup & Replication provides flexible scalability and easily adapts to the needs of
your virtual environment.

Veeam Backup & Replication supports several deployment scenarios, and each one includes the core
infrastructure components: backup server, backup proxy and backup repository. Depending on the size of your
virtual environment, you can use one of the following scenarios:

e Simple deployment

For small virtual environments. In this scenario, the roles of all components required for data protection
tasks are assigned to one machine.

e Advanced deployment

For medium-sized and large-scale virtual environments. In this scenario, the roles of components required
for data protection tasks are assigned to dedicated machines.

Veeam Backup & Replication also supports the distributed deployment scenario for large geographically
dispersed environments with multiple backup servers. We omit detailed description of this scenario because this
guide is aimed for quick overview of basic features. For details on the distributed scenario, see the Distributed
Deployment section in the Veeam Backup & Replication User Guide.

Simple Deployment

In the simple deployment scenario, the roles of the backup server, backup proxy and backup repository are
assigned to a single machine. These roles are assigned automatically to the machine where you install Veeam

Backup & Replication.
Y] [ ]
NG ® =g
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The drawback of the simple deployment scenario is that only the backup server handles and stores all data. For
medium-sized or large-scale environments, the capacity of a single backup server may not be enough. To take

the load off the backup server and balance it throughout your backup infrastructure, it is recommended to use

the advanced deployment scenario.

10 | Veeam Backup & Replication | Quick Start Guide | 13.0.1.2067


https://helpcenter.veeam.com/docs/vbr/userguide/distributed.html?ver=13
https://helpcenter.veeam.com/docs/vbr/userguide/distributed.html?ver=13

Advanced Deployment

In the advanced deployment scenario, the roles of the backup server, backup proxy and backup repository are
assigned to different machines. This gives the following advantages:

e The processing load is moved from backup server to backup proxy.

e Increased fault tolerance: you can store dataon a separate machine (the backup repository).

Note that this scenario requires that you assign the roles of the proxy and repository manually.
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Depending on production environment and backup and replication scenarios you plan to use, the advanced
deployment scenario may include multiple backup proxies and backup repositories, both on-site and off-site,
controlled by a single backup server.
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Deployment Options

You can deploy Veeam Backup & Replication on a Linux-based or Microsoft Windows-based server. Veeam
Backup & Replication provides multiple deployment options described in the Deployment Options section in the
Veeam Backup & Replication User Guide. In this guide, you will learn how to install Veeam Backup & Replication
from .I1SO files.

Veeam Backup & Replication on Linux

To install Veeam Backup & Replication on Linux, Veeam provides Veeam Software Appliance 1SO. This ISO image
includes the preconfigured Rocky Linux distribution and the Veeam Backup & Replication software. Veeam
Software Appliance is secure-by-default thanks to the OS preconfigured according to DISA STIG guidelines. This
helps avoid risky misconfigurations and minimizes attack surface.

Despite the .1SO is based on Linux, no Linux OS expertise is required. Veeam provides a simple text-based user
interface (TUI) and a web-based console that covers all OS management tasks such as network or time
configuration.

Veeam Backup & Replication on Microsoft Windows

To install Veeam Backup & Replication on Microsoft Windows, Veeam provides .ISO with installable software.
This .ISO contains only the Veeam Backup & Replication software that must be installed on the already
configured Microsoft Windows machine.

Veeam Backup & Replication Access Options

To access the Veeam Backup & Replication server, you can use the Veeam Backup & Replication console on a
dedicated Microsoft Windows machine or use the web Ul.
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Planning and Preparation

Before you install Veeam Backup & Replication, you must make sure that the virtual environment and machines
that you plan to use as backup infrastructure components meet product hardware recommendations and system
requirements.
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Supported Platforms

Veeam Backup & Replication supports backup and recovery operations for the following virtualization platforms:
e VMware vSphere
e Microsoft Hyper-V
e Azure Local (formerly Azure Stack HCI)
e Nutanix AHV
e Proxmox VE
e Scale Computing HyperCore
e Oracle Linux Virtualization Manager
e Red Hat Virtualization
Veeam Backup & Replication also supports backup and recovery for the following applications and workloads:
e Applications:
o Application-aware image processing and Veeam Explorers
o Veeam Plug-Ins for enterpise applications
o Microsoft Entra ID Plug-In for Veeam Backup & Replication
e Unstructured data:
o Object storage repositories
o Files shares
o File servers
o Enterprise NAS systems
e Operating systems:
o Microsoft Windows computers
o Linux computers
o Unix machines
o Mac computers

For the full list of supported platforms, see the Supported Platforms, Applications and Workloads section in the
Veeam Backup & Replication User Guide.

TIP

In this guide, we overview VMware vSphere, Microsoft Hyper-V and Microsoft Windows computers.
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System Requirements

Make sure that servers that you plan to use as backup infrastructure components meet the system requirements
listed in the following sections of the Veeam Backup & Replication User Guide:

e System Requirements for Backup Server

e System Requirements for VMware Backup Proxy Server
e System Requirements for Backup Repository Server

e System Requirements for Enterprise Manager

e System Requirements for Supported Applications

e System Requirements for Veeam Explorer for Microsoft SQL Server

Reference

For the full list of system requirements, see the System Requirements section in the Veeam Backup &
Replication User Guide.
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Ports

Veeam Backup & Replication automatically creates firewall rules for the required ports on backup infrastructure
components. These rules allow communication between the components.

You can find the lists of the ports in the following sections of the Veeam Backup & Replication User Guide:
e Backup Server Connections
e Microsoft Windows Server Connections
e Linux Server Connections
e [For VMware vSphere] Backup VMware Proxy Connections
e [For Microsoft Hyper-V] Backup Proxy Connections
e Backup Repository Connections
e Mount Server Connections
e VM Guest OS Connections
e Veeam Backup Enterprise Manager Connections
e Veeam Explorer for Microsoft SQL Server Connections
e Physical Machine Connections
TIP

In this guide, we assume that all ports are open in your infrastructure.

Reference

For the full list of ports, see the Ports section in the Veeam Backup & Replication User Guide.
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Veeam Backup & Replication Ul

You can access Veeam Backup & Replication using Veeam Backup & Replication console Ul or Web Ul. In this

guide, you will work with the Veeam Backup & Replication console.

Veeam Backup & Replication Console Ul

The user interface of Veeam Backup & Replication is designed to let you quickly find commands that you need

and perform data protection and disaster recovery tasks.
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To open online help, press[F1] in any Veeam Backup & Replication wizard or window. You will be
redirected to the corresponding section of the Veeam Backup & Replication User Guide.

Veeam Backup & Replication Web Ul

The Veeam Backup & Replication web Ul is a browser-based interface that provides different data protection
operations. The overall look and feel of the Veeam Backup & Replication web Ul is consistent with the Veeam
product family, ensuring familiarity for users of the Veeam Backup & Replication console.
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IMPORTANT
Consider the following:

e The Veeam Backup & Replication web Ul is not availablein the Community Edition. A valid license is
required to use this functionality.

e Only the Veeam Backup Administrator can log in to the web Ul.

e The web Ul has a developing functionality. For more information, see the Veeam Backup &
Replication Web Ul Features section in the Veeam Backup & Replication User Guide.
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For details, see the Veeam Backup & Replication Console Ul and Veeam Backup & Replication Web Ul sections in
the Veeam Backup & Replication User Guide.
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Deployment

To start using Veeam Backup & Replication, do the following:
1. Install Veeam Backup & Replication.
2. Install the Veeam Backup & Replication console.

3. [For VMware vSphere] Add virtual infrastructure servers.

4. [For Microsoft Hyper-V] Add virtual infrastructure servers.
5. [For VMware vSphere] Configure VMware backup proxy.
6. [For Microsoft Hyper-V] Configure backup proxy.

7. Configure backup repository.

8. [Optional] Configure object storage repository.

9. [Optional] Configure scale-out backup repository.

NOTE:

In the simple deployment scenario, Veeam Backup & Replication uses the backup server also as the backup
proxy and backup repository. For this reason, you can skip steps 5-7.
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Step 1. Installing Veeam Backup &
Replication

Install Veeam Backup & Replication on a Linux-based or Microsoft Windows-based physical or virtual machine.

Before You Begin

Before you install Veeam Backup & Replication, check the following prerequisites:

The machine on which you planto install Veeam Backup & Replication must meet the system requirements
for the backup server. For details, see the System Requirements section in the Veeam Backup &
Replication User Guide.

The machine on which you planto install Veeam Backup & Replication must meet the naming conventions.
For details, see the Naming Conventions section in the Veeam Backup & Replication User Guide.

[For Veeam Backup & Replication on Microsoft Windows] The account used to install the product must
have the local Administrator permissions on the target machine. After installation, users can have
standard (non-administrative) privileges to connect to the Veeam Backup & Replication console.

[For Veeam Backup & Replication on Linux] Consider the following:

o Check the Consideration and Limitations for Veeam Software Appliance Installation section in the
Veeam Backup & Replication User Guide.

o The account used to install the product must have access to manage input/output and boot devices. I f
you install Veeam Backup & Replication on a virtual machine, the account must also have permission
to create virtual machines with attached disk images on the hypervisor level.
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Linux

To install Veeam Backup & Replication, do the following:

1. Download the latest version of the Veeam Software Appliance installation image from the Product
Downloads page. The ISOis located under the Hardened Software Appliance tab.

You must sign in with your Veeam account. If you do not have the account, register with your business
email address.

2. Mount the ISO file to the machine where you plan to install Veeam Software Appliance or burn the ISO file
to a flash drive or other removable storage device. If you planto install Veeam Software Appliance on a
virtual machine, use the built-in tools of the virtualization management software to mount the ISO file.

NOTE
To create a bootable USB stick, it is recommended that you use Rufus with the default settings. Note that
you need to select Write in DD Image mode option when prompted.

3. Inthe Boot Manager, select the drive where you mounted the ISO file and press [Enter].

4. In the installation menu, select Veeam Backup & Replication and press [Enter].

ar

Veeam Backup & Replication

5. Inthe installation menu, select Installand press [Enter]. When the installer is loaded, confirm the
operation and wait for the system to reboot automatically.

6. At the Licensestep of the Initial Configuration wizard, read and accept Veeam license agreements and
policies.
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TIP

To close a document you have read, press [Q].

7. At the Hostname step of the Initial Configuration wizard, specify the a Fully Qualified Domain Name
(FQDN) of the server and select Next.

8. At the Network step of the Initial Configuration wizard, review the network configuration and select Next.
9. At the Time step of the Initial Configuration wizard, review server time configuration.
By default, the UTC time zone is used. To specify another time zone, select Change.

10. At the Host Administrator step of the Initial Configuration wizard, configure the default host administrator
account to perform administrator activities in the Host Management Console — veeamadmin. For more
information about operations available for this role, see the Managing Users and Roles section in the
Veeam Backup & Replication User Guide.

In the Password field, specify the password for the veeamadmin user. The password must comply with the
following requirements:

o 15 characters minimum.
o 1upper case character.
o 1lower case character.
o 1numeric character.

1 special character.

o
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o No more than 3 characters of the same class in a row. For example, not more than 3 lowercase or 3
numerical characters in sequence.

[Next ]

After you specify the password, select Next and configure multi-factor authentication (MFA):
a. Open your authentication application. Enter the code or scan the QR code.
b. Specify the one-time code provided by the application.

c. Press [OK].

NOTE

Multi-factor authentication is compatible with mobile authentication applications that support
RFC4226 and RFC6238.
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Conf igure Multi-Factor Authentication (MFA)

1. At the Security Officer step of the Initial Configuration wizard, select Skip setting up Security Officer to
skip configuring the security officer account.

TIP

The security officer account type provides an additional security layer to protect your infrastructure
against malicious system administration. You can skip configuring this account to test the
functionality of Veeam Backup & Replication. In the production environments, we recommend
configuring this account. For more information about operations available for the security officer,
see the Managing Users and Roles section in the Veeam Backup & Replication User Guide.
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12. At the Summary step of the Initial Configuration wizard, review the system configuration and select Finish.
The system will apply the configuration and restart required services.

[Finishl

After you finish the initial configuration, general information about the server will be displayed. You can
use it to log in to the Host Management Console or Veeam Backup & Replication web Ul and continue
configuring Veeam Software Appliance and Veeam Backup & Replication.

Reference

For details on how to configure the backup server deployed from Veeam Software Appliance, see the
Configuring Veeam Appliances section in the Veeam Backup & Replication User Guide.
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Microsoft Windows

To install Veeam Backup & Replication, do the following:

1. Download the latest version of the Veeam Backup & Replication installation image from the Download
Veeam products page.

You must sign in with your Veeam account. If you do not have the account, register with your business
email address.

2. Mount the installation image to the machine on which you plan to install Veeam Backup & Replication or
burn the image file to a flash drive or other removable storage device.

If you plan to install Veeam Backup & Replication on a VM, use built-in tools of the virtualization
management software to mount the installation image to the VM.

3. Run the setup.exe file from the image or disk to open the splash screen.

4. In the window, click Install Veeam Backup & Replication.

o5 Veeam Backup & Replication

Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

Veeam Backup Enterprise Manager is an optional web-based management and
reporting console for multiple backup servers,

Veeam Backup & Replication console is a Windows-based graphical user interface
client for managing backup servers.

5. At the License Agreement step of the wizard, read the license agreements and click | Accept.
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6. At the License step of the wizard, specify the path to the license key.

If you skip this step, Veeam Backup & Replication will operate in the Community edition mode. You can
switch to the full version of the product if you install the license. For more information, see Veeam Backup
& Replication Community Edition.

EDN Veeam Backup & Replication - X

License

Provide license file for Veeam Backup & Replication.

Select license provisioning method:

% Sign in with Veeam Browse to local license file

License details:

Subscription, Suite, 100 Sockets, License expires on 25/11/2026

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires

sending the license 1D, the installation ID, and workload usage counters to Vieeam servers periodically.

Successful usage reporting doubles the number of workloads you can exceed your installed license by,
Receive proactive support (enables usage reporting)

Proactive technical support service require sharing anonymized backup infrastructure telemetry with Vesam.
For more information on what is being shared, please refer to the User Guide.

Back Mext Cancel

7. At the System Configuration Check step of the wizard, install missing software components, if any.

NOTE

If all required components are already installed on the machine, the System Configuration Check
step is skipped.

8. At the Ready to Install step of the wizard, click Installto begin the installation.
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Step 2. Installing Veeam Backup &
Replication Console

The Veeam Backup & Replication console is a client-side component that provides access to the backup server.
Install the Veeam Backup & Replication console on a dedicated Windows server to access the backup server
remotely.

[For Veeam Backup & Replication on Microsoft Windows] By default, the Veeam Backup & Replication console is
installed on the backup server automatically when you install Veeam Backup & Replication. You do not need to
install the console manually. However, in addition to the default console, you can install the Veeam Backup &
Replication console on a dedicated machine to access the backup server remotely.

Before You Begin

Before you install Veeam Backup & Replication, check the following prerequisites:

e The machine on which you plan to install the Veeam Backup & Replication console must meet the system
requirements. For more information, see System Requirements.

e The account used to install the Veeam Backup & Replication console must have the local Administrator
permissions on the machine where the console will be installed. After installation, users can have standard
(non-administrative) privileges to connect to the console.

e The Veeam Backup & Replication console must be of the same version as Veeam Backup & Replication
installed on the backup server.

e The system time on both the backup server and the console must be synchronized with an external time
source, such as a Network Time Protocol (NTP) server.

Installing Veeam Backup & Replication Console

To install the Veeam Backup & Replication console, do the following:
1. Start the console installation:

o [For Veeam Backup & Replication on Linux] In the browser address bar, enter https://<VBR-Host-
Name>: 443, replacing <VBR-Host-Name> with the IP address of your backup server. This will open
the web Ul. Download the Veeam Backup & Replication Console installer. Run the downloaded
installer package.

TIP:

You can also specify the backup server name if the server is added to the domain as described in
the Managing Domain Settings section in the Veeam Backup & Replication User Guide. For the
simplicity, we skip this procedure in this guide.
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Veeam Backup & Replication

Signin

or
£ Signinas current user

L Download Windows-based backup console for ful experience

o [For Veeam Backup & Replication on Microsoft Windows] Mount the installation image downloaded at
step 1 of the deployment process to the machine on which you plan to install the Veeam Backup &
Replication console or burn the image file to a flash drive or other removable storage device. If you
plan to install the Veeam Backup & Replication console on a VM, use built-in tools of the virtualization
management software to mount the installation image to the VM. Run the Setup.exe file from the
image or disk. In the splash screen, click Install.
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2. At the Select Veeam Backup & Replication Component step of the wizard, select Install Veeam Backup &
Replication Console.

o5 Veeam Backup & Replication

Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

Veeam Backup Enterprise Manager is an optional web-based management and
reporting console for multiple backup servers,

Veeam Backup & Replication console is a Windows-based graphical user interface
client for managing backup servers.

3. At the License Agreement step of the wizard, read the license agreements and click | Accept.

4. At the System Configuration Check step of the wizard, the setup wizard checks if the required software is
installed on the machine. If some of the required components are missing, the setup will try to install

them automatically. After the components are successfully installed, reboot is required. To reboot the
machine, click Reboot.

If the setup wizard cannot install some of the required software components automatically, install them
manually and click Retry.

5. At the Ready toInstall step of the wizard, click Install.

Accessing Veeam Backup & Replication Console

To start Veeam Backup & Replication, do the following:
1. In the Microsoft Windows Startmenu, select Apps > Veeam > Veeam Backup & Replication Console.
2. At the Specify backup server step, type the IP address of the backup server. Click Connect.

TIP

You can also specify the backup server name if the server is added to the domain. For information on
how to configure the Linux-based backup server, see the Managing Domain Settings section in the
Veeam Backup & Replication User Guide.
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EE

Veeam Backup & Replication

Specity backup server

[ 172.24.166.156| W

e,

Save shortcut

3. At the Server certificate step, select if you trust the server certificate. Click Yes.
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4. At the Signinstep, enter the credentials of the user account that you want to use to connect to the
backup server. Click Sign-in.

For the Linux-based backup server, you can use the veeamadmin account configured during installation.

For the Microsoft Windows-based backup server, you can use an account with the local Administrator
permissions on the backup server.

EE

Veeam Backup & Replication

Signin
veeamadmin
BEFRFERRRRRERER 1"5‘\

or

/2 Signin with SSO

After the Veeam Backup & Replication console opens, it will suggest you to install the license. Inthe License
window, click Browse and select the license file. Some features of Veeam Backup & Replication can be not

available without the proper license. For more information, see the Licensing section in the Veeam Backup &
Replication User Guide.

Reference

For more information on the Veeam Backup & Replication console, see the Backup & Replication Console section
in the Veeam Backup & Replication User Guide.
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Step 3. Adding VMware vSphere Virtual
Infrastructure Servers

To protect VMware vSphere virtual machines with Veeam Backup & Replication, you must add the virtual
infrastructure servers hosting these machines to the backup infrastructure.

You can add vCenter Servers and ESXi hosts. If an ESXi host is managed by a vCenter Server, it is recommended
that you add the vCenter Server, not a standalone ESXi host.

Before You Begin

e Make sure that the version of your VMware vSphere platform is supported. For details, see the Platform
Support section in the Veeam Backup & Replication User Guide.

e The user account used to add the server, must have root permissions on the ESXi host. For details, see the
Permissions section in the Veeam Backup & Replication User Guide.

Adding Infrastructure Server

To add the server, do the following:

1. In the inventory pane of the Backup Infrastructure view, right-click the Managed Servers node and select
Add Server.

n Backup and Replication

x
Weearn Intelligence B4 (7]

= Home Server

= ) i
= &

Add Edit Femove Rescan  Create Veeam
Server  Server Server Deplayrent Kit

Manage Server Toals

Backup Infrastructure
P Type in an object name to search for O

Backup Prozies

> & Microsoft Azure Name 4 Type Description
€ Backup Repasitorie: rockyserver2S114e,,  Linuw server (default Linux moun...  Backup server

@ External Repositories

£r Scale-out Repositaries

€55 AN Accelerators

3 Service Providers
> A SureBackup
' B Managed Servers

Ely Linux Bl add server.. Ly
B Rescan
Missing updates...

¥ Create Veeam deployment kit...
T
{11} Home
[T tmventory

IZL Backup Infrastructure

g
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2. Inthe Add Server window, click VMware vSphere > vSphere tolaunch the New VMware Server wizard.
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3. At the Name step of the wizard, specify the DNS name or IP address of the server.

Note that you can use IPv6 addresses only if IPv6 communication is enabled as described in the IPv6
Support section in the Veeam Backup & Replication User Guide.

Mew WhAware Server »
Marne Name
Credentials Specify DME narme or [P address of Whkdware sercer,
Apply
DMNE namme or IP address:
Surninarny

weenterdltech.local

Description:

wCenter Server 01

4. At the Credentials step of the wizard, specify credentials for the user account with Administrator
permissions on the added server.

To add the account, do the following:

a. Click Add.

b. In the Credentials window, specify the username and password used to connect to the added server.

34 | VeeamBackup & Replication | Quick Start Guide | 13.0.12067


https://helpcenter.veeam.com/docs/vbr/userguide/ipv6.html?ver=13
https://helpcenter.veeam.com/docs/vbr/userguide/ipv6.html?ver=13

c. Click OK.

Mew WhAware Server x
Narme Credentials
. Select server administrator's credentials, If required, specify additional connection settings including web service port
Credentials
nurmber,
Apply
Select an account with local administrator privileges on the server you are adding, Use DOMAINYUSER format for
Sumrmary dommain accounts, or HOSTWUSER for local accounts,
Credentials:
% techilinda.davis (kechhlinda.davis, last edited: less than a day aga) w | Add.,

Manage accounts

Default Whhware weeb service port is 443, If connection cannot be established, check for possible port customization in
the wCenter Server or ESXi server settings,

Port: | 443 v oA

| < Previous || Apply Finizh

5. Follow the next steps of the wizard. At the Summary step, click Finish.

6. Open the Backup Infrastructure view and click the Managed Servers node. The added server will be
availablein the working area.

Reference

For details on adding virtual infrastructure servers, see the Virtualization Servers and Hosts section in the Veeam
Backup & Replication User Guide.
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Step 4. Adding Microsoft Hyper-V Virtual
Infrastructure Servers

To protect Microsoft Hyper-V virtual machines with Veeam Backup & Replication, you must add the virtual
infrastructure servers hosting these machines to the backup infrastructure.

You can add standalone Hyper-V hosts, Hyper-V clusters or SCVMM servers. If a Hyper-V host is a partof a

cluster, it is recommended that you add the cluster, not a standalone Hyper-V host, to the backup
infrastructure.

Before You Begin

Check the following prerequisites:

e The version of your Microsoft Hyper-V platform must be supported. For details, see the Platform Support
section in the Veeam Backup & Replication User Guide.

e You must enable file and printer sharing in the network connection settings of the host. Without sharing
enabled, Veeam Backup & Replication fails to deploy the required components.

e The user account used to add the server, must have administrator privileges on the Hyper-V host. For
details, see the Permissions section in the Veeam Backup & Replication User Guide.

e For the full list of requirements, see the Adding Microsoft Hyper-V Servers section in the Veeam Backup &
Replication User Guide.
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Adding Infrastructure Server

To add the server, do the following:

1. In the inventory pane of the Backup Infrastructure view, right-click the Managed Servers node and select
Add Server.
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Home
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g
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2. Inthe Add Server window, click Microsoft Hyper-V > Hyper-V > Microsoft Hyper-V Server toadd a
standalone Hyperv-V host.
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3. At the Name step of the wizard, specify the DNS name or IP address of the server.

Mew Hyper-¥ Server x
Marne Name
Credentials Specify DME narne or [P address of Microsoft Hyper-Y server,
Rewiewr
DMS narme or IP address:

Appl

e pdd ctuebee 02 tech.local
Surntnarny

Description:

Microsoft Hyper-Y Sercer

4. At the Credentials step of the wizard, specify credentials for the user account with Administrator
permissions on the added server.

To add the account, do the following:

a. Click Add.

b. In the Credentials window, specify the username and password used to connect to the added server.
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c. Click OK.

Mew Hyper-¥ Server x
Narme Credentials
Credentials Specify server credentials,
Rewiewr
Annl ® Connect using local administrator credentials
o Select a Kerberos domain account with administrator privileges, Use USER@FQDMN or FODMYISER format for the
Surnrnary account name,
Credentials:
L techlocalRick.Deckard itechtRick.Deckard, last edited: less than a day ago) ~o | bdd.,

Manage accounts
Connect using a certificate-based authentication

Requires a deployment kit pre-installed on the target machine,

Advanced network connection settings..,

| < Previous || Mext > | Finish

5. Follow the next steps of the wizard. At the Summary step, click Finish.

6. Open the Backup Infrastructure view and click the Managed Servers node. The added server will be
availablein the working area.

Reference

For details on adding virtual infrastructure servers, see the Virtualization Servers and Hosts section in the Veeam
Backup & Replication User Guide.

39| Veeam Backup & Replication | Quick Start Guide | 13.0.1.2067


https://helpcenter.veeam.com/docs/vbr/userguide/setup_add_server.html?ver=13

Step 5. Configuring VMware Backup Proxy

The VMware backup proxy retrieves data from the production storage, compresses, deduplicates and sends it to
the backup repository. This proxy is used for the VMware vSphere infrastructure.

To configure the VMware backup proxy, you must add a Microsoft Windows or Linux server and assign the role
of the backup proxy to it. In this section, you will learn how to add a Microsoft Windows proxy.

TIP

For Linux-based components, Veeam Backup & Replication provides Veeam Infrastructure Appliance — a
bundle that includes the preconfigured Rocky Linux distribution and required Veeam components and
services. For the full list of the roles that can be assigned to a Linux server deployed from Veeam
Infrastructure Appliance, see the Considerations and Limitations section in the Veeam Backup & Replication
User Guide.

Before You Begin

Check the following prerequisites:

e The machine that you plan to use as the VMware backup proxy must meet system requirements. For
details, see the System Requirements section in the Veeam Backup & Replication User Guide.

e The machine must have access to the backup server, source datastore and backup repository.

e File and printer sharing must be enabled in network connection settings of the added Microsoft Windows
machine. On this machine, Veeam Backup & Replication deploys the required components. Without
sharing enabled, Veeam Backup & Replication fails to deploy these components.
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Adding Server

To add a server, do the following:

1. In the inventory pane of the Backup Infrastructure view, right-click the Managed Servers node and select
Add Server.
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2. In the Add Server window, click Microsoft Windows tolaunch the New Windows Server wizard.
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3. At the Name step of the wizard, specify the DNS name or IP address of the server that will perform the
role of the VMware backup proxy.

Mew Wiind ows Server X
Narne Name
Credentials Specify DME narme or IP address of Microsoft Windows sercer,
Rewiewr
DMNS mame or IP address:

Appl

e uinsre23 tech.local
Surntnany

Description:

Backup praxy serve

4. At the Credentials step of the wizard, specify credentials for the user account with Administrator
permissions on the added server.

To add the account, do the following:
a. Click Add.

b. Specify the username and password used to connect to the added server.
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c. Click OK.

Meww Windows Server x
Narme Credentials
Credentials Specify server credentials,
Rewiewr
Annl ® Connect using local administrator credentials
o Select a Kerberos domain account with administrator privileges, Use USER@FQDMN or FODMYISER format for the
Surnrnary account name,
Credentials:
L techJlocalvick.deckard (tech.localvick.deckard, last edited: less than a day ago) ~o | bdd.,

Manage accounts
Connect using a certificate-based authentication

Requires a deployment kit pre-installed on the target machine,

Advanced network connection settings..,

| < Previous || Mext > | Finish

5. Follow the next steps of the wizard. At the Summary step of the wizard, click Finish.

6. Open the Backup Infrastructure view and click the Managed Servers node. The added server must be
availablein the working area.

Assigning VMware Backup Proxy Role to Added Server

To assign the role of the VMware backup proxy:

1. In the inventory pane of the Backup Infrastructure view, right-click the Backup Proxies node and select
Add Proxy.
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2. Inthe Add Backup Proxy window, select VMware backup proxy.

Add Backup Proxy

Select a type of backup procey you want to add.

[=]  General-purpose backup prooy
=LE] pdda backup proxy for agent-based backups of MAS, filers, file shares and off-host backups of physical servers,

E| Wiware backup proxy
=l hdda backup proxy for agentless Whdnare wiphere Wi backups,

[eCo Yiware CDP proxoy

Add a COP procy for agentless strearming WhAware wIphere WhA replication,

Cancel

3. At the Server step of the wizard, do the following:
o Inthe Choose server list, select the server that you have added.

o Inthe Transport mode field, leave the Automatic selection option selected.

Veeam Backup & Replication will analyze the VMware backup proxy configuration, define to which
datastores it has access and automatically select the best way to retrieve and restore data depending
on the type of connection between the VMware backup proxy and the source datastore.
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o Inthe Connected datastores field, leave the Automatic detection option selected.

Veeam Backup & Replication will detect datastores to which the VMware backup proxy has a direct
SAN or NFS connection.

Meww WhAware Prosxy »

Sarver Server

Choose a server for Wivbivare backup proxy, You can choose between any Microsoft Windows or Linux servers added

Ui (1813 to the Managed Sercers which are not assigned a Wibaare backup prosy role already,
Rewiew
Choose server
Apply .
winsred3techdocal (Backup proxy sercer) w | Add Mew,,
Bl Description:

Proxcy server|

Transport mode:

Autornatic selection Choase..,

Connected datastores:

Automatic detection {recommended) Choose,.,

Max concurrenttasks: [ 8 v A a

4. At the Traffic Rules step of the wizard, keep the default settings.

Network traffic throttling rules help you manage bandwidth usage and minimize impact of data protection
and disaster recovery tasks on network performance. Setting up traffic throttling is not described in this
guide. For details, see the Network Traffic Management section in the Veeam Backup & Replication User
Guide.

5. At the Apply step of the wizard, click Next and then Finish toexit the wizard.

6. Open the Backup Infrastructure view and click the Backup Proxies node. The added VMware backup proxy
must be available in the working area.

Reference

For details on the VMware backup proxy, see the VMware Backup Proxy section in the Veeam Backup &
Replication User Guide.
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Step 6. Configuring Backup Proxy

The backup proxy compresses, deduplicates and sends data to the backup repository. Inthe Microsoft Hyper-V

infrastructure, the role of the backup proxy is assigned to the host by default. The on-host backup proxy does
not need any manual configuration.

You can deploy an off-host backup proxy to remove unwanted overhead on the production Hyper-V host. The
off-host backup proxy is used in complicated scenarios, that is why we omit its configuration in this guide. For
more information, see the Off-Host Backup Proxy section in the Veeam Backup & Replication User Guide.
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Step 7. Configuring Backup Repository

The backup repository is a storage where Veeam Backup & Replication keeps backup files and, in case of
replication, metadata for replicated VMs. You can use different types of storage as the backup repository. The
full list of storage types is available in the Backup Repository section in the Veeam Backup & Replication User
Guide.

In this section, you will learn how to use a Microsoft Windows server as the backup repository. To configure the
backup repository, you must add the server to the backup infrastructure and assign the role of the backup
repository to it.

Before You Begin

The Microsoft Windows machine that you plan to use as a backup repository must meet system requirements.
For details, see the System Requirements section in the Veeam Backup & Replication User Guide.

Adding a Server

To add a server to the Veeam Backup & Replication infrastructure, do the following.

1. In the inventory pane of the Backup Infrastructure view, right-click the Managed Servers node and select

Add Server.
ackup and Replication x
= Home Server weeamn Intelligence =, @
= +
Eb ¢ &

Add Edit Rernoue Rescan Create Veearn
Server  Server Server Deployment Kit

Manage Server Tools

Backup Infrastructure
P Type in an object name to search for O

Backup Proxies
> &5 Microsoft Azure Name 4 Type Description
S Backup Repasitaries rockyserver2&1lte.,  Linux server (default Linux moun.,  Backup server
i@ External Reposit
- positories
G2 Scale-out Repasitaries
€3 WAN Accelerators
&5 Service Providers
> 4 SureBackup
~ B Managed Servers

Bl Linu [Es Add server.. I
B Rescan
Missing updates...
¥ Create Veeam deployment kit...
() Hame
[‘; Inventary

E‘g Bl it

g
5) History

1senver

2. In the Add Server window, select Microsoft Windows to launch the New Windows Server wizard.
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3. At the Name step of the wizard, specify the DNS name or IP address of the server that will perform the
role of the backup repository.

Mew Wiind ows Server X
Narne Name
Credentials Specify DME narme or IP address of Microsoft Windows sercer,
Rewiewr
DMNS mame or IP address:

Appl

e winsre2d tech.local
Surntnany

Description:

Micrasoft Windaws-hased backup repasiton

4. At the Credentials step of the wizard, enter credentials for the user account with local Administrator
permissions to the added server.

To add the account, do the following:
a. Click Add.

b. Specify the username and password used to connect to the added server.
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c. Click OK.

Meww Windows Server x
Narme Credentials
Credentials Specify server credentials,
Rewiewr
Annl ® Connect using local administrator credentials
o Select a Kerberos domain account with administrator privileges, Use USER@FQDMN or FODMYISER format for the
Surnrnary account name,
Credentials:
L techJlocalvick.deckard (tech.localvick.deckard, last edited: less than a day ago) ~o | bdd.,

Manage accounts
Connect using a certificate-based authentication

Requires a deployment kit pre-installed on the target machine,

Advanced network connection settings..,

| < Previous || Mext > | Finish

5. Follow the next steps of the wizard. At the last step of the wizard, click Finish to add the server.

6. Open the Backup Infrastructure view and click the Managed Servers node. The added server must be
availablein the working area.

Assigning Backup Repository Role to Added Server

To assign the role of the backup repository:

1. In the inventory pane, right-click the Backup Repositories node and select Add Backup Repository to
launch the New Backup Repository wizard.

49 | Veeam Backup & Replication | Quick Start Guide | 13.0.12067



2. Inthe Add Backup Repository window, click Direct attached storage >Microsoft Windows.

Add Backup Repository

Select the type of backup repository you want to add.

E Direct attached storage

— Microsoft Windows or Linwg sercerwith internal or direct attached storage, This configuration enables data movers
to run directly on the server, allowing for fastest performance,

Metwork attached storage

—a— Metwork share on a file server or a NAS dewvice, When backing up to a remote share, we recommend thatyou select
a gatewvay server located in the same site with the share,

L:. Deduplicating storage appliance

B  Dell Data Dormain, ExaGrid, Fujitsu ETERNUS CE800, HPE StoreOnce, Infinidat InfiniGuard or Quanturn DXL If you
are unable to meet the requirernents of advanced integration wia native appliance API, use the network attached
storage option instead,

B] Object storage
On-prerm object storage systern or a cloud object storage provider,

I' o) I Weeam Data Cloud Yault
' Add fully managed, secure cloud object storage from Weear, Cloud Wault iz best suited for secondary backups, For

maore information and pricing, please go to vee.amfault,

Cancel
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3. At the Name step of the wizard, specify the name for the added backup repository.

Meww Backup Repository x
Narng Name
Server Type in a name and description for this backup repositorg
Repositarny

Marre:

Mount Servers
Backup Wolurme M

stz Description:

Apply Onsite Backup Repository

Surnrnary
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4. At the Server step of the wizard, select the machine that you have added.

Meww Backup Repository x
Narne Server
Server Choose repository server, You can select server from the list of managed servers added to the consale,
Repositarny
Mount Servers Repository servert | winsre2dtech. local (Microsoft Windows-based backup repositord v | Sdd new,
Raliem Path Capacity Free

T 88,1 GB 71.7GB Populate
Apply
Surnrnary

< Previous | | Mext > Finish
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5. At the Repository step of the wizard, specify a path to the folder where backup files will be stored. In
addition to them, auxiliary replica files will be placed in this folder.

Mew Backup Repositary %
Narne Repository
Server Type in path to the folder where backup files should be stored, and set repository load control options,
Repositony
Locati
Mount Senvers peatian
) Path to folder: | ChBackup Browuse..,
Review —
[ - Capacity information unknown Populate
Apply
Load contral
Surmnrmary

Running too many concurrent tasks against the repository may reduce overall performance, and cause [/0 timeouts,
Control storage dewice saturation with the following settings:

Lirnit maximurm concurrent tasks tor | &4 v oA

Lirmit read and write data rate to: 1 wooa MBS

Custornize repository settings..,

| < Previous || Mext = Finizh

6. At the Mount Server step of the wizard, keep the default settings.
7. Follow the next steps of the wizard. At the Summary step, click Finish.

8. Open the Backup Infrastructure view and click the Backup Repositories node. The added backup repository
must be available in the working area.

Reference

For details on the backup repository, see the Backup Repository section in the Veeam Backup & Replication User
Guide.
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Step 8. Configuring Object Storage
Repositories

An object storage repository is a repository intended for long-term datastorage. It can be based on either a
cloud solution or an S3 compatible storage solution. Configuring an object storage repositories is an optional

step.

Veeam Backup & Replication supports the following types of object storage repositories:

S3 compatible

Amazon S3, Amazon S3 Glacier and Amazon Snowball Edge
Google Cloud

IBM Cloud

Microsoft Azure Blob, Azure Archive Storage and Azure Data Box

In this section, you will learn how to configure Amazon S3 storage system as a backup repository.

Before You Begin

Before you add an object storage repository, check limitations. To learn about limitations for different storage
repositories, see the Considerations and Limitations section in the Veeam Backup & Replication User Guide.
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Configuring Object Storage Repository

To add an object storage repository to the Veeam Backup & Replication infrastructure, do the following:

1. Open the Backup Infrastructure view. In the inventory pane, right-click the Backup Repositories node and
select Add Backup Repository. Inthe Add Backup Repository dialog, select Object Storage.

Add Backup Repository

Selectthe type of backup repository you want to add,

E Direct attached storage

— Microsoft Windows or Linux server with internal or direct attached storage, This configuration enables data mowvers
to run directly on the server, allowing for fastest performance,

MNetwork attached storage

—a— Metwark share on a file server ora NAS dewice, When backing up to a rernote share, we recormmend thatyou select
a gatewvay server located in the same site with the share,

it Deduplicating storage appliance
B4 Dell Data Domain, ExaGrid, Fujitsu ETERNUS C5800, HPE StoreOnce, Infinidat InfiniGuard or Quanturm DXL If you

are unahle to meet the requirernents of advanced integration wia native appliance &P, use the netwark attackhed
storage option instead,

B] Oibject storage
On-prem object storage systerm or a cloud object storage provider,

: I"u" Data Cloud Yault
o) eeam a Cloud Yau

Add fully managed, secure cloud object starage from Weearn, Cloud Wault is best suited for secondary backups, For
rrore information and pricing, please go toveeamMault,

Cancel

55| Veeam Backup & Replication | Quick Start Guide | 13.0.1.2067



2. Inthe Object Storage dialog, select HyperScales >S3 Compatible > Amazon S3 > Amazon S3.

Select the type of Amazon storage you want to use as a backup repositor.

@ Amazon Cloud Storage Services

E““* Amazon 53
Add Arnazon 53 storage, Both Standard and Infrequent Sccess (180 storage classes are supported,

? Amazon 53 Glacier
ok Add Arnazon 53 Glacier storage, Arnazon 33 Glacier Instant Retrieval, Flexible Retrieval and Deep Archive are
supported,

‘E] AWS Snowball Edge
Add A0S Snowball Edge appliance to enable seeding of backups into &rmazon 53 object storage,

Cancel
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3. At the Name step of the wizard, specify the name and description for the object storage repository.

Mewy Object Storage Repository X

Mame

Type in a hatme and description for this abject storage repositony

|Object storage repositary 2

Account
Description:

Bucket Arnazon 33 Object Storage Repository
Mount Server

Rewiew

Spply

Surnrmary

Limit concurrent tasks to:r |2 =

-

Use this setting to limit the maximum number of tasks that can be processed concurrently in cases
wibien ywour object storage is overloaded or cannot keep up with the number of AP| requests issued by
multiple object storage offload tasks.

% Previous Finish Cancel

4. At the Account step of the wizard, specify the connection settings:

a. From the Credentials drop-down list, select user credentials to access your object storage. If you
already have a credentials record that was configured in advance, select such a record from the drop -

down list. Otherwise, click Add and provide your access and secret keys. For more information, see the
Cloud Credentials Manager section in the Veeam Backup & Replication User Guide.
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b. In the AWS region drop-down list, select a region type.

If your organization has NAT or different types of firewalls and your access to the internet is limited, you
may want to use a gateway server. To do so, click Choose, selectthe Through a gateway server check box
and choose a server from the list.

Mewr Object Storage Repositony X

Account
Specify 203 account to use for connecting to Armazon 33 storage bucket,

Marre Credentials:

_ | A, H0O0O000DNOO0O00DNNGO000NNGO000NN00N (Amazan 53 storage, last edited: V| | Add...
Manage cloud accounts
Bucket A4S region:
Global ~

tount Server
Rewiguy
Apply

Sumrnany

Connection mode:

Direct Choose.., |

Specify whether object storage should be accessed directly or via selected gatewsay servers,

< Previous Finish | Cancel

5. At the Bucket step of the wizard, specify how your data will be stored.

a. From the Data center drop-down list, select a region.

b. From the Bucketdrop-down list, select a bucket. Make sure that the bucket you want to use to store
your backup data was created in advance.

c. Inthe Folder field, select a cloud folder to which you want to map your object storage repository. To
do it, click Browse and either select an existing folder or create a new one by clicking New Folder.
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d. To define a soft limit for your object storage consumption that can be exceeded temporarily, select
the Limit object storage consumption to check box and provide the value in TB or PB.

ewr Object Storage Repositony X

Bucket
E Specify Armazon 53 bucketto use,

Data center:

Mame

EU {Paris) ~
Account

Bucket:
taunt Server Folder:

|tu1r | Browse..,
Rewiewn

Limit object storage consumptionto: 10 % |TE v
Apply This is a soft lirit to help contral your object storage spend. If the specified limit is exceeded,

already running backup offload tasks will be allowed to complete, but no new tasks will be started.

Sumrnary

[ Make recent backups immutable for: |20 2| days
Protects backups from modification or deletion by ransormare, malicious insiders and hackers, GFS
backups are made immutable for the entire duration of their retention paolicy.

[] Use infrequent access storage class {may result in higher costs)

With lower price per GB but higher retrieval and early deletion fees, this storage class is best suited
for long-term storage of GFS full backups, &void using it for short-term storage of recent backups,

Store backups in a single availability zone {even lower price per GB, reduced resilience)

< Previous Finish Cancel

6. Follow the next steps of the wizard and leave the default settings. At the Summary step of the wizard,
review the settings and click Finish.

7. Open the Backup Infrastructure view and click the Backup Repositories node. The added object storage
repository must be availablein the working area.

Reference

For details on adding object storage repositories, see the Adding Object Storage Repositories section in the
Veeam Backup & Replication User Guide.
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Step 9. Configuring Scale-Out Backup
Repositories

A scale-out backup repository is a repository system for multi-tier storage of data, where the capacities of all
the added storage devices and systems are summarized. A scale-out backup repository consists of one or more
backup repositories called performance extents, and can be expanded with an object repository called capacity
extent.

Configuring a scale-out backup repository is an optional step. For more information on scale-out backup
repositories, see the Scale-Out Backup Repository section in the Veeam Backup & Replication User Guide.

Before You Begin

Before you add a scale-out backup repository to the backup infrastructure, check the following prerequisites:

e Backup repositories that you plan to add as performance extents to the scale-out backup repository must
be added to the backup infrastructure. For more information, see Configuring Backup Repository.

e If you wish to use the capacity tier option of the scale-out backup repository, an object storage repository
that you plan to add as a capacity extent to the scale-out backup repository must be added to the backup
infrastructure. For more information, see Configuring Object Storage Repository.

e Check limitations for scale-out backup repositories. For more information, see Limitations for Scale-Out
Backup Repositories in the Veeam Backup & Replication User Guide.

Configuring Scale-Out Backup Repository

To add a scale-out backup repository to the Veeam Backup & Replication infrastructure, do the following:

1. In the inventory pane, right-click Scale-out Repositories and select Add Scale-out Backup Repository.

n Backup and Replication

x
= Home Scale-out Repository Veeam Intelligence =, @

—®
=4
Add Scale-out Edit Scale-out Remove Set Sccess Rescan
Repositary Repositary Repository Permissions Repnsitory
Manage Scale-out Repository Marage Settings Taols

Backup Infrastructure Type in an object name to search far QO
Backup Prozies

> & Microsoft fzure Name 4 Type Host Path Capacity Free D)
£ Backup Repaositories —
f@ External Repositories

£7 Scale-out Repositaries

&5 WIAN Acceleratars EY Add scale-out backup repository... b
3 Service Providers Rescan
> A SureBackup

> E7 Managed Servers

{1} Home
[2 Inventory
EL Backup Infrastructure

e
5) History

Drepasitories
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2. At the Name step of the wizard, specify a name and an optional description for the scale-out backup
repository.

Tlewr Scale-out Backup Repository

- MName
E;__j Type in a name and description for this scale-out backup repositony.

|Sca|e-0ut Backup Repositany

Performance Tier

Description:
Placernent Policy Extensive Backup Repositond
Capacity Tier
Summary

< Previous Finish | Cancel |

3. At the Performance Tier step of the wizard, specify which backup repositories you want to add as
performance extents, and configure options for the scale-out backup repository. To do it, on the right side
of the Extents list, click Add. Inthe Extents window, select check boxes next to backup repositories that
you want to add as performance extents. Then click OK.

Flewr Scale-out Backup Repository

—, Performance Tier

EE::;_j Select backup repaositories to use as the landing zone and for the short-term retention,
tﬁ_ﬂ Extents X
Mame Select backup repositories to include in this scale-out backup
repositany. Add...

_ Backup repositories:
Placernent Policy Marme Type Add.. !

E-Backup Wolume 01 Windowes il
Capacity Tier Select Al |

DE- Default Backup Repos.. Windows

Surnmany Clear All |

Remowve

| oK | | Cancel |
¢ Advanced

i < Previous || TMext = | Finish | Cancel |
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4. At the Placement Policy step of the wizard, select Performance tostore full and incremental backup files
at different performance extents of the scale-out backup repository.

Tlewr Scale-out Backup Repository X

Placement Policy

Choose a backup files placement paolicy for this performance tier, When rmore than one extent rmatches the placement policy,
backup job will choose the extent with the most free disk space available,

Mame () Data locality
) All dependent backup files are placed on the same extent, For example, incrermental backup files will
Performance Tier be stored together with the corresponding full backup file. Howewver, the nesxt full backup file can be

created on another extent (except extents backed by a deduplicating storage).
Placerment Palicy
(® Performance

Capacity Tier Incrernental backup files are placed on a different extent from the corresponding full backup file,
providing for better backup file transformation perforrmance with raw storage dewvices, Mote that
Surnmary losing an extentwith a full backup makes restoring from increments impaossible,
Specify the placement policy for full and incremental backup files, Custormize..,

[] Strict placement policy enforcement

By default, whenever we are unable to place a new backup according to the palicy, we will violate it
to ensure a backup could still be created, Select this option if you'd rather have backup jobs fail in
such circumstances instead,

< Previous Cancel

5. At the Capacity Tier step of the wizard, select an object storage repository that you want to add as a
capacity extent and specify when to move or copy data. This is an optional step.

To configure the capacity tier, do the following:
a. Select the Extend scale-out backup repository capacity with object storage check box.
b. From the drop-down list, select an object storage repository to which you want to offload your data.
c. Click Window and specify when it is allowed or prohibited to move or copy data to object storage.

d. Select the Copy backups to object storage as soon as they are created check box to copy new backups
as soon as they are created.

e. Select the Move backups to object storage as they age out of the operational restores window check
box to move inactive backup chains to the capacity extent.
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f. To offload data encrypted, select the Encrypt data uploaded to object storage check box and provide
a strong password. If you have not created the password beforehand, click Add or use the Manage
passwords link to specify a new password.

Mew Scale-cut Backup Repository X

—_— Caparcity Tier
\ ] Specify abject storage to copy backups to for redundancy and DR purposes, Older backups can be moved to object storage
completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups,

Marre Extend scale-out backup repositary capacity with object storage:

PerEmanes T |0|‘JJEEt storage repository 2 R EE3E0m

Copy backups to object storage as soon as they are created

C ity Ti
apacity Tier Create additional copy of your backups for added redundancy by having all backups copied to
Archive Tier the capacity tier as soon as they are created on the performance tier,
Movve backups to object storage as they age out of the operational restore window
Summary Reduce ywour long-term retention costs by moving older backups to object storage completely

while preserving the ability to restore directly from offloaded backups,

Movve backup files older than |14 2| days (fvour operational restore window) Creerride..,

Encrypt data uploaded to object storage

Pazsword:
Select an existing password or add new ~ Add,..
kanage passwords
Offload window: Sny time Health check: MMonthly

< Previous Cancel

6. Follow the next steps of the wizard. At the last step of the wizard, click Finish toadd the repository.

7. Open the Backup Infrastructure view and click the Scale-Out Repositories node. The added scale-out
backup repository must be availablein the working area.

Reference

For details on adding scale-out backup repositories, see the Adding Scale-Out Backup Repositories section in the
Veeam Backup & Replication User Guide.
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VM Backup

When you perform a backup, Veeam Backup & Replication retrieves VM data from the source storage,
compresses and deduplicates it. After that, Veeam Backup & Replication writes datato the backup repository in
Veeam proprietary format.

In Veeam Backup & Replication, backup is a job-driven process. To perform the backup, you need to configure a
backup job. For details, see Creating Backup Job.

During runs of backup jobs, Veeam Backup & Replication creates backup chains. The chain consists of the
following backup files:

e  Full backup file (.VBK) that contains a copy of the entire VM.

e Incremental backup file (.VIB or .VRB) that contains only those data blocks that have changed since the
last backup job session.

e Metadata file (.VBM) that contains information on the backup job, VMs in the backup, number and
structure of backup files, restore points and so on.

The amount of these files and how Veeam Backup & Replication places them depend on the chosen backup
method. For details, see Backup Methods.

After you performed backups, you can use them to restore the following instances: entire VM, VM files, guest
OS files and application items. For details on restore, see Data Recovery.

Reference

For details, see About VMware vSphere Backup and About Microsoft Hyper-V Backup sections in the Veeam
Backup & Replication User Guide.
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Backup Methods

Veeam Backup & Replication provides three methods for creating backup chains:
e Forever forward incremental backup

e Forward incremental backup

Forever Forward Incremental Backup Method

The forever forward incremental backup method produces a backup chain that consists of the first full backup
file (.VBK) and a set of forward incremental backup files (.VIB) following it.

During the first session of a backup job, Veeam Backup & Replication creates a full backup file on the backup
repository. During subsequent backup job sessions, Veeam Backup & Replication copies only VM data blocks
that have changed since the last backup job session and saves these blocks asan incremental backup file in the
backup chain.

After adding a new restore point to the backup chain, Veeam Backup & Replication checks the retention policy
for the job and deletes outdated restore points. For details, see the Forever Forward Incremental Backup
Retention Policy section in the Veeam Backup & Replication User Guide.

Full backup

Incremental backups

Sun Man Tue Wed Thu Fri Sat

Forward Incremental Backup Method

The forward incremental backup method produces a backup chain that consists of the first full backup file
(.VBK) and a set of forward incremental backup files (.VIB) following it.

Additionally, the forward incremental backup chain contains full backup files that "split" the backup chain into
shorter series. The subsequent full backup files can be the following:

e Active

The active full backup contains the copy of a VM. This backup is similar to the full backup created when
you run a job for the first time. Veeam Backup & Replication retrieves data for the whole VM from the
source, compresses and deduplicates it and stores it to the active full backup file.

e Synthetic

The synthetic full backup also contains the copy of a VM. However, this copy is created from the backup
files that you already have on the backup repository. Veeam Backup & Replication does not retrieve VM
data from the source datastore.

During the first backup job session, Veeam Backup & Replication creates a full backup file. During subsequent
backup job sessions, Veeam Backup & Replication copies only VM data blocks that have changed since the last
backup job session and saves these blocks as an incremental backup file in the backup chain. On a day when the
synthetic or active full backup is scheduled, Veeam Backup & Replication creates a full backup file and addsit to
the backup chain.

65 | Veeam Backup & Replication | Quick Start Guide | 13.0.1.2067


https://helpcenter.veeam.com/docs/vbr/userguide/retention_forever_incremental.html?ver=13
https://helpcenter.veeam.com/docs/vbr/userguide/retention_forever_incremental.html?ver=13

After adding a new restore point to the backup chain, Veeam Backup & Replication checks the retention policy
and deletes outdated restore points. For details, see the Forward Incremental Backup Retention Policy section in
the Veeam Backup & Replication User Guide.

Active/Synthetic
Full backup full backup
Incremental backups
Sun Man Tue Wed Thu Fri Sat

Reference

For details, see the following section in the Veeam Backup & Replication User Guide:
e Retention Policy (VMware vSphere)
e Retention Policy (Microsoft Hyper-V)
e Active Full Backup (VMware vSphere)
e Active Full Backup (Microsoft Hyper-V)
e Synthetic Full Backup (VMware vSphere)
e Synthetic Full Backup (Microsoft Hyper-V)
e Backup Methods (VMware vSphere)

e Backup Methods (Microsoft Hyper-V)
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Creating Backup Job

Before You Begin

Make sure that all backup infrastructure components that take partin the backup process are added to the
backup infrastructure. These components include hosts on which VMs are registered, backup proxy and backup

repository.

Creating Backup Job

To backup VMs, do the following:

1. In the inventory pane of the Home view, right-click Jobsand select Backup > Virtual Machine >
<platform>to launch the New Backup Job wizard.

Veeam Intelligence =5 @

= Home Wiew

N

(] Home

=

2L Beckup Infrastructure
£ storege Infrastructure

g
5) History

3 Jobs

+ =] C\ﬂ - + IG5 A N
o | = | Ei g@ | o LE | o [
Backup Replication cop Backup Copy SureBackup Restore  Failover Import Export Security &
Job v Job v Palicy v Copy ™~  Job Job v Plan » Backup  Backup  Compliance
Primary Jobs Secondary Jobs Restore Actions
Home . . .
e in an object name to search for ackup (3 out of 7 jobs shown
Tep bject i hior QY backup (3 outof 7 jobs shown)
> 5 Jobs
> [E: Backups 2+, Backup > | & Wittual machine > B whwsre uSphere...
> Replicas {2] Replication > 1 @S Windows computer.. | O Whware Cloud Directar... .
t sository
> B3 Lest#4Hours G CDP policy > 0 Linux computer... 25 Microsoft Hyper-...
J i | sositony
M ter...
&y SureBackup.. | [ Mac computer, ped Default Backup Repositary
£ Backup capy... B Unix computer...
WM copy.. & Application >
B File copy.. By Object storage..,
File share...
Vo Add view... e share
> MicrosoftEntra(D.. >
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2. At the Name step of the wizard, specify a name and description for the backup job.

Meww Backup Joh x

Narne Name

Virtual Machines Type in a name and description for this backup job,

Storage
Marre:
Guest Processing
DB Backup
hitEl Description:
Surmnrmary Daily backup job
[ High priarity

Backup infrastructure resources are offered to high priority jobs first, Use this option for jobs sensitive to the start
tirne, or jobs with strict RPO requirerments,
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3. At the Virtual Machines step of the wizard, click Add. Fromthe list, select VMs that you want to back up.

You can also back up VM containers and soon. If you add a new VM to the container after the backup job is
created, Veeam Backup & Replication automatically updates the job to include the new VM.

Meww Backup loh »
Add Objects x
Mame Virt
Wirtual Machines seled  Select objects: () o ¢, .@ yramic selection that
auto
~ Hosts and Clusters
Storage
W % veenter(l.tech.local
Guest Processing Ma A Prague
Schedule ? pdctwesx06.tech.local @ Add..
& > pdctwesx07tech.local Rernove
Surnrmary
> proghivesxX1.tech.local
e protuesx02.tech.local Exclusions...
> (9 Backup
> (2 Cloud Up
> (9 Sandbox02
Dronen
3 (D Service Wi
v (3 Temporary
7] backupsn7
C backupsrd
LR backupsri?
) Recalculate
-~ Type in an object name to search for O\ |
| Add | | Cancel | Total size:
0B

| < Previous || Mext » | Finish

4. At the Storagestep of the wizard, do the following:

a. From the Backup repository list, select the backup repository that you configured in the Configure
Backup Repository section.
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b. In the Retention policy field, define the number of days to keep the restore points.

When the number of days exceeds the allowed value, Veeam Backup & Replication automatically
removes the earliest restore point from the backup chain. For more information, see the Retention

Policy section in the Veeam Backup & Replication User Guide.

Mew Backup Job

e Storage
Wirtual Machines
Storage

Backup prooy Autornatic selection
Guest Frocessing P proxy

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files
produced by this job and customize advanced job settings if required.

Choose..,

Schedule Backup repository: | Backup Volurne 07 (Onsite backup repositonyd

w

B 68.6 GB free of 83,1 GB

Retention palicy: days @

Surnrmary

GF5 retention policy is not configured

[ Confiqure secondany destinations for this job

Advanced job settings..,

[ Keep certain full backups longer for archival purposes  Configure...

| £ Previous | | Mext =

hap backup

Copy backups produced by this job to another backup repository, or tape, We recommend to make at least one
copy of wour backups to a different storage device thatis located off-site.

5. At the Guest Processing step of the wizard, leave the default settings.

The settings of this step are detailed in the Creating Application-Aware Backup Job section.

6. At the Schedule step of the wizard, do the following:

a. Select the Run the job automatically check box. If you do not select this check box, you will have to

launch the job manually. For details, see Start Backup Job Manually.
b. Select the schedule type: daily, monthly or periodically.

c. Make sure the Retry failed VM processing check box is selected.
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d. Click Apply.

Meww Backup Joh x
NEmS Schedule

Virtual Machines Specify the job scheduling options, If you do not set the schedule, the job will need to be controlled manually,
Storage

g Runthe job automaticall
Guest Processing o ] ¥

@ Daily at this time: 1000 P~ o~ | | Everyday w [ Days.,
Schedule
Maonthly at this tirne:  10:00 PR4 ~ ~ Fourth v Saturday v Months..,
Surnrmary
Periodically eveny 1 v Hours v Schedule..,

After this job:

Autornatic retry

Retry failed iterns processing: tirmes
Wait before each retry attermpt for mikiltes

Backup window

[] Terminate the job outside of the allowed backup window

Long running or accidentally started jobs will be terminated to prevent impact on your production infrastructure
during busy hours,

Wind o,

| < Previous || Apply | Finizh

7. At the Summary step of the wizard, select the Run the job when I click Finish check box and click the
Finish button.

8. Inthe inventory pane of the Home view, expand the Last 24 Hours node to see the created job.

Reference

For more information on backup creation, see the Creating Backup Jobs (VMware vSphere) and Creating Backup
Jobs (Microsoft Hyper-V) sections in the Veeam Backup & Replication User Guide.
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Monitoring Job Performancein Real Time

When the job is running, you can view job statistics in real time. Statistics include job progress, duration,
processing rate, performance bottlenecks, the amount of read and transferred data, and other details of the job
performance.

To view the job statistics, do the following:
1. In the inventory pane of the Home view, select the Jobs node.
2. In the working area, right-click a running job and click Statistics.

3. In the opened window, select a VM to view its statistics.

|5:[‘> DB Backup {Incrernental) x
Job progress: (579 0 of 145
|
Sum mary Data Status
Duration: 11 Processed: 4.8 GB (82) Success: i}

Processing rate: 9 MB/s Read: 736 MB Warnings: 0
Bottleneck: Source Transferred: 2049 MB (3.7x) Errors: 0

Throughput (last 5 min)
| Spesd:[10 MBS

Read speed: 10 MB/s
Transfer speed: 3 ME/s
Tirrie: Tuesday, July 8 2025 11:16:37 Ak

Mame Status Action Duration
1 winsr141 ® &% @ Job started at 7/8/2025 11:12:57 AM
Q Building list of objects to process 0:00:03

Q Wh size: 130 GB (69.4 GE used)

Q Changed block tracking is enabled

Q Backup file will be encrypted

I:El Processing winsre141 0:02:53

Hide details

Note that the job must complete with the Success or Warning status. If the job completes with the Failed status,
Veeam Backup & Replication does not create the backup file is not able to perform restore operations.

You can configure email notifications to get job results. For details, see the Configuring Global Email
Notification Settings (VMware vSphere) and Configuring Global Email Notification Settings (Microsoft Hyper-V)
sections in the Veeam Backup & Replication User Guide.
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Start Backup Job Manually

If you do not schedule a backup job, you must start it manually. To start the job, do the following:
1. Open the Home view.

2. Inthe inventory pane, select the Jobsnode.

3. Inthe working area, right-click the job and select Start. Wait for the job to complete. Note that the job
must complete with the Success or Warning status.

= Home View Job Veeam Intelligence =5 @
=
> B £ B e & @ X
Start  Sop Rty Active Statistics  Report Edit  Clane  Disshle  Delste
Full
Jok Contral Details WManage Jnb
Home Type in an object name to search for O
W Jobs
12 Backup Name Type Status Last Result Target &
> [k Backups ) DB Backup ETEL A Stopped Success Dicfault Backup Repasitary
S B Last24 Hours [> st
Stop
Retry
[ Active full
lily Statistics
Report
Disable
£ Clone
K Delete
2 Edit..
™ Home
{nl
] Invento
[ By
EE Backup Infrastructure
1 Jok selerted

73| VeeamBackup & Replication | Quick Start Guide | 13.0.12067



Locating Backup Files

When a backup job finishes, Veeam Backup & Replication saves backup files in the backup repository that you

specified asa backup target.
To locate backup files using the Veeam Backup & Replication console, do the following:
1. Open the Filesview.

2. Inthe inventory pane, expand the backup repository file tree and open the Backup folder.

3. Inthe Backup folder, find the subfolder with the backup job name and open it. It must contain a .VBK and

.VBM files. If the job was run several times, the subfolder also contains .VIB or .VRB files.

= Home File Veearn Intelligence =
i E‘j X 4 %{‘e
Copy  Paste Rename  Delete Open  Edit  Praperties Addto File
Copy lob v
Clipboard File Edit. lobs
Files Name 4 Type Size

> [By veenterdl.tech.local
v ER Microsoft Windows

> [ backupsnaz

> e winsra23tech.local

B winsredtechlocal

@ srw035_508BA.vbm whrn 10.8KE
0’ sr035.wm-634002025-11-26T151220_DAFAVbK wbk 121 GB

Vo
> $RecycleBin
v Backup

> DE Backup
> DE Backup Job SOL

> Documents and Settings

{I‘I_l\ Horne

|F:| Irwe oy

Eg Backup Infrastructure

Files

=
) Histany
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Creating Application-Aware Backup Job

Application-aware processing allows you to create transactionally consistent backups. These backups allow you
to further restore application items: emails for mail agents, tables for DB servers, accounts for domain
controllers.

Veeam Backup & Replication can create transactionally consistent backups of VMs that run the following
applications:

e Microsoft Exchange
e Active Directory

e SharePoint

e SQL Server

e Oracle Database

In this section, you will learn how to create the application-aware backup job for a Microsoft SQL Server.

IMPORTANT!

Application-aware processing is supported only for the listed applications and VSS-aware applications. If an
application that you want to back up is not supported, you can use VMware Tools or Microsoft Hyper-V
guest quiescence with pre-freeze and post-thaw scripts. For more information, see the VMware Tools
Quiescence and Pre-Freeze and Post-Thaw Scripts (VMware vSphere), Microsoft Hyper-V Guest Quiescence
and Pre-Freeze and Post-Thaw Scripts (Microsoft Hyper-V) sections in the Veeam Backup & Replication
User Guide.

Before You Begin

Make sure that the version of your Microsoft SQL Server is supported. For details, see the System Requirements
section in the Veeam Backup & Replication User Guide.

Creating Application-Aware Backup

To create the application-aware backup job for the Microsoft SQL Server, do the following:

1. In the inventory pane of the Home view, right-click Jobsand select Backup > Virtual Machine >
<platform>to launch the New Backup Job wizard.

2. At the Name step of the wizard, specify a name and description for the backup job.
3. At the Virtual Machines step of the wizard, select the VM.
4. At the Storagestep of the wizard, select a backup repository or keep the default settings.
5. At the Guest Processing step of the wizard, do the following:
a. Select the Enable application-aware processing check box.

b. Select the Enable guest file system indexing check box.

VM guest OS file indexing allows you to search for VM guest OS files inside VM backups and perform
1-click restore in Veeam Backup Enterprise Manager. For details, see the VM Guest OS File Indexing

section in the Veeam Backup & Replication User Guide.
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c. Inthe Guest OS credentials section, specify credentials of a user account to connect to the VM guest
0S. The user account must have Administrator permissions on the Microsoft SQL Server.

d. Click the Customize application handling options for individual machines button at the top of the
window.

Mesw Backup Job X

MNarme Guest Processing

Virtual Machines Choose guest OF processing options available for running Whis,

Storage
Enable application-aware processing

Guest Processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and configures

bl the 0% to perform required application restore steps upon first boot.

Custormize application handling options for individual machines

Surntnany
Enable guestfile system indexing and malware detection

Indexing enables global file search functionality, automatic detection of suspicious file systerm activity and
known malware files,

Custornize indexing options for individual machines

Guest interaction proxy:

Autornatic selection Choose..,

Guest 05 credentials:

Select existing credentials or add new ~ | Add
Manage accounts
O Customize 0% credentials for individual machines

gg Werify network connectivity and credentials

| < Previous || Mext = | Finish

6. Inthe opened window, select the Microsoft SQL Server from the list and click Edit.
7. Inthe Processing Settings windows, do the following:

a. Inthe VSS Settings section of the General tab, check that the Process transaction logs with this job
option is selected.
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b. On the SQL tab, select Backup logs periodically option.

Veeam Backup & Replication will create an auxiliary job that runs continuously and ships database
transaction logs. Transaction logs are shipped to the backup repository and savedin .VLB files next to
other backup job files. Thus, you have a chain of restore points and a set of transaction logs that cover
intervals between these restore points.

Meww Backup lob %
Processing Settings x

Narne
General  SQL  Oracle  PostgreSOL  Exclusions  Scripts

Wirtual Machines
Choose howe this job should process Microsoft SOL Server transaction logs:

o ge Bpplicat Truncate logs {prevents logs from growing forewver) »®
Guest Process Do nottruncate logs (requires sirmple recoveny model)
. ) configures
Schedule Specify 3 ® Backup logs periodically (backed up logs will be truncated)
Object Backup logs everyt | 15~ A | minutes
Surntnany —
- Retain log backups:
. N . ity and
@ Until the corresponding image-level backup is deleted
Keep onlylast: 15+~ days of log backups e
Log shipping servers:
vinlinuzma.tech.local Choose.., Choose..,
v | Add
Founts
R

| QK | | Cancel |

Cancel

8. At the Schedulestep of the wizard, define scheduling settings for the job.

9. At the Summary step of the wizard, select the Run the job when | click Finish check box and click the
Finish button.
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10. In the inventory pane of the Home view, expand the Last 24 Hours node to see the created jobs. You must
see two jobs: one that processes the Microsoft SQL Server and the other one that ships transaction logs.

= Home Wiew veearn Intelligence = @
+ = i B T & a N
o] = .|_—|l = Lo = B = = @
Backup  Replication DR Backup  Copy  SureBackup Restare  Failover Import  Expart Security &
Inkb Tok Policy Copy v ok v I v Plan Backup  Backup  Compliance
Prirmary nbs Secandary Iobs Restare Actians
Home Type in an object name to search for - O
WS Jobs
12 Backup Job Name SessionType 4 Status
s Backups [ DB Backup Job SQL (Full) Backup % completed
= Disk [EL DB Backup Job SOL SOL Server Transaction Log Backup  S0L Log Backup  Working

W [ Last 24 Hours
[ Running (2)
Success

E& Failed

{7} Home

[T tmventory

EL Backup Infrastructure

g
5} History

2 sessians

Reference

For more information on application-aware backups, see Application-Aware Processing (VMware vSphere) and
Application-Aware Processing (Microsoft Hyper-V) sections in the Veeam Backup & Replication User Guide.
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Data Recovery

Veeam Backup & Replication allows you to perform the following data recovery operations:
e Restore entire VM
e Restore guest OS files
e [For VMware vSphere] Restore VM virtual disks
e Recover VM files
e Recover application items

e Exportdisks
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Restoring Entire VM

If a VM fails, you can restore it from a backup file. You can restore a single VM or multiple VMs to the original or
new location.

In this section, you will learn how to restore a VM to the original location.

Before You Begin

Before you restore a VM from a backup, consider the following:

e You can restore the VM from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home view and select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available for

the VM.

e [For VMware vSphere] When you restore the VM to its original location, and the original VM is still
running, Veeam Backup & Replication powers off the original VM and restores only those disks that are
included in the backup. All other disks remain unchanged.

e [For Microsoft Hyper-V] When you restore the VM to its original location, and the original VM is still
running, Veeam Backup & Replication powers off the original VM and deletes it before the restore.

Restoring Entire VM

To restore an entire VM to its original location, do the following.

1. Open the Home view.
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2. Inthe inventory pane, select the Backups > Disk node. Expand the backup job in the working area, right-
click a VM in a backup job and select Restore entire VM > VMware vSphere tolaunch the Entire VM
Restore wizard.

= Home Backup Veeam Intelligence = @
= =3 ] 1 N A = * == — N
ED o b = = — g T — = — @ X
Instant Instant Disk Entire Wirtual Export Publish WM Restore Application Move Copy Export Sean Delete
Recowvery Recovery W Disks Disks Disks Files Guest Files Iterns Backup Backup Backup Backup fram Disk
Restore Actions
Home
Type in an object name ta search for - Q
> 5 lobs
W [Ek Backups Job Name 4 Repository Platform
oy WIELS ~ =4 Backup Job Backup Yalurae 01 hlware
=
> [ES Last 24 Hours (71 winsnel2 Whware
> =4 DB Backup Job SGL Ef> Instant recovery.. ihrare
=5 Instant disk recovery...
Restore entire M > | B Vhware viphere...
2 Restore virtual disks >0 2 Mutsric AHY.. )
2 Export content as virtual disks... ¥ Prozmox VE..
2 Publish disks.. @ Scale Computing HyperCore...
5] Restare UM files.., % Bmazon EC2.
{n_l\ [T T Restore quest files... &3 Microsoft Azure..,
= Mowe backup... o Goagle CE.
['; Inventany E3 Copy backup..,
=L Exportbackup...
:g Backup Infrastructure Q Sean backup..
=3 Delete from disk

Files

LTy Histary
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1 backup selected
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3. At the Virtual Machines step of the wizard, select the VM from the list, click the Point button and choose a
restore point.

If you select an incremental restore point, Veeam Backup & Replication automatically restores data blocks
from the full backup file and the chain of incremental backup files.

Entire WM Restore et

Yirtual Machines

Selectwirtual rmachines to be restored, ¥ou can add individual virtual machines frorm backup files, or containers from live
ervironrment (containers will be autormatically expanded inta plain Y list),

Restare hode Ausailable restore points forwinsrel2:
Add...
Secure Restore lob Type
4 EBackupJob - winste2 (Backup Valurm... E
Reason Q—E1 day ago (23 PM Tuesday 878720..  Increment
C_LGE days ago (10:01 PM Monday 8/77 .. Full Remowe
Summary CLE 9 days ago (10:01 P Monday 7731, Full
< >

% Previous Text > Finish Cancel

4. At the Restore mode step of the wizard, do the following:
a. Select the Restore to the original Llocation option.
b. Select the Quick rollback check box.

Veeam Backup & Replication will get data blocks that are necessary to revert the VM to an earlier
point in time and will restore only these data blocks from the backup. Quick rollback significantly

reduces the restore time.

IMPORTANT

Do not enable the Quick rollback option if the problem occurred at the VM hardware level,
storage level or due to a power loss.
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Seau Pesmmm () Restore to a new location, or with different settings

Custarnize the restored W location, and change its settings. The wizard will automatically populate
PlesEn all contrals with the original Wk settings as the defaults,

() Staged restore

Run the selected Wh directly from backup files in the isolated Datalab to rmake changes to the
guest 0% ar applications prior to placing the Wi into production environment,

Surnmany

Pick prowy to use

Quick rollback (restore changed blocks anly)

Allowws for quick W recovery in case of quest OF software problem, or user error, Do not use this
option when recovering from disaster caused by hardueare or storage issue, or power oss,

< Previous Cancel
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5. At the Secure Restore step of the wizard, enable scanning of the machine or leave the default settings.

If secure restore is enabled, Veeam Backup & Replication uses antivirus software to scan machine data
before restoring the machine to the production environment. For details, see the Secure Restore section in
the Veeam Backup & Replication User Guide.

Entire WM Restore ot

Secure Restore

Scan the selected backup for malware, such as computer wiruses or ransormaare, prior to performing the restore, This requires a
carmpatible antivirus installed on the mount sercer specified for the corresponding backup repository.

Wirtual Machines [ Scan the restored rmachine for malware prior to performing the recovery

The machine you are about to restore will be scanned by antivirus software installed on the mount
Restare Mode server to prevent a risk of bringing malware into your environment.

Froceed with recovery but disable network adapters
Reason Abort W recowvery

Scan the entire image
Sumrmary ; ) o )
Continue scanning rernaining files after the first malware has been found,

% Previous Finish Cancel

6. At the Reason step of the wizard, specify the reason for restoring the VM.

7. At the Summary step of the wizard, select the Power on VM after restoring check box and click Finish.

Reference

For more information on how to restore the VM to another location, see the Restoring Entire VM
(VMware vSphere) and Restoring Entire VM (Microsoft Hyper-V) sections in the Veeam Backup & Replication
User Guide.
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Restoring VM Files

Veeam Backup & Replication can help you restore VM files. For example, your VM configuration file is missing
and you need to restore it. Instead of restoring the entire VM image, you can restore a single VM file.

You can restore VM files to the latest state or any valid point in time. You can also restore them to the original
or new location.

Before You Begin

Before you restore VM files from a backup, consider the following:

e You can restore VM files a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home view and select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available for
the VM.

e The server on which you plan to save the restored VM files must be added to the backup infrastructure.

Restoring VM Files

To recover VM files, do the following.

1. Open the Home view.

2. Inthe inventory pane, select the Backups > Disk node. Expand a backup job in the working area, right-click
a VM and choose Restore VM files tolaunch the wizard.

and Replication
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3. At the Restore Point step of the wizard, select a restore point.

If you select an incremental restore point, Veeam Backup & Replication automatically restores data blocks
from the full backup file and the chain of incremental backup files.

Virtual Machine Files Restore x

Virtual Machine Restore point

. Select the restore point to restare WA frorm,
Restore point

Destination
R Wi name: winsrv29 Original host: weenterd 1.techdocal
eason
Wh sizer 204 GB
Surnmmary

Hosailable restore points:

Created Type Backup
(71 less than a day ago (6:05 Ph Thursday 5/1/2025) Increment Daily Backup Job
[T less than a day ago (5:39 PM Thursday 5/1/2025) Full Daily Backup Job

| < Previous || Mext » Finish

4. At the Destination step of the wizard, do the following:
a. In the Server list, select the server to which you want to restore VM files.
b. In the Pathtofolder field, specify the path to the folder where you want to restore files.
c. Inthe VM files torestore section, select the required files.

5. At the Reason step of the wizard, specify the reason for restoring files.

6. At the Summary step of the wizard, click Finish torestore the VM files.

Reference

For more information on restoring VM files, see the VM Files Restore (VMware vSphere) and VM Files Restore
(Microsoft Hyper-V) sections in the Veeam Backup & Replication User Guide.
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Restoring VM Virtual Disks

Veeam Backup & Replication allows you to recover individual virtual disks of a VMware vSphere VM. Recovered

virtual disks can be attached to the original VM or to any other VM. This recovery option can be helpful if a VM
virtual disk becomes corrupted.

You can restore VM virtual disk to the latest state or any valid restore point. You can preserve the format of a
recovered virtual disk or convert it to the thin or thick provisioned disk format.

NOTE:

Restore of VM virtual disks is not available for Microsoft Hyper-V VMs.

Before You Begin

Before you restore VM virtual disks from a backup, consider the following:

e You can restore virtual disks from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home view and select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available for

the VM.
e During the virtual disk restore, Veeam Backup & Replication turns off the target VM (the VM to which you

plan to attach the restored virtual disk) to reconfigure its settings and connect restored disks. It is
recommended that you stop all activities on the target VM for the restore period.

Restoring Virtual Disks

To restore a VM virtual disk and attach it to another VM as a new drive, do the following:

1. Open the Home view.
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2. Inthe inventory pane, select the Backups > Disk node. Expand the backup job in the working area, right-
click a VM and select Restore virtual disks > VMware vSphere tolaunch the Virtual Disk Restore wizard.

= Home
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3. At the Restore Point step of the wizard, select a restore point.

If you select an incremental restore point, Veeam Backup & Replication automatically restores data blocks
from the full backup file and the chain of incremental backup files.

Virtual Disk Restore x

Virtual Machine Restore point

Restore point Select the desired restore paint,

Disk Mapping

Wi name: winsrv29 Original host: weenterd 1.techdocal
Secure Restore

Wha size: 20,4 GB

Reason
Hosailable restore points:
Surnrnary
Created Type Backup
(71 less than a day ago (6:05 Ph Thursday 5/1/2025) Increment Daily Backup Job
[T less than a day ago (5:39 PM Thursday 5/1/2025) Full Daily Backup Job

| < Previous || Mext » Finish

4. At the Disk Mapping step of the wizard, do the following:
a. Click Browse and select the VM to which the restored hard disk must be attached.
b. Select the virtual hard disk that you want to restore.

c. To change the disk format, select the required option from the Restored disk type list: same as the
original disk, thin or thick (lazy or eager zeroed).
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d. Select the VM disk in the list and click Change. From the Virtual device node list, select a node that is
not occupied yet. Click OK.

Virtual Disk Restare x

Virtusl Machine Disk Mapping

Resiarapali Map wirtual disks from backup to wirtual device nodes on target Wi,

Disk Mapping Wirtual Disk Properties '

Wirtual rna
Secure Restore

Datastare:

wrinsre?s Choose..,

Reason protwesx02-ds M Choose..,

Disk mapp
E 106TE free of 162 TR
Surntnarny Yirtual d
Wirtual device node:

wins SCS) 01 v Change...

Device statistics

Yirtual Device Mode: 5CE 01
Restored d  Disk File:
Sarne as Capacity:

Quick Yirtual disk restore result
Alloaes ser error, Do not use thiz option when
recovy @ Wirtual disk will be added ta Whi, RS

QK | | Cancel

Pick prozy to use..,

| < Previous || Mext = | Finizh

5. At the Secure Restore step of the wizard, enable scanning of the machine or leave the default setting.

If secure restore is enabled, Veeam Backup & Replication uses antivirus software to scan machine data
before restoring the machine to the production environment. For details, see the Secure Restore section in
the Veeam Backup & Replication User Guide.

6. At the Reason step of the wizard, specify the reason for restoring.

7. At the last step of the wizard, select the Power on VM after restoring check box and click Finish.

Reference

For more information on restoring virtual disks, see the Virtual Disks Restore section in the Veeam Backup &
Replication User Guide.
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Restoring Guest OS Files

Veeam Backup & Replication allows you to recover individual guest OS files and folders. You canrestore files
and folders directly from a backup or replica. This makes the restore process fast and does not require additional
storage resources. For more information on guest OS restore, see the Guest OS File Restore section in the
Veeam Backup & Replication User Guide.

Before You Begin

Consider the following:

e Check the supported file systems. For details, see the File-Level Restore section in the Veeam Backup &
Replication User Guide.

e You can restore guest OS files from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home view and select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available for
the VM.

e You cannot restore files from a VM being currently backed up or replicated.

e For the full list of considerations and imitations, see the Considerations and Limitations section in the
Veeam Backup & Replication User Guide.

Restoring Guest OS Files

To recover guest OS files, do the following:

1. Open the Home view.
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2. Inthe inventory pane, select the Backups > Disk node. Expand a backup job in the working area, right-click
a VM and choose Restore guest files > Microsoft Windows to launch the File Level Restore wizard.
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3. At the Restore Point step of the wizard, select the necessary restore point. For the mount server, leave the

default option.
File Level Restore x
| Restare point Restore point
Select the restore point to restore guest O files fram,
Reason
Surnmmary
Whl name: seed35 Original hostt weenterd tech.local
Wh size: 192 GB tount server: Automatic selection Qindows)
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Created Type Backup
31 2 days ago (5:01 Ph Wednesday 8/6/2025) Incrernent Backup lob
(31 2 days ago (11:41 AM Wednesday B/6/2025) Full Backup lob

< Previous Browse
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4. At the Reason step of the wizard, specify the reason for restoring.
5. At the last step of the wizard, click Browse.

6. Veeam Backup & Replication will display the Backup Browser window with the file system tree of the VM.
Right-click the necessary file or folder, select Copy To.

For the full list of available operations, see the Finalize Recovery section in the Veeam Backup &
Replication User Guide.

7. In the opened window, specify the location to which you want to restore files or folders. This location can
be a network shared folder, a folder on the backup server or, for Linux file restore, to a Linux server that is
not added to the Veeam Backup & Replication infrastructure.

Reference

For more information on restoring guest OS files, see the Restore from FAT, NTFS or ReFS section in the Veeam
Backup & Replication User Guide.
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Restoring Application Items

If you have an application-aware backup, you can restore application items for Microsoft SQL Server, Microsoft
Active Directory, Microsoft Exchange, Microsoft SharePoint, and Oracle Database. To restore application items,
Veeam Backup & Replication uses special built-in tools — Veeam Explorers.

Veeam Explorers mount the file system of the backed up VM, detect available applications and display their
content in the convenient interface. You can then browse for necessary application items and restore them to
the original or new location. For details, see the Veeam Backup Explorers User Guide.

In this section, you will learn how to restore application items for the Microsoft SQL Server. For this purpose,
you will use the backup created in Creating Application-Aware Backup Job.

1. In the inventory pane of the Home view, click the Backups node.

2. Inthe working area, expand the backup job that processes the VM with Microsoft SQL Server. Select the
VM and click Restore application items > Microsoft SQL Server databases on the ribbon to open the
Microsoft SQL Server Database Restore wizard.

n Backup and Replication x
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3. At the Restore Point step of the wizard, select the required restore point.
4. At the Reason step of the wizard, specify the reason for restoring.
5. At the last step of the wizard, click Finish tostart the recovery process.

6. Veeam Backup & Replication will display the Veeam Explorer for Microsoft SQL Server window with
available databases.
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7. In the Databases pane of the window, right-click a database and select Restore point-in-time state to
<Microsoft SQL Server\Instance Name>.
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b <~ T L
Instant Publish Restore Restore Export  Export  Export
Recovery Database *  Database * Scherna*  Backup* Files* Schemma
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Fl |_—|:| Default Instance Backup crested: B/9/2025 7.05 Ph
db Recovery model; Full

[> Instantrecovery » Read-onky: Mo

A

Publish database  »
4+ Restore databaze » | U Restore latest state to dlsgl02.tech.local

4 |_—[' INS ] Restoreschermna  » | 4@ Restore point-in-time state to disgl02.tech.local... %

mi Export backup v | 4 Restore to another server..
! Exportfiles 4 Primary database file
3 Export schema v C\Program Files\Microsoft SOL Server\MSSQL13.MESOLSERVERMASSOLLDATAN db1_001_001.mdf

Secondary database and log files
ChvPrograrn Filesyhicrosoft SOL ServerMSS0LT3MESOLSERVERN SSQLNDATAN LT _log_001_001.1df

8. At the Specify restore point step of the wizard:
a. Select the Restore to a specific point in time option.

b. Use the slider to define the exact point in time to which you want to restore the database.
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c. Select the Perform restore to the specific transaction check box and click Next.

Restare Wizard x

Specify restare point

Specify pointin time you want to restore the database to:
Restore to the pointin time of the selected image-lewel backup

@) Restore to a specific point in time (requires transaction log backups)
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database to the moment in time right before the urnwanted change,

Mext Cancel

9. At the Fine-tune the restore point step of the wizard, select the transaction to which you want to restore
the databaseand click Restore.

Veeam Backup & Replication will start restoring the database to the selected transaction. When the
restore process is complete, Veeam Explorer for Microsoft SQL Server will display a popup message with
the results of the restore operation.

Reference

For more information on restoring application items, see Application Items Restore in the Veeam Backup &
Replication User Guide.
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Exporting Disks

Veeam Backup & Replication allows you to export disks, that is, convert disks of different workloads (EC2
instances, Microsoft Azure VMs and so on) in the VMDK, VHD or VHDX formats. You can save the exported disks
to any server added to the backup infrastructure or place disks on a datastore connected to a host.

Before You Begin

Before you export content as virtual disks, consider the following:

e You can export disks from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home viewand select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available for
the VM.

e If you export disks to an ESXi datastore, VMDK format is the only available option.

Exporting Disks

To export disks from backups and convert them into VMDK format for Microsoft Hyper-V VMs or VHD/VHDX
format for VMware vSphere VMs, do the following:

1. Open the Home view.

2. Inthe inventory pane, select the Backups > Disk node. Expand the backup job in the working area, right-
click a VM and select Export content as virtual disks tolaunch the Export Disk wizard.
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3. At the Restore Point step of the wizard, select a restore point.

Export Disks

Backup
Restore point
Diisks

Target

Secure Restore
Reason

Surnrnary

Restore point

Select the restore point to export disks fram,

Whi name: winsry29 Original host: weenterl 1.techdocal
Wi size: 20,4 GB

HPusailable restore points:

Created Type
(31 less than a day ago (6:05 PR Thursday 5/1/2025) Increment
[T less than a day ago (5:39 Ph Thursday 5/1/2025) Full

| < Previous || Mext > Finish

4. At the Disks step of the wizard, select which disks you want to export.

5. At the Target step of the wizard, select the destination for disk export and format in which you want to
save the resulting virtual disks:

a. From the Server list, select a server on which the resulting virtual disks must be saved.

b. In the Pathtofolder field, specify a datastore or folder on the server where the virtual disks must be

placed.

c. Inthe Export formatlist, select VMDK format to savethe resulting virtual disk in the VMware vSphere
compatible format. Select VHD/VHDX format to save the resulting virtual disk in the Microsoft Hyper -
V VHD/VHDX format.
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d. From the Disk Type drop-down list, select a disk type for the exported disks.

[For Microsoft Hyper-V] Disk type selection for VMDK format is available when the disk is exported to
an ESXi host, in all other cases it is Thick (lazy) type by default.

Export Disks x

Backup Target

. Specify the destination server and folder, and a virtual disk format to export disk content to,
Restore point
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6. At the Secure Restore step of the wizard, you can instruct Veeam Backup & Replication to perform secure
restore — scan exported disk data with antivirus software before restoring the disk. For more information
on secure restore, see Secure Restore.
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| < Previous || Mext = Finish

7. At the Reason step of the wizard, enter a reason for disk export.

8. At the Summary step of the wizard, review the configured settings and click Finish.

Reference

For more information on exporting disks, see the Exporting Disks section in the Veeam Backup & Replication
User Guide.
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Backup Copy

Backup copy allows you to create several instances of the same backup data in different locations. This is the
mechanism that Veeam Backup & Replication provides to help you follow the the 3-2-1 rule:

e 3: You must have at least three copies of your data: the original production data and two backups.

e 2: You must use at least two different types of media to store copies of your data, for example, local disk
and cloud.

e 1: You must keep at least one backup offsite (for example, in the cloud or in a remote site).

In Veeam Backup & Replication, backup copy is a job-driven process. When the backup copying job starts, Veeam
Backup & Replication accesses backup files on the source backup repository, retrieves data blocks for a specific
machine from the backup file, copies them to the target backup repository, and composes copied blocks into a
backup file on the target backup repository. This backup file has the same format as the primary backup file.

Before You Begin

Before you create a backup copy job, consider the following:

e The source and target backup repositories that take part in the backup copy process must be added to the
backup infrastructure.

e You must have a backup that has been successfully run at least once.

To check whether restore points are created, open the inventory pane of the Home viewand select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available.

Creating Backup Copy Job

To create a backup copy job, do the following:

1. Open the Home view.
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2. Inthe inventory pane, right-click Jobsand select Backup Copy tolaunch the New Backup Copy Job wizard.
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3. At the Job step of the wizard, do the following:

a. Specify a name and description for the backup copy job.
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b. In the Copy modefield, check that the Immediate copy is selected.

In the immediate copy mode, Veeam Backup & Replication copies new data as soon as it appearson
the source repository. For more information, see the Backup Copy Modes section in the Veeam Backup
& Replication User Guide.

Mew Backup Copy lob %
Marne Name
ibiact Backup copy job efficiently creates local and remote copies of your backups, rmaking it easy to maintain multiple
Jeets copies of your data, Type in a name and description for the job, and specify backup copy interval,
Target

MNarne:

Diata Trarnsfer . o
Servicew™s Periodic Backup Copy

glialil Description:
Surmmary Created by Sweeamadmin
Copy rmodet

Imrmediate copy (mirraring)

Copies every restore point as soon as it appears in the primary backup repositony, This mode will copy all
backups created by selected backup jobs, including transaction log backups,

® Periodic copy (pruning)

Periodically copies the latest available restore point only, This mode also allows for selecting which backups to
process, enabling you to further reduce bandwidth usage,
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4. At the Objects step of the wizard, click Add and select backup jobs that you want to copy.

Meww Backup Copy lob

Marne
Objerts
Target

Data Transfer
Schedule

Surnrmary

Objects

Add objects which backups should be mirrored to the target repository, Immediate backup copy jobowill process

irnage-level and transaction log backups,

Objects to process:

MName Type Size
Q DE Backup Whiweare Backup Job 21,2 GB
O DB Backup Job S0L Whtuvare Backup Job 86.5 5B

Include database transaction log backups (ncreases bandwidth usage)

< Previous | | Mext >

Finish

(F) Add..

Remowe

Exclusians..,

3 Recalculate

Total size:
107 GB

Cancel
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5. At the Target step of the wizard, select the backup repository where you want to store the backup copy.
For other settings, keep the default values.

Meww Backup Copy Job %

Narne Target

Specify the target backup repository, number of recent restare points to keep, and the retention policy for full

Objects backups, You can use rmap backup functionality to seed backup files,
Target
Data Transfer Backup repositons | Default Backup Repository (Created by Weearn Backup) v
B 220 GB free of 222 GE Map backup
Schedule
Retention policy: day's
Surntnarny

[ Keep certain full backups langer far archival purposes  Configure...
GFE retention policy is not configured
Read the entire restore point from source backup instead of synthesizing it from increrments

Advanced job settings

| < Previous || Mext = Finizh

6. At the Data Transfer step of the wizard, keep the default settings.

7. At the Schedulestep of the wizard, define the period of time when the backup copy job is allowed to
transport data over the network.

8. At the last step of the wizard, select the Enable the job when | click Finish check box and click Finish. The
job will start running in the continuous mode.

Reference

For more information on the backup copy, see the Backup Copy section in the Veeam Backup & Replication User
Guide.
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VM Replication

When you replicate a VM, Veeam Backup & Replication creates the exact copy of the VM in the native
VMware vSphere format on a host and keeps this copy synchronized with the original VM.

Replication provides the best recovery time objective (RTO) values. You actually have the copy of a VM in the
ready-to-start state. That is why replication is recommended for VMs running most critical applications.

Replication is a job-driven process. During the first run of a replication job, Veeam Backup & Replication copies
data of the original VM running on the source host and creates its full replica on the target host. During next job
runs, Veeam Backup & Replication copies only those data blocks that have changed since the last replication job
session. Veeam Backup & Replication writes these changes to restore points, so that you can further publish this
replica in the required state.

Veeam Backup & Replication supports several replication scenarios. Depending on the location of the host
where you plan to store replicas, you can choose the following scenarios:

e Onsite replication

The target host is located in the same site as the source host.
e Offsite replication

The target host is located on another site.

In this section, you will learn how to work with onsite replicas. For more information on offsite replication, see
the Replication Scenarios (VMware vSphere) and Replication Scenarios (Microsoft Hyper-V) sections in the
Veeam Backup & Replication User Guide.

Reference

For more information on replication, see the Replication (VMware vSphere) and Replication (Microsoft Hyper-V)
sections in the Veeam Backup & Replication User Guide.
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Creating Replication Job

Before You Begin

Before you replicate a VM, consider the following:

e You must add all components needed for the replication process to the backup infrastructure. These

components are source and target hosts, backup proxy and backup repository.

e [For VMware vSphere] Due to VMware vSphere limitations, if you change the size of VM disks on the
source VM, Veeam Backup & Replication deletes all available restore points on the VM replica during the

next replication job session. For more information, see this Veeam KB article.

e [For Microsoft Hyper-V] You cannot replicate VMs with shared VHDX and VHDS disks.

Creating Replication Job

To replicate a VM, do the following:

1. Open the Home view.

2. Inthe inventory pane of the Home view, right-click the Jobsnode and select Replication > Virtual machine

> <platform>to launch the New Replication Job wizard.
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3. At the Name step of the wizard, specify a name and description for the replication job. For other settings,
leave the default values.

Mewy Replication Job %

Narne Name

Wirtual Marhines Specify the narme and description for this policy, and provide information on wour DR site,

Destination
MNarne:
Job Settings —
Replication Job
Drata Transfer Description:
Guest Processing Half-day replication
Schedule
Surnrnary Show advanced controls:

|:| Replica seeding (For low bandwidth DR sites)
[ Metwork remapping (for DR sites with different virtual networks)

|:| Replica re-IP (for DR sites with different [P addressing scherme)

[ High priority
Backup infrastructure resources are offered to high priority jobs first, Use this option for jobs sensitive to the start
tirme, or jobs with strict RPO requirerments,
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4. At the Virtual Machines step of the wizard, click Add. Fromthe list, select VMs that you want to replicate.

You can also replicate VM containers. If you add a new VM to the container after the replication job is
created, Veeam Backup & Replication automatically updates the job to include the new VM.

Mewv Replication lab »

ir] SelectVirtual Machines x

Narne ¥

Sele and wirtual disks frorm replication,

Select wvirtual machines: Q ET—' O &//j

Destination s Hosts and Clusters
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v [ Prague ® Add..
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» (@ Servers Cﬂ Sources..,
eknlimebr13Mm
eknsravbr1301
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linzrs2749

Data Transter

Rermowve

Surntnarny

Up
Dowwn
rhresre 300

1310

sre1311 3 Recalculate

G G G G G G G

Fo ~ Typein an object nare to search for O\ |

Total size:

| jo]:4 | | Cancel | 0B

| < Previous || Mext » | Finish

5. [For VMware vSphere] At the Destination step of the wizard, do the following:

a. Click Choose nextto the Host or cluster field and select a host on which the VM replica must be
registered.

b. Click Choose nextto the Resource poolfield and select the target resource pool.

c. Click Choose nextto the VM folder field and select the folder in which the replica must be placed.
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d. Click Choose nextto the Datastore field and select a datastore where VM replica files must be stored.

Mewv Replicatian lab x

Narme Destination

Virtual Machines Specify where replicas should be created in the DR site,

Destination

Host ar cluster:

Jab Settings pdctwesx07.tech.local Choose..,

Drata Transfer
Resource poal

Guest Processing Resources Choase..,
for selected replicas

Schedule
WhA folder:

B W Choose..,

for selected replicas

Datastore:
pidctuvesx07-ds07 [12.6 TE free] Choose...

Fick datastore for selected wirtual dizks

| < Previous || Mext > | Finish

6. [For Microsoft Hyper-V] At the Destination step of the wizard, do the following:

a. Click Choose nextto the Host or cluster field and select a host on which the VM replica must be
registered.
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b. Click Choose nextto the Path field and specify a path to a location where VM replica files should be
stored.

Mewy Replication Job %

Narne Destination

Wirtual Marhines Specifywhere replicas should be created in the DR site,

Destination

) Host or cluster:
Juth Seittinge pdd ctuebee02 tech.local Choose..
Drata Transfer

Path:

Guest Processing DMReplicas [8.1 TE free] Choose..,
Schedule Fick path for selected wirtual disks
Surnrnary

| < Previous || Mext = Finizh

7. At the Job Settings step of the wizard, do the following:

a. In the Repository for replica metadata list, select the backup repository where you want to store the
metadata file.

b. In the Replica name suffix field, specify the suffix that will be appended to the name of the original
VM.
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c. In the Restore points to keep field, define the number of restore points to keep.

When this nhumber is exceeded, the earliest restore point is removed.

Meww Replication Job %
Marne Job Settings
WVirtual Machines Speufy_backup repository I-:_cated_ in the_ source site to host rretadata in, replica suffic and retention policy, and
custommize advanced job settings if required.
Drestination
Repository for replica metadata:
Job Settings : .
Backup Wolume 01 (Onsite backup repositond v
Data Transfer B 203 GE free of 89.1 GB

Guest Processing Replica settings

Sehedule Replica name suffix: _replica

Summary Restore points to keep: | 7 v oA

O Adbvanced job settings..,

| < Previous || Mext = Finish

8. At the Data Transfer step of the wizard, leave the default settings.

9. At the Guest Processing step of the wizard, leave the default settings if you do not need transactionally
consistent replicas. Otherwise, select the Enable application-aware processing check box and specify

credentials of a user account to connect to the VM guest OS. The user account must have Administrator
permissions.

To specify advanced options for VSS processing, click Applications. Selecta VM in the list and click Edit. In
the opened window on the General tab, dothe following:

a. In the Applications section, select Try application processing, but ignore failures to continue the
replication job even if VSS errors occur. If VSS processing fails, the created replica will not be
transactionally consistent but crash consistent.
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b. In the Transaction logs section, check that the Process transaction logs with this job option is

selected.

Mesw Replication Job

Marne

Wirtual Machines
Destination

Job Settings
Drata Transfer
Guest Processing
Schedule

Surnrnary

Applic

Speci

b g

Processing Settings

General SQL  Oracle  PostgreSOL  Beclusions  Scripts

Applications

Application-aweare processing detects and prepares applications for consistent backup using
application-specific methods, and configures the 0% to perform required application restore
steps upon first boot,

® Require successful processing (recormmended)
Try application processing, but ignore failures

Disable application processing

WSS Settings

Choose whether this job should process transaction logs upon successful backup, Logs
pruning is supported for Microsoft Exchange, Microsoft SOL Serser, and other applications
that support Microsoft W3S,

@ Process transaction logs with this job (recormmended)

Perform copy only (lets another application use logs)

Persistent quest agent

By default, application-aware processing on Windows is performed by a non-persistent
rurtirne process, Deploying a persistent agent rermoves security and port requirernents of the
runtirne process injection,

Use persistent quest agent

0] 4 | | Cancel |

do..,

) hse.,
dit...
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dd...

Cancel

10. At the Schedule step of the wizard, do the following:

a. Select the Run the job automatically check box. If you do not select this check box, you will have to
launch the job manually. For details, see Start Replication Job Manually.

b. Select the schedule type: daily, monthly or periodically.

In the Periodically every field, you can select Continiously torun the job in a non-stop manner. A new
session of the job will start as soon as the previous job session completes.
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c. Make sure the Retry failed VM processing check box is selected.

Meww Replication Job

Marne

Wirtual Machines
Destination

Job Settings
Drata Transfer
Guest Processing
Schedule

Surntnarny

Schedule

Specify the job scheduling options, If you do not set the schedule, the job will need to be controlled manually,

Fun the job autormatically

Daily at this tirme: 1000 P~ A Everyday v Days..

Maonthly at this tirne:  10:00 PR4 ~ ~ Fourth v Saturday v Months..,
® Periodically evens 12 v | | Hours v | Schedule..,

After this job: OB Backup v

Autornatic retry
Retry failed iterns processing: 3 w A | tirnes

Wait before each retry attemptfor: | 10 v~ | minutes

Backup window

[] Terminate the job outside of the allowed backup window

Long running or accidentally started jobs will be terminated to prevent impact on your production infrastructure

during busy hours,

Wind o,

| < Previous || Mext > | Finish

Cancel

11. At the Summary step of the wizard, select the Run the job when I click Finish check box and click the

Finish button.

12. In the inventory pane of the Home view, expand the Last 24 Hours node to see the created job.

13. Open vSphere Clientor Hyper-V Manager and make sure that the replica appeared on the target host.

Reference

For more information on replica creation, see the Creating Replication Jobs (VMware vSphere) and Creating

Replication Jobs (Microsoft Hyper-V) sections in the Veeam Backup & Replication User Guide.
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Monitoring Job Performancein Real Time

When the job is running, you can view job statistics in real time. Statistics include job progress, duration,
processing rate, performance bottlenecks, the amount of read and transferred data, and other details of the job
performance.

To view the job statistics, do the following:
1. In the inventory pane of the Home view, select the Jobs > Replication node.
2. Inthe working area, right-click a job and click Statistics.

3. In the opened window, select a VM to view its statistics.

EL  Replication Job (Full) x
Job progress: 21% 0of 1Whis
I
Sum mary Data Status
Duration: 59 Processed: 0.5 GB {21%) Success: 0
Processing rate: 93 MB/s Read: 05 GB Warnings: 0
Bottleneck: Source Transferred: 9.4 GB {1x) Errors: 0

Throughput (last 5 min)

m:& ME/s

Name Status Action Duration
ET—‘ winsn20 @ 73% @ WM size: SUGE (195 GE used)
° Discowvering replica Wha
° Resetting CET per job settings for active fulls 0:00:14
° Getting WM info from wSphere 0:00:09
Q Creating WM snapshot 0:00:02
° Pracessing configuration 00017
° Creating helper snapshot 0:00:04
° Using source proxy winsr23.tech.local for disk Hard disk 1 [hotadd] 0:00:21
° Using target proxy winsre23.tech.local for disk Hard disk 1 [hotadd]
:!:I Hard disk 1 (50 GB) 9.5 GB read at 93 MB/s [CET] 0:02:00
Hide details

Note that the job must complete with the Success or Warning status. If the job completes with the Failed status,
Veeam Backup & Replication does not create a replica and is not able to perform failover and failback
operations.

You can configure email notifications to get job results. For details, see Configuring Global Email Notification
Settings in the Veeam Backup & Replication User Guide.
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Start Replication Job Manually

If you do not schedule a replication job, you must start it manually. To start the job, do the following:
1. Open the Home view.
2. Inthe inventory pane, select Jobs > Replication.

3. Inthe working area, right-click the job and select Start. Wait for the job to complete. Note that the job
must complete with the Success or Warning status.

4. Open vSphere Clientor Hyper-V Manager and make sure that a VM replica is created.

= Home View Job veearn Intelligence =% @
[ [ 2 & @ X
Start  Stop  Retry Statistics  Report Edit  Clone  Disable  Delete
Jab Control Details Manage Job
Home Type in an object narme to search for Q
5 Jobs
2 Backup Mame 4 Type Status Target
(] Replication ) Replication Jab Viware Replication Stopped pratwesx02.tech.local
> [ Backups
[> start
~ Replicas %
- Stop
Bl Ready
S ED Lsst24Hours Summary Retry Status Throughput (all time)
Duration: o744 il Statistics 100%) Success: 1 @ Spleed: 107 MB/s
Processing rate: 91 ME Report Warnings: 0 ;
Bottleneck: Soure 1o} Erars: 0
Disable
7 Clone
Name X Delete Action
(11 Home
(51 winsn23 07 Edit.. @ lob started at 11/27/2025 3:35:56 Pht
° Building list of objects to process
[ mwentory

° W size: 50 GB (19.5 6B used)

° Changed block tracking is enabled

@ Processing winsn2d

Files ° Al1%WMs have been queued for processing

@ Load: Source 97% > Proxy 5% » Network 5% > Target 5%
@ Primary bottleneck: Source

° o finished st 11/27/2025 3:43:40 PM

S Backup Infrastructure

History

1 job selected
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Replica Failover and Failback

If the original VM in the production site becomes unavailable, you can quickly restore services by failing over to
its replica. When you perform failover, the VM replica takes the role of the original VM. All processes shift from
the original VM on the production host to the VM replica on the secondary host. You can fail over to the latest
state of a replica or to any of its restore points.

When you fail over to the VM replica, Veeam Backup & Replication changes the replica state from Normal to
Failover.

Failover is anintermediate step that needs to be finalized. Depending on a disaster recovery scenario, you can
do one of the following:

Undo failover

When you undo failover, you switch back to the original VM and discard all changes made to the VM
replica while it was running. The state of the VM replica gets back to Mormal. You can use the undo
failover scenario if you have failed over to the VM replica for testing and troubleshooting purposes and
you do not need the changes made to the VM replica.

Perform failback

When you perform failback, you switch back to the original VM and transfer all changes that took place
while the VM replica was running to the original VM. If the source host is not available, you can restore the
original VM to a new location and switch back to it.

When you perform failback, changes are only transferred but not published. You must test whether the
original VM works with these changes. Depending on the test results, you can do the following:

o Commit failback. Whenyou commit failback, you confirm that the original VM works as expected and
you want to get back to it. The state of the VM replica gets back to Normal.

o Undo failback. If the original VM is not working as expected, you can undo failback and get back to
the VM replica. In this case, the state of the VM replica returns to Failover.

117 | Veeam Backup & Replication | Quick Start Guide | 13.0.1.2067



e Perform permanent failover

When you perform failover, you permanently switch from the original VM to a VM replica and use this
replica as the original VM. This scenario is acceptable if the original VM and VM replica are located in the
same site and are nearly equal in terms of resources.

Failover

Switch back
to original VIM?

S . Synchronize
permanent failover VM state with
its replico
state?

Undao failover Failback

Commit failback

Veeam Backup & Replication supports failover and failback operations for several VMs simultaneously. In case
one or several hosts fail, you can use batch processing to restore operations with minimum downtime.
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Performing Replica Failover

Before You Begin

Before you perform failover, consider the following:

e For original VMs and replica VMs located in the same network. If you plan to perform replica failover while
the original VM is running, consider temporarily disconnecting the original VM from the network to avoid
IP addresses or machine names conflicts.

e To successfully fail over to a VM replica, make sure that this replica has at least one successfully created
restore point.

To check whether restore points are created, open the inventory pane of the Home viewand select the
Replicas node. Then, select the VM and verify that there is at least one restore point available for the VM.

Performing Failover

To fail over to a VM replica, do the following.
1. In the inventory pane of the Home view, select the Replicas node.

2. Right-click the replicated VM and select Failover Now tolaunch the failover wizard.

= Home Replica Veeam Intelligence = @
= =3 d » -

B @ / . & B X
Failover Planned Unda Perrnanent Failback ta Switchover to Switchover Unda Compnit Restore Application Add to Properties Rernove
Tlow Failower Failower Failover Praduction Praduction Tirne Failback Failback Guest Files Iterns Failower Plan frarm

Failover Failback Restore Manage Replica
Home
Type in an object name ta search for - Q

> 5 Jobs

> [Es Backups Mame 4 Job Hame Type Status

e Replicas 51 winsri29 Replication Jab  Regular Ready

[EL Ready

[ Failover now... t}
[ Planned filover..

Undo failover

> ED Last24Hours

Perrnanent failover

| %, &dd to failover plan >
Failback to production...
Switchover to production..,

Change switchower time...

{1} Herne Undo failback
Commit failback
F;I Iy 10 Restore guestfiles...
= [EL Remove fram configuration

== Backup Infrastructure
= =g Delete fram disk

il [ Properties..

LT
) Histary

Treplica selected
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3. At the Virtual Machines step of the wizard, select the VM from the list, click Point and choose the restore
point to which you want to fail over.

Whiware Failover X
Virtual Machines Virtual Machines
Reasan Select virtual rnachines to failower to their replicas, To perform failover to an earlier restore point, click Point to select

the desired one,

Surnrmary Restare Paints %

Ausailable restore points for ubuntusre2 X

Job Type

=4 Replication Job (Default Backup Repositond ) Add...
1 lessth d 217 Ph Monday 8., S hot
001 less than a day ago [ onday B napsho CF Paint..
[ lessthan a day ago (12:38 PM Monday 8., Snapshot
— R
[ lessthan a day ago (1:55 PM Monday 8/, Snapshot O i

| [0]8 | | Cancel |

4. At the Reason step of the wizard, specify the reason for failover.

5. At the Summary step of the wizard, click Finish tofail over to the VM replica.

Reference

For more information on failover, see the Replica Failover (VMware vSphere) and Replica Failover
(Microsoft Hyper-V) sections in the Veeam Backup & Replication User Guide.
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Performing Permanent Failover

To perform permanent failover, do the following:

1. In the inventory pane of the Home view, click the Replicas node.

2. In the working area, right-click the VM replica and select Permanent Failover.

w

In the opened window, click Yes toconfirm the operation.

= Home Replica
5 B | &
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Mo Failover  Failower Failower Production
Failover
Home
> 3 Jobs

v Replicas
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' B3 Last 24 Hours
EL Success

[ER Failed

{7} Hame

[ mventory

[z sackup nfrastructure
£ Storage Infrastructure

e
L) Histary
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Switchower to

Failback

Swvitehower
Production Time

Type in an object name to search for QO
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[ ubuntusn20

Unda Cammit
Failback  Failback

Job Name Trpe

Replication lob  Regular

Failower nowr...,
Planned failover...
<) Undo failover
|52 Permanent failover

|5, Add to failover plan

<] Failback to production...

Switchover to praduction...

Change switchaver time...

Undo failback

Commit failback

Restore guest files

Remove fram configuration

Delete frarm disk

[=] Properties...

Weeam Intelligence [

B =

Restars Application Addto Properties  Rernowve
Guest Files Items Failover Plan from
Restore Wanage Replica
Status Original Loc... Replica Loca...
Failover weenterll tech.la.,  veenter0l techilo..

]

Reference

For more information on permanent failover, see the Permanent Failover (VMware vSphere) and Permanent

Failover (Microsoft Hyper-V) sections in the Veeam Backup & Replication User Guide.
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Undoing Failover

To undo failover, do the following:
1. In the inventory pane of the Home view, select the Replicas node.

2. In the working area, right-click the VM replica and select Undo Failover.

w

In the opened window, click Yes toconfirm the operation.

=  Home Replica Yeeam Intelligence =5 @
[ E =l =
_ D B <] B =
Failover  Planned Unda Permanent Failback to Switchoverto  Switchover Unda Commit Restare Application Add to Properties  Femove
How Failover  Failover Failover Production Praduction Time Failback  Failback Guest Files Items Failover Plan v from
Failover Failback Restore Manage Replica
Home
Type in an object name to search for QO
S £ Jobs
v [ Replicas Name 4 Job Name Type Status Original Loc... Replica Loca...
2 on -
ED Active(D) [ ubuntusrv20 Replication Job  Regular Failover weenterOltechula.,  veenterDl techila...
' B3 Last 24 Hours
EL Success
=
52 Failed
B Veeam Backup and Replication x

Unda fallover resets replica VM ta the latest state sa that you can continue
replication.
Any disk changes happened after failover will be lost, Would yau like to
continue?

Farce undo failover

[ Inventory

S Backup Infrastructurs
1 Storage Infrastructure

e
L) Histary

1 replica selected Connected to: 172.24.2854  Build: 13.0.04963 Premium  License expires: 533 days remaining

Reference

For more information on undoing failover, see the Undo Failover (VMware vSphere) and Undo Failover
(Microsoft Hyper-V) sections in the Veeam Backup & Replication User Guide.
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Performing Failback

You can fail back to a VM in the original or new location. In this section, you will learn how to fail back to the
original VM on the source host.

Before You Begin

Make sure that the VM replica for which you want to perform failback is in the Fa/lover state. The replica gets
into this state after you perform replica failover.

Performing Failback

To fail back from VM replica to the original VM on the source host, do the following:

1. In the inventory pane of the Home view, select the Replicas node.

2. In the working area, right-click the VM replica and select Failback to production tolaunch the Failback

Wizard.
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3. At the Replica step of the wizard, click Next.
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4. At the Destination step of the wizard, select Failback to the original VM.

Whnware Replica Failback x
Replica Destination
Destination Choose a destination for the failback operation,

Failback Mode
® | Failback to the original ¥M

Use if your production site is restored without amy infrastructure changes, and the ariginal Wh is still present at
the sarme location, Only differences between existing wirtual disks and their actual state on replica will be
transferred owver the netwark,

Surninarny

Failback to the original YM restored in a different location

Use if you hawe restored the original Wi from backup to a location that is different from ariginal, Only
differences betaeen existing virtual disks and their actual state on replica will be transferred over the network,

Failback to the specified location [advanced)

Use if you do not have original WhA remains available anyawhere in the failback destination site, &ctual state of
entire replica’s wirtual disks will be transferred to the destination site, resulting in significant network traffic,

Pick backup proxies for data transfer

Quick rallback (sync changed blocks anly)

Arccelerates failback frorm failowers triggered by a software problern or a user error, Do not use this option if the
disasterwwas caused by a hardware or storage issue, or by a power loss,

| < Previous || Mext > | Finish

5. [For VMware vSphere] At the Failback Mode step of the wizard, select Auto. In this case, failback will be
performed assoon as VMs are ready.

6. At the Summary step of the wizard, select the Power on VM after restoring check box and click Finish.

Reference

For more information on failback, see the Replica Failback (VMware vSphere) and Replica Failback
(Microsoft Hyper-V) sections in the Veeam Backup & Replication User Guide.
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Committing Failback

To commit a failback, do the following:
1. In the inventory pane of the Home view, select the Replicas node.

2. In the working area, right-click the VM replica and select Commit Failback.

w

In the opened window, click Yes toconfirm the operation.
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Reference

For more information on committing failback, see the Commit Failback (VMware vSphere) and Commit Failback
(Microsoft Hyper-V) sections in the Veeam Backup & Replication User Guide.
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Undoing Failback

To undo a failback, do the following:
1. In the inventory pane of the Home view, select the Replicas node.

2. In the working area, right-click the VM replica and select Undo Failback.

w

In the opened window, click Yes toconfirm the operation.
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Reference

For more information on undoing failback, see the Undo Failback (VMware vSphere) and Undo Failback
(Microsoft Hyper-V) sections in the Veeam Backup & Replication User Guide.
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Enterprise Manager

If you have a geographically dispersed virtual environment with multiple Veeam Backup & Replication servers,
you can use Veeam Backup Enterprise Manager. Veeam Backup Enterprise Manager is a solution that helps
manage multiple backup servers from a single web Ul.

You can use Veeam Backup Enterprise Manager to perform the following tasks:
e Monitor and manage jobs configured on different backup servers from a single web console
e Editand clone jobs
e Search for guest OS files in all backups and restore these files in one click
e Delegate guest OS file restore to other users with local Administrator permissions

For the full list of the Veeam Backup Enterprise Manager capabilities, see the About Veeam Backup Enterprise
Manager section in the Enterprise Manager User Guide.

NOTE:

Veeam Backup Enterprise Manager is not shipped with the Community edition. For more information, see
Editions Comparison.
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Installing Veeam Backup Enterprise
Manager

You can deploy Veeam Backup Enterprise Manager on a Linux or Microsoft Windows machine. No matter on
which OS you deploy Veeam Backup Enterprise Manager, you can manage both Veeam Backup & Replication on
Linux and Microsoft Windows.

Before You Begin

Consider the following:

e The machine on which you plan to install Veeam Backup Enterprise Manager must meet the system
requirements. For details, see the System Requirements section in the Veeam Backup Enterprise Manager
Guide.

e Itis recommended to install the same product version on the Veeam Backup Enterprise Manager server
and Veeam Backup & Replication backup servers.

e Ifyou plan to install Veeam Backup Enterprise Manager on the same machine where the backup server
runs, you must disableall backup and replication jobs and close the Veeam Backup & Replication console.

e Make sure that all necessary ports are opened. For details, see the Ports section in the Veeam Backup
Enterprise Manager Guide.

e [Veeam Backup Enterprise Manager on Linux] For the list of considerations and limitations, see the
Considerations and Limitations section in the Veeam Backup Enterprise Manager Guide.

e [Veeam Backup Enterprise Manager on Microsoft Windows] For the list of considerations and limitations,
see the Before You Begin section in the Veeam Backup Enterprise Manager Guide.
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Linux

To install Veeam Backup Enterprise Manager, do the following:

1. Download the latest version of the Veeam Software Appliance installation image from the Product
Downloads page. The ISOis located under the Hardened Software Appliance tab.

You must sign in with your Veeam account. If you do not have the account, register with your business
email address.

2. Mount the ISO file to the machine where you plan to install Veeam Software Appliance or burn the ISO file
to a flash drive or other removable storage device. If you plan to install Veeam Software Appliance on a
virtual machine, use the built-in tools of the virtualization management software to mount the ISO file.

NOTE

To create a bootable USB stick, it is recommended that you use Rufus with the default settings. Note
that you need to select Write in DD Image mode option when prompted.

3. Inthe Boot Manager, select the drive where you mounted the ISO file and press [Enter].

4. In the installation menu, select Veeam Backup Enterprise Manager and press [Enter].

ar

Veeam Backup & Replication

5. Inthe installation menu, select Installand press [Enter]. When the installer is loaded, confirm the
operation and wait for the system to reboot automatically.

6. At the Licensestep of the Initial Configuration wizard, read and accept Veeam license agreements and
policies.
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TIP

To close a document you have read, press [Q].

7. At the Hostname step of the Initial Configuration wizard, specify the a Fully Qualified Domain Name
(FQDN) of the server and select Next.

8. At the Network step of the Initial Configuration wizard, review the network configuration and select Next.
9. At the Time step of the Initial Configuration wizard, review server time configuration.
By default, the UTC time zone is used. To specify another time zone, select Change.

10. At the Host Administrator step of the Initial Configuration wizard, configure the default host administrator
account to perform administrator activities in the Host Management Console — veeamadmin. For more
information about operations available for this role, see the Managing Users and Roles section in the
Veeam Backup & Replication User Guide.

In the Password field, specify the password for the veeamadmin user. The password must comply with the
following requirements:

o 15 characters minimum.
o 1upper case character.
o 1lower case character.

o 1 numeric character.

o

1 special character.
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o No more than 3 characters of the same class in a row. For example, not more than 3 lowercase or 3
numerical characters in sequence.

[Next ]

After you specify the password, select Next and configure multi-factor authentication (MFA):
a. Open your authentication application. Enter the code or scan the QR code.
b. Specify the one-time code provided by the application.

c. Press [OK].

NOTE

Multi-factor authentication is compatible with mobile authentication applications that support
RFC4226 and RFC6238.
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Conf igure Multi-Factor Authentication (MFA)

1. At the Security Officer step of the Initial Configuration wizard, select Skip setting up Security Officer to
skip configuring the security officer account.

TIP

The security officer account type provides an additional security layer to protect your infrastructure
against malicious system administration. You can skip configuring this account to test the
functionality of Veeam Backup & Replication. In the production environments, we recommend
configuring this account. For more information about operations available for the security officer,
see the Managing Users and Roles section in the Veeam Backup & Replication User Guide.
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12. At the Summary step of the Initial Configuration wizard, review the system configuration and select Finish.
The system will apply the configuration and restart required services.

[Finishl

After you finish the initial configuration, general information about the server will be displayed. You can
use it to log in to the Host Management Console and continue configuring Veeam Software Appliance.

Reference

For details on how to configure the backup server deployed from Veeam Software Appliance, see the Host
Management section in the Veeam Backup Enterprise Manager User Guide.
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Microsoft Windows

Installing Enterprise Manager

To install Veeam Backup Enterprise Manager, perform the following:

1. Download the latest version of Veeam Backup & Replication installation image from the Download Veeam
products page.

2. Mount the installation image to the machine on which you plan to install Veeam Backup Enterprise
Manager or burn the image file to a flash drive or other removable storage device.

3. Run the setup.exe file from the image or disk to open the splash screen.

4. In the window, click Install Veeam Backup Enterprise Manager tolaunch the Veeam Backup Enterprise
Manager Setup wizard.

oS Veeam Backup & Replication

Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

Veeam Backup Enterprise Manager is an optional web-based management and

reporting console for multiple backup servers, k

Veeam Backup & Replication console is a Windows-based graphical user interface
client for managing backup servers.

5. At the License Agreement step of the wizard, read the license agreements and select check boxes to
accept the terms.
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6. At the Provide License step of the wizard, specify the path to the license key.

If you install Veeam Backup Enterprise Manager on the backup server, you can proceed without providing
a license file. In this case, Veeam Backup Enterprise Manager will use the license that is already installed
on the backup server.

ﬂ] Veeam Backup Enterprise Manager - X

License

Provide license file for Veeam Backup Enterprise Manager.

Select license provisioning method:

A% Sign in with Veeam Browse to local license file

License details:

Subscription, Premium, 10000 Instances, License expires on 12/12/2026

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation ID, and workload usage counters to Vieeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by,

Receive proactive support (enables usage reporting)

Proactive technical support service require sharing anonymized backup infrastructure telemetry with Vesam.
For more information on what is being shared, please refer to the User Guide.

Back Cancel

7. At the System Configuration Check step of the wizard, install missing software components and enable
missing features, if any.
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8. At the Ready to Install step of the wizard, click Installto begin installation.

ﬂ Veeam Backup Enterprise Manager

Ready to Install

Installation will begin with the following settings.

Installation folder
Guest catalog folder:
Service account:
Database engine:
Database name:
Database server:
Catalog service port:
Service port:

Web Ul ports:

REST API service ports:
Certificate:

Check for product updates:

L4 Customize Settings

Ch\Program Files\Veeam\Backup and Replication
EAVBRCatalog

LOCAL SYSTEM

PostgreSQL

VeeamBackupReporting

enterpriseem06:5432

9393

9394

9080 (HTTP), 9443 (HTTPS)

9399 (HTTP), 9398 (HTTPS)

Self-signed certificate will be generated automatically
Automatically

Back Install

Cancel

9. When the installation process completes, click Finish toclose the wizard.
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Adding Backup Servers

Veeam Backup & Replication allows you to manage jobs across multiple backup servers and perform recovery
operations within a single application. To manage the data protection tasks from a single web console, you must
add a backup server to Veeam Backup Enterprise Manager.

Before You Begin

Itis recommended to add backup servers of the same major version. When Veeam Backup Enterprise
Manager and Veeam Backup & Replication run different major or minor versions, some Veeam Backup
Enterprise Manager features may not be available.

For the list of considerations and limitations, see the Adding Backup Servers section in the Veeam Backup
Enterprise Manager Guide.

Adding Backup Servers

To add a backup server to Veeam Backup Enterprise Manager, do the following:

1.

» oW

vl

From the Microsoft Windows Start menu, select Programs >Veeam >Veeam Backup Enterprise Manager
to launch Veeam Backup Enterprise Manager.

To access Veeam Backup Enterprise Manager remotely, use the following address:
https://enterprise manager server address:9443

In the Username and Password fields, specify credentials of the user with local Administrator rights or the
user who installed Veeam Backup Enterprise Manager.

Click Login.
At the top right corner of the opened window, click Configuration toopen the Configuration view.
Select the Backup Servers tab. In the working area, click Add to open the Backup Server Settings window.

In the opened window, specify the DNS name or IP address of the backup server you want to add. Provide
the name and password of the user account with local Administrator rights on the added backup server for
the Microsoft Windows-based backups server, or the veeamadmin account for the Linux-based backup
server.

@ Exit Configuration StartCollecting | B* Add.. o Edit. 3 Remove | B Schedule.. | [l Auditreport B Eport | @ Refresh

B Backup Servers Name T Login Build  Server Description

& vCenter Servers
@ sessions

& Roles

K setings
R  Ucensing
A notifications

0 About

n Cancet
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7. Click OK.

Veeam Backup Enterprise Manager will start collecting data about all backup and replication jobs on the
added backup server.

Reference

For more information on adding backup servers, see the Managing Veeam Backup Servers section in the Veeam
Backup Enterprise Manager Guide.
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Managing Jobs

Veeam Backup Enterprise Manager allows you to manage jobs that were configured on backup servers: start,
stop, retry, edit and clone jobs.

In this section, you will learn how to clone and then edit jobs. When you clone a job, you create its exact copy.
Configuration details of the created job copy are written to the same Microsoft SQL database where details of

the original job are stored. You can work with the created job both in Veeam Backup Enterprise Manager and in
the Veeam Backup & Replication console on the backup server.

Before You Begin

Consider the following:

e Make sure that you have successfully connected backup servers to Veeam Backup Enterprise Manager and
collected data from them. For details, see Adding Veeam Backup Server.

e You have created jobs on the backup server.

Cloning and Editing Job

To clone a job, perform the following.
1. In Veeam Backup Enterprise Manager, click the Jobs tab.

2. Select the required job from the list, click Job atthe top of the working area and click Clone.

The cloned job has the same name as the original job plus the cloned suffix.

-

Eﬂa Dashboard Reports [T  Policies Unstructured Data izdhies e @.w‘«dn’m’u:(ramlv gg}-:mﬂguramn @

Backup server: | All Servers v Y Filter Options (20 of 21)

search by job name Q P swrt stop Retry ¥ Jjoh v B8 Export @ Refresh
4% Edit
Name Type Platform r Status Latest Run 4+ NextRun Description
Active Full
AgentBackup Job Agent Backup Veeam Agenc for Winda., Disable ® Working Justnow Mot scheduled Created by \weeamadmin at 11/28/2025 635 ..
DB Backupob SQL Backup Viware vsphere & Clone I & Warring 17 hours ago 12/1/2025 10:00:00 Mot available
Replication Job Replica Viware vephere % Delete © Ssuccess 2 daye ago Mot scheduled Mot available

3. Select the cloned job from the list.
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4. At the top of the working area, click Job and select Edit.

E@ Dashboard  Repors [EESSMM roliies  UnstucturedData  Machines  Files  ltems T gjé} DR @
Backup server: | All Servers ~ Y Filter Options (20 of 21)
Search by joh name Q b st stop Retry $F Job v B8 Export W Refresh
4 Edit
Name Type Platform r Statun Latest Run 1 NextRun Dezcription
Active Full
Agent Backup Job AgentBackup veeam Agent for Windo.. Disable ® working Justnow Notscheduled Created by weeamadmin at 11/28/2025 6:35 ...
DB BackupJob SOL Backup Whware vSphere & Clone & Warning 17 hours ago 12/1/2025 10:00:00 Not available
Replication Joh Replica VMware vsphere X Delere © Ssurcess 3 days ago Not scheduled Net available

5. Follow the steps of the wizard and edit the job settings as required.

Edit Replication |ob

Job Settings specify the job echeduling optione

Whis Run the job automatically:

!ﬁ' Diaily at this time:
Guest Processing

10:00 pm W Eweryday b Drays...
[0S i:i' hanthly at
10:00 g Fourth Saturday Menths..

:' Periodically every:
1 Hours Schedule...

._:Z' After this jok DB Backup Job SQL

Automatic retry

Retry failed machine processing: | 2 : times
Wait before each attermnpt for: 10 : minutes
Backup window
D Terminate job if it gets out of allowed backup window Window...

6. At the last step of the wizard, click Finish.
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Reference

For more information on managing jobs, see the Managing Backup Jobs in Veeam Enterprise Manager section in
the Veeam Backup Enterprise Manager Guide.
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Performing 1-Click File Restore

Veeam Backup Enterprise Manager allows you to search through Microsoft Windows and Linux guest files in
backed up VMs. Once you find the required file, you can immediately restore it using 1-Click file restore
capability. The file can be restored to its original location or saved to a local machine.

Before You Begin

Consider the following:

The Enterprise or Enterprise Plus license is installed on the Veeam Backup Enterprise Manager server.

Make sure that you have successfully connected backup servers to Veeam Backup Enterprise Manager and
collected data from them. For details, see Adding Veeam Backup Server.

You can search files on machines that have at least one successfully created backup with guest file
indexing enabled. For details, see Creating Application-Aware Backup Job.

Performing 1-Click Restore

To restore a guest OS file, perform the following:

1.

2.

In the main view of Veeam Backup Enterprise Manager, click the Filestab.

In the Type in machine name field, specify the name of the backed up VM whose file system you want to
browse.

In the field with the calendar icon, enter or choose a date and time of a restore point from which you want
to restore files.

Click the Mount link and wait for Veeam Backup & Replication to mount the content of the backup file to
the backup server.

After the backup is mounted, you can browse the guest OS files.

Select the necessary file from the list.
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6. At the top of the working area, click Restore > Keep.

The original and restored files will be kept. The restored file will have the Restored prefix.
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7. Click Yes toconfirm the operation.

Reference

For more information on 1-click file restore, see the Performing 1-Click File Restore section in the Veeam Backup

Enterprise Manager Guide.
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Performing Self-Restore of VM Guest OS
Files

Self-restore allows you to delegate guest OS file restore from backup administrators to users with local
Administrator privileges on VMs. Users do not have to wait for backup administrators to recover deleted or
modified files and folders.

For self-restore, Veeam Backup Enterprise Manager provides the Self Service File Restore portal. When users log

on to the portal, they see only those VMs where they are members of local Administrators group. Other VMs are
not visible to the users.

Before You Begin

Consider the following:

e The Enterprise Plus license is installed on the Veeam Backup Enterprise Manager server. You can use a
valid trial license or paid license.

e Self-Service File Restore Portal is available only for users of Microsoft Windows machines. For Linux-based
machines, guest OS file restore is performed in the Veeam Backup Enterprise Manager Ul under a user

account configured in Enterprise Manager. For more information, see the Configuring Accounts and Roles
section in the Veeam Backup Enterprise Manager Guide.

e The account belongs to the trusted or same domain asthe Enterprise Manager server (for the user account
to be resolved to SID). Users from untrusted domains cannot utilize self-restore.

e The user must be a member of local Administrators group on the VM whose guest OS files you plan to
restore.

The user has access to restore points created after this user gets local Administrator privileges.

e You have successfully connected backup servers to Veeam Backup Enterprise Manager and collected data
from them. For details, see Adding Veeam Backup Server.

e You have at least one successfully created backup with guest file indexing enabled. For details, see
Creating Application-Aware Backup Job.
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Performing Self-Restore

To restore VM guest OS files using the Veeam Self-Service File Restore portal:

1. Log in to the VM whose guest OS files you plan to restore. Make sure that the user account under which
you plan to perform self-service restore is added to the local Administrators group on this VM.
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2. Log in to Veeam Backup Enterprise Manager using the user account under which you installed the
program.

3. Open the Jobs tabandrun the job with guest file indexing enabled. You can run the job several times to
produce several restore points.

4. At the top right corner, click Configuration toopen the Configuration view.
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5. Select the Backup Servers tab. In the working area, click Start Collecting.

Veeam Backup Enterprise Manager will collect data about jobs from the backup server. To check whether
collecting data finished, click the Sessions tab. Make sure that the data collection session has completed
with the Success status.
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6. On another machine, open a browser and use the following addressto access Veeam Self-Service File

Restore portal remotely:
https://enterprise manager server IP address:9443/selfrestore

7. Log in to the portal. Specify the user account with local Administrators privileges on the machine for
which you plan to restore files. See the first step.

8. The portal will display only one tab — Files. Atthe top of the working area, click the pick another restore
point link. Select the required point.

9. Click the field with the calendar icon to view guest files as of earlier restore point and select the restore
point. To view guest files of another machine (if available to you), use the Search field or the Pick from
List link.

10. At the top of the working area, click Mount.
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11. Find the necessary file or folder, select it. At the top-right corner, click Other Actions > Restore >
Overwrite.

The original file will be overwritten.
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Reference

For more information on self restore, see the Using Self-Service File Restore Portal to Restore Machine Guest
Files section in the Veeam Backup Enterprise Manager Guide.
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Backing Up Physical Machines

To back up physical machines, Veeam Backup & Replication uses Veeam Agents: Veeam Agent for Microsoft
Windows and Veeam Agent for Linux.

You do not need to install, set up and operate Veeam Agent on every machine whose data you want to protect.
Instead, you can perform the whole set of deployment, administration, data protection and disaster recovery
tasks on computers remotely from the Veeam Backup & Replication console.

How to back up physical machines

To back up physical machines using Veeam Backup & Replication, you must do the following:
1. Create a protection group

When you create a protection group, you addindividual machines or Active Directory containers to the
protection group. Veeam Backup & Replication automatically installs agents and other required
components on the machines included in the protection group.

2. Create an Agent backup job

In the Veeam Backup & Replication console, create anagent job that will back up machines included in the
protection group.

Reference

For more information on agents, see the following topics:
e Licensing Requirements
e Veeam Agent Backup
e Veeam Agent for Linux User Guide

e Veeam Agent for Microsoft Windows User Guide
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Creating Protection Group

In Veeam Backup & Replication, protection groups are logical containers that pool protected computers of a
specific type into groups. For example, you can create a protection group for computers of the same type
(laptops, workstations or servers) or computers running the same OS type to simplify their management.

You can add individual machines or Active Directory objects that include several machines to the protection
group. In this section. you will learn how to create the protection group with Active Directory objects.

Before You Begin

Consider the following:

e Make sure that all computers added to the protection group are powered on and can be accessed over the
network.

e If you add an Active Directory container to a protection group, it is not recommended to add a computer
that exists in this container to another protection group.

Creating Protection Group

To create a protection group, do the following:

1. In the inventory pane of the Inventory view, right-click the Physical Infrastructure node and select Add
protection group.

Veeam Intelligence =, @

= Home Wiews Protection Group
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@

Add Edit Disable Rermowe Rescan Add to Create Weearn Statistics Report

Group  Group Graup Backup Deplayment Kit
Manage Protection Graup Actions Details
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S5 Malware Detectinn Create Protection Group
> irtual Infrastructure @ protection group defines a set of computers (physical server, workstations or cloud instances) to be protected with
agent-based backup jobs. Protection groups can be populated with individual computers, Active Directory containers
v Physical and Cloud Infrastructure or a dynamic C5V file exported from an asset management system.
Manually Added @ #Add protection group... h_

Unmanaged
Unstructured Data
> Microsoft Entra ID
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[ED Success

Horme
[T inventory
SL Backup Infrastructure

History

¥ Create Veeam deployment kit...

Create Job or Policy

Agent-based protection provides additional flexibility with two deployment approaches. For 24/7 worldoads such as
servers and failover clusters, we recommend that you create backup jobs managed by the backup server, which
controls scheduling and executes backup remotely, For any workloads which may remain offline or unreachable for
extended and/or unpredictable time periods (such as workstations, laptops or remote office servers), we recommend
that you create backup policy that configures backup agents to schedule and execute backup independently,

Perform Restore

To perform Bare Metal Recovery to the existing or new hardware, please use the veeam Recovery Media that can be
created directly from the hackup file of the corresponding computer, Other entire corputer restare options include
direct restore to Microsoft Azure, or instant recovery into a Microsoft Hyper-v WM. To perform granular recovery such
as file or application item restore, simply select the desired backup under the Backups tree of the Home tab, and
zelect one of many restore options provided,
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2. In the Add Protection Group window, select the Microsoft Active Directory objects option.

Active Directory objects can be the following: entire domain, container, organization unit, group,
computer or cluster. Protection groups that include Active Directory objects are dynamic. Veeam Backup &
Replication discovers these computers and deploy Veeam Agent on them during the next rescan session.

Add Protection Group x

Select the protection group type youwant to populate cormputers with,

F Individual computers
I;] Add a static protection scope with one or more individual computers via IP address or DMNE name, Recormmended
far smaller environrments without an Active Directory,

5
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=
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Add a protection group which will catch all computers with a backup agent deployed from a custom installation
package specific to this group, Computers will appear in the protection group upon establishing their first
connection to the backup sercer,

(f\) Cloud machines
-

Add a dynamic protection group for &mazon EC2 instances and Microsoft Szure WhAs, Discovery and backup
agents deployrment is performed using cloud-native APl without requiring a direct network connection,

li‘ Applications
Add a dynamic protection scope based on the discovered application topology of a distributed application,

Cancel
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3. At the Name step of the wizard, specify a name and description for the protection group.

Mew Pratection Group X

Mame
EE Type in a hatme and description for this protection group,

|.ﬂ\ctive Directory

Active Directory
Description:

Exclusions Protection group that includes Active Directory nhjects.|
Credentials

Optians

Rewiew

Apply

Surnmary

% Previous Finish Cancel

4. At the Active Directory step of the wizard, click Change near the Search for objects in this domain field. In
the opened window, do the following:

a. In the Domain controller or domain DNS name field, type a name of the domain controller or domain
whose objects you want to include in the protection group.

b. In the Port field, leave the default value.

c. Near the Account field, click Add and specify user credentials. This user must have read access
permissions to all hosts with the required AD objects.
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d. Click OK.

Mew Pratection Group X
Active Directory
EE Specify Microsoft Active Directory containers and objects to include in this protection group.
Marne Search for objects in this domain:
by  Leimge.
Selected ohjects:
Buclusions Object Type Add..
Credentials Computers Cortainer Rernove
Optians
Rewiew
Apply
Surnmary
< Prewvious Mext > Finish Cancel

5. Click Add near the Selected objects field. In the Add Objects window, select the necessary Active Directory
object and click OK.

6. At the Exclusions step of the wizard, clear the selection of All virtual machines.

7. At the Credentials step of the wizard, specify credentials to connect to computers included in the
protection group.

If you want to use the same credentials for all computers in the protection group, select the necessary
user account from the Master accountlist. The account must have administrative permissions on all
computers that you have added to the protection group.

152 | Veeam Backup & Replication | Quick Start Guide | 13.0.1.2067



You can also specify credentials for individual computes. For details, see the Specify Credentials section in
the Veeam Backup & Replication User Guide.

Mew Pratection Group *

Credentials
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8. At the Optionsstep of the wizard, leave the default settings.
9. At the Review step of the wizard, review the components that will be installed. Click Apply.

10. At the Apply step of the wizard, Veeam Backup & Replication creates the configured protection group.
Wait for the operation to complete and click Next.

11. At the Summary step of the wizard, select the Run discovery when I click Finish check box and click Finish.

Reference

For more information on creating protection groups, see the Creating Protection Groups section in the Veeam
Backup & Replication User Guide.
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Creating Veeam Agent Backup Job

To back up physical machines, you must configure a Veeam Agent backup job in the Veeam Backup & Replication
console. In Veeam Backup & Replication, you can create Veeam Agent backup jobs of the following types:

e Backupjob

The backup job runs on the backup server, like VM backup jobs. The backup job is intended for computers
that are connected to the backup server. This connection must not be interrupted.

e Backup policy

The backup policy describes configuration of individual Veeam Agent backup jobs that run on protected
computers. The backup policy is intended for computers that are connected to the backup server. The
connection may be interrupted for short periods of time. For example, when you move your laptop from
one location to another. Veeam Backup & Replication uses the backup policy as a template and applies
settings from the backup policy to Veeam Agents that run on computers specified in the backup policy.

In this guide, we do not detail backup policy. For more information, see Creating Veeam Agent Backup
Policy.

Veeam Backup & Replication lets you create backup jobs for Microsoft Windows and Linux computers. In this
section, you will learn how to create a Veeam Agent backup job for Microsoft Windows computes. For details on
how to create back jobs for Linux computes, see the Creating Agent Backup Job for Linux Computers section in
the Veeam Backup & Replication User Guide.

Before You Begin

Consider the following:

e You must have at least one protection group. For details, see Creating Protection Group.

e You can create Veeam Agent backups on a Veeam backup repository only. Other types of target locations
are not supported.

e Veeam Agent for Microsoft Windows does not back up data to which symbolic links are targeted. It only
backs up the path information that the symbolic links contain. After restore, identical symbolic links are
created in the restore destination.

Creating Veeam Agent Backup Job

1. Open the Home view.
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2. Inthe inventory pane of the Home view, right-click the Jobsnode and select Backup > Windows computer
to open the New Agent Backup Job wizard.
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3. At the Job Mode step of the wizard, specify protection settings for the backup job:

a. Inthe Type list, select Server toadd to the backup job standalone servers that have permanent
connection to the backup server.
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b. In the Mode list, select Managed by backup server.

When you create a Veeam Agent backup job managed by the backup server, Veeam Backup &
Replication saves the job settings in its database. Veeam Backup & Replication performs all
management tasks for the Veeam Agent backup job: starts a job upon the defined schedule, allocates
backup infrastructure resources and so on.

hew Agent Backup Job *

Job Mode
. Specify protected computer type and backup agent management mode,

Job Mode Type:

() Workstation
Marne

® Server
Computers

() Failower cluster
Backup Mode

flode:!
Storage
(® Managed by backup server
Guest Pracessing Weearn backup server schedules and exeCutes backups onthe pr-:-te;ted computers, This rode is
recommended for always-on workloads with a permanent connection to the backup server, such as
servers or clusters located in the same data center,
Schedule
(C) Managed by agent
Surnmmary Weearn backup server deploys the protection policy to all agents, houwever the Job iz managed by the

agent itself, This mode is recommended for workstations and servers located in remote sites with poor
connectivity to the main data center,

4. At the Name step of the wizard, specify a name and description for the backup job.
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5. At the Computers step of the wizard, click Add and select one or several protection groups or computers
in the list. Click OK.
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6. At the Backup Mode step of the wizard, select Entire computer.

When you restore data from such a backup, you are able to recover the entire computer image as well as
data on specific computer volumes: files, folders and application data.

MWew Agent Backup Job st

Backup Mode
Choose what data you want to back up from selected computers,

Job Mode (® Entire computer

Back up entire computer image for fast recovery on any level, Deleted, temporary and page files are
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Guest Processing () File level backup [slower)

Back up selected files and directories anly. This mode still produces an image-based backup, but only
Schedule with protected file system objects included in the image,
Surnmary

< Prewious Cancel

7. At the Storagestep of the wizard, select the backup repository where you want to store your backups. For
other settings, leave the default values.

8. At the Guest Processing step of the wizard, leave the default settings.
9. At the Schedulestep of the wizard, define scheduling settings for the job.

10. At the Summary step of the wizard, select the Run the job when I click Finish check box and click the
Finish button.

11. In the inventory pane of the Home view, expand the Last 24 Hours node to see the created job.

Reference

For more information on creating Veeam Agent backup jobs for Microsoft Windows computers, see the Creating
Agent Backup Job for Windows Computers section in the Veeam Backup & Replication User Guide.
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Restoring Data of Physical Machines

Veeam Backup & Replication allows you to restore data of physical machines. You can perform the following
data restore tasks with Veeam Agent backups:

e Restoring Veeam Agent Backup to vSphere VM
e Restoring Veeam Agent Backup to Hyper-V VM
e Restoring to Microsoft Azure

e Restoring to Amazon EC2

e Restoring to Google Compute Engine

e Restoring Volumes

e Restoring Files and Folders

e Restoring Application Items

For the full list, see the Restoring Data from Veeam Agent Backups section in the Veeam Backup & Replication
User Guide.

In this section, you will learn how to restore computer files and folders. For more information on other restore
processes, follow the links in the list.

Restoring Files and Folders

The procedure of file-level restore from a Veeam Agent backup is similar to the same procedure for a VM
backup. The difference is that you select a Veeam Agent backup instead of a VM backup in the File Level Restore
wizard. To learn more, see Restoring VM Files.
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Getting Technical Support

If you have any questions or issues with Veeam Backup & Replication, you can search for a resolution on Veeam
R&D Forums or submit a support case in the Veeam Customer Support Portal.

When you submit a support case, it is recommended that you provide the Veeam Customer Support Team with
the following information:

e Version information for the product and its infrastructure components
e The error message or an accurate description of the problem you are facing

e Log files

Downloading Logs

To export the product logs, do the following:

1. In the Veeam Backup & Replication console, open the main menu and navigate to Help > Support
Information.

2. Inthe Export Logs wizard, do the following:
a. At the Scopestep, do the following:
i. Select the Exportall logs for selected components option.
i. Inthe Managed servers list, select the backup server.

ii. Ifyou use installed Veeam Backup & Replication with the PostgreSQL database and the same
databaseis used to store tenant backups, select Collect local PostgreSQL instance logs.

b. At the Date Range step, specify the time interval for which logs must be collected.

c. At the Location step, specify the destination folder to which the logs will be exported.
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d. Wait for the export process to complete, review the results and click the Open folder link to browse to
exported log files and log package.

Export Logs x
Scope Scope
P e Specify the scope for logs export,
Location
Export logs for this job:
Export xport logs for this jo
Choose..
Export logs for these ohjects:
Choose..,
® Exportall logs for selected components (may result in a very large log package)
Managed servers:
Server Components
rockyserver2511t.,  Dell Data Domain Library, Guest Interactio.., Select Al
winstvd3techlocal  Dell Data Dornain Library, Guest Interactio.., Clear &l

winstvddtechlocal  Dell Data Dornain Library, Guest Interactio..,

Collect local Postgre30L instance logs
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